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SMART HOME VULNERABILITIES: STUDYING THE SECURITY RISKS AND UNAUTHORIZED
ACCESS CONSIDERATIONS INHERENT TO EVERYDAY 0T DEVICES

Abstract: Background: Smart home ecosystems integrate Internet of Things (IoT)
devices—cameras, door locks, voice assistants, thermostats, and lighting controllers—into
residential networks that process sensitive personal data and control physical access. As
adoption accelerates, these devices introduce attack surfaces that differ fundamentally from
traditional enterprise IT systems. Objective: This study systematically examines security
risks and unauthorized access vectors affecting consumer-grade smart home loT devices.
Methods: A mixed-methods security assessment was conducted on twelve commercially
available devices from four manufacturers. The methodology combined passive network
traffic analysis, firmware inspection, automated vulnerability scanning with Nmap and
OpenVAS, manual penetration testing guided by the OWASP loT Top 10, and a structured
review of 47 peer-reviewed publications published between 2020 and 2025. Results:
Analysis identified 38 distinct vulnerabilities across the test corpus, including 14 critical and
11 high-severity findings. Default or weak credentials were present on 67 % of devices; 58
% transmitted credentials or tokens over unencrypted channels during initial pairing; 42 %
exposed administrative interfaces on the local network without authentication. Unauthorized
access was demonstrated on five devices through credential replay, firmware downgrade, or
cloud API token extraction. Conclusions: Consumer smart home deployments exhibit
systemic weaknesses in authentication, update mechanisms, and network segmentation. The
study contributes a reproducible assessment framework and evidence-based mitigation
recommendations for homeowners, manufacturers, and policymakers seeking to reduce
unauthorized access in residential 10T environments.

Keywords: smart home security; Internet of Things; unauthorized access;
vulnerability assessment; consumer 1oT; network security; firmware analysis; penetration
testing
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Vsazsumoctu YMHoro oma: Uccienosanue Puckos besonacuoctu u IIpodiem
Hecankunonunposannoro Jlocryna, Ilpucymmx IlosceqneBubim 10T-YerpoiictBam

AnHOTanusA: BBeneHue. DKOCHCTEMBI YMHOTO JIOMa OOBEIUHSIOT YCTPOWCTBA
Wnrepuera Beteit (10T) — kamepsl, IBEPHBIC 3aMKH, TOJI0COBbIC TOMOIITHUKH, TEPMOCTATHI
¥ KOHTPOJIEPHI OCBEIICHUSI — B JIOMAIIIHUE CeTH, 00padaTbIBaroIne KOH(PHICHIINAIbHbIC
NepCOHANbHBIE JaHHbIE W yIpaBistonye ¢usnueckuM aoctynoMm. [lo Mepe yckopenus
BHE/IPEHUS TaKUEe YCTPOWCTBA CO3MAIOT TIOBEPXHOCTH  AaTakd, MPUHIUITHAIBHO
OTNIMYAIOIIMECs OT TpaJuLUUOHHBIX KopmopatuBHbiXx WT-cucrem. Lens. Jlannoe
UCCIIC/IOBAaHUE CHUCTEMAaTHUYECKH AaHAJM3UPYEeT PHCKH OE30MacHOCTH W BEKTOPHI
HECaHKIMOHMPOBAHHOIO JOCTYyIMa, 3aTparuparomue mnorpedburensckue |0T-ycTpoiicTBa
ymHOTO aoma. Metozasl. IlpoBeneHa KoMILIEKCHasi OIlEHKAa OE30MACHOCTH JIBEHAILATH
KOMMEpPUYECKHA JIOCTYMHBIX YCTPOHCTB OT YETHIpEX mMpou3BoauTenei. Meromonorus
coyeTraya MacCUBHBIN aHAJIN3 CETEBOTO TpaduKa, HHCIIEKIUIO MPOIINBKHI, aBTOMAaTHIECKOE
CKaHUpOBaHUE ysa3BuUMocTel ¢ momoisio Nmap u OpenVAS, pydHoe TecTUpOBaHHE Ha
nponukHoBeHue 1mo metoguke OWASP 10T Top 10, a Takke CTpyKTYpHUpOBaHHBIM 0030p 47
pereH3upyemMbIx myonukanuii, Beimeamux B 2020-2025 romax. PesynpraThl. AHanmus
BBISIBUIT 38 OT/IETBHBIX YSI3BUMOCTEHN BO BCEM TECTOBOM KOpITyCe, BKIItoUas 14 KpUTUUECKUX
u 11 HaxoJI0K BBICOKOM cTeneHu cephE3HocT. CTaHAapTHBIC WK clia0ble YYETHBIC TaHHbIE
IPUCYTCTBOBAIMU Ha 67 % ycTpoiicTB; 58 % nepenaBain y4€THbIE JAHHBIE WM TOKEHBI 110
He3amupoBaHHBIM KaHalaM NpHU TEpPBOHAYAIbLHOM compsbkeHuH; 42 % OTKpbIBaIU
aIMUHUCTpAaTUBHbIE  HMHTEp(EChl B  JIOKaJbHOW ceTH ©0e3  ayTeHTH(HUKAIMH.
HecaHKuMOHMpPOBAaHHBIA JOCTYH OBIT TMPOJEMOHCTPUPOBAH Ha IATH YCTpOWCTBax
MOCPEJICTBOM TIOBTOPHOTO HCIIOJIb30BAaHUS YYETHBIX JAHHBIX, OTKaTa MPOIIMBKH WM
u3BieueHus: TokeHa obsayHoro API. 3axmouenue. [loTpeburenbckue pa3BEPTHIBAHMS
YMHOTO JIOMa J€MOHCTPUPYIOT CHUCTEMHBIC CcIabOoCTH B ayTeHTH(HKAINK, MEXaHHW3Max
OOHOBJICHMSI U CETMEHTaIUM ceTH. VccienoBaHe BHOCUT BKJIa/l B BUJI€ BOCIIPOM3BOANMOM
CHCTEMBI OLIEHKH ¥ PEKOMEHIANNH 10 CHIKEHHIO PHCKOB, OCHOBAHHBIX Ha (aKTHYECKUX
JAHHBIX, U TOMOBJIAJEIBIEB, TPOU3BOJUTENCH U PEryJIsTOPOB, CTPEMAIIMXCS CHU3UTD
HECaHKITMOHUPOBAHHBIN AOCTYN B *KMWIbIX |0T-cpenax.

KiroueBble cioBa: bezonacnocmv  ymMHo2o Ooma; Humepnem  eewell;
HEeCaHKYUOHUPOBAHMBIU OOCMYN, OYeHKa ysa3eumocmell, nompedumenvckui 10T, cemesas
be3onacHocmo, aHAIU3 NPOULUBKU, MECMUPOBAHUE HA NPOHUKHOBEHUE

AxkpbLAbI Yii Ocanabikrapbl: Kynaeaikri 10T Kypslirbliapbina Ton
Kayincizaik Toyekengepi men Pykcarcbiz Koa Kerkizy Macenenepin 3eprrey

Anparna: Kipice. Axpuiael  yit  akoxyienepi Wurepuer 3arraper  (10T)
KYpPBUIFBUIAPBIH — KaMepasiap, €Cik KYJIBINTapbl, 1aybICTBIK KOMEKIIIEep, TepMOCTaTTap
KOHE JKapBIKTAHIBIPY KOHTPOJUIEPJIEPIH — KYNHS JKE€KEe NepeKTepll OHICHTIH >XoHe
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GUBUKAIBIK KOJI KETKI3yIl OacKapaThlH TYPFBIH YH KemijepiHe Oipikripeni. EHrizy
KapKbIHBI apTKaH CaiiblH, OyJ1 KYpBUIFbUIAp JOCTYpil KopmopatuBTiK |T xyiienepinen
TyOerelsii  epekmeneHeTin malysln  OeTrTepiH Tynabipanbl. Makcatel. by 3eprrey
TYTBIHYIIBUIBIK aKbUIIB! YH 10T KypbUIFbUIapbIHA 9CEp TETIH KayiNci3iK ToyeKenaepi MeH
pYKcaTchl3 KOJI JKETKI3y BEKTOpJApBIH JKyHedl Typae 3eprreiai. oOpicrep. Tepr
OHJIPYIIIHIH OH €Ki KOMMEPUUSUIBIK KOJDKETIMII KYpPBUIFBICBIHA apayiac o/iCTEeMENIiK
Kayilnci3aik Oaraymaybl KYpPrizunii. OJicTeMe >KENUIiK TpadHKTI TAacCUBTI Tajaaybl,
MHUKpoOaraapnamansl Tekcepyai, Nmap sxone OpenVAS apkbuibl aBTOMAaTTaHIBIPBUIFaH
ocanabikTapabl ckanepieyai, OWASP 10T Top 10 GoiibiHIIa KOJIMEH €HyIl TecTiley/,
cogmaiti-ak  2020-2025 oxpuimapsl kapusiianraH 47 peleH3usUlaHFaH — OachbUIbIMFa
KYpBUIBIMABIK 110TyAbl OipikTipai. Hotmxenep. Tanmay Tect kopmycbinaa 14 KpUTHKAIBIK
xoHe 11 sxoFapbl mopexeni TaObUTBIMIBI KOCA aJIFaH/a, 38 0eIeK OCANABIKTHI aHBIKTAIbI.
OJIENKI HEMece dJICI3 TIpKeNri AepeKTepi KypbUIFbLIapabiH 67 %-biHma 0osabl; 58 %-bi
OacTamkpl KyNTacy Ke3iHIEe TipKenri JIepeKTepiH Hemece TOKeHaepai mmdpraHOaraH
apHanap apkbuibl Ki0epni; 42 %-bl ayTeHTHU(UKANUACHI3 KEPriTiKTI JKeNie OKIMIILIIK
uHTepdeiicTepai amblK KaIABIPABL. PyKCaTChI3 KOJI JKETKi3y 0eC KYpBUIFBIIA TipKeNTi
JIEpeKTepiH KaiiTa maiganaHy, MuUkpoOaraapiaMaHbl TeMeHAeTy Hemece OyiTThiK API
TOKEHIH airy apKpuibl KepceTinai. KopbITeiaabl. TyTBIHYIIBUIBIK aKbUIIBI YH JKylienepi
ayTeHTU(UKAIMsIA, >KAaHAPTY TETIKTEepPIHAE IKOHE IKENiHI CEerMEHTTEYJe >KyHemik
NC3IKTEP Il KopceTeai. 3epTTey TYpFbIH Yil 10T opraceiHIa pyKcaTChi3 KOJ KETKI3YIl
azaiiTyra YMTBUIATBIH YW HeNepi, OHIIPYIIUIep MXKOHE cascaTKepiiep YIIIH KaiTa
JKaHFBIPTHUIATHIH Oaraliay )Kyheci MeH JoJelepre HeTi31elITeH TOMEHICTY YChIHBICTAPBIH
KaMTaMachI3 eTe/Il.

Tyiiin ce3nep: axvuidwl yi Kayincizoiei;, nmepnem 3ammapwl, pyKcamcovls Ko
oHcemxizy;  ocanovikmel — oazanay;, mymuoiHyweliois 10T, owceninixk  Kayincizoik,
MuKpobazoapiama manoayvl; eHyoi mecminey

1. Introduction (Literature Review)

Residential smart home technology has transitioned from a niche luxury to a
mainstream consumer category. Industry analysts estimate that more than 1.8 billion IoT
devices were deployed in homes worldwide by 2025, with annual shipment growth
exceeding 12 % [1]. These devices automate lighting, climate control, surveillance, and
physical access while continuously collecting behavioural and biometric data. Unlike
enterprise systems protected by dedicated security teams, smart home deployments are
typically configured by non-expert users on consumer-grade routers with minimal network
segmentation [2]. Consequently, a compromised smart camera or door lock can serve as a
pivot point for lateral movement within a home network or for unauthorized remote control
of physical assets [3].

Literature Review. Research on loT security has expanded rapidly over the past
decade. Antwi and colleagues [4] conducted a systematic review of 112 studies and
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identified authentication weaknesses, insufficient encryption, and insecure firmware update
mechanisms as the three most frequently reported vulnerability classes in consumer 10T. Al-
Garadi and co-authors [5] mapped attack vectors across the loT architecture stack,
demonstrating that vulnerabilities at the perception layer (sensors and actuators) propagate
upward to application and cloud layers when devices share credentials or trust boundaries
are poorly defined. Sivaraman and colleagues [6] showed that many smart home hubs fail to
enforce mutual authentication between peripheral devices, enabling rogue device injection
attacks on Zigbee and Z-Wave networks.

Penetration testing studies provide empirical evidence of exploitable weaknesses.
Garcia-Teodoro et al. [7] evaluated 20 commercial IP cameras and found that 65 % permitted
remote access with factory-default credentials or credentials recoverable from firmware
images. Kolias et al. [8] demonstrated large-scale exploitation of 10T botnets such as Mirai
and Mozi, in which compromised home devices were recruited into distributed denial-of-
service networks within hours of internet exposure. More recent work by Neshenko et al. [9]
highlights the growing threat of supply-chain compromises in loT firmware, where
malicious code is injected before devices reach consumers.

Regulatory and standardisation efforts have attempted to address these gaps. The
European Union Cyber Resilience Act and the U.S. Cyber Trust Mark programme establish
baseline security requirements for connected consumer devices [10]. The loT Security
Foundation's best-practice guidelines recommend unique device credentials, signed
firmware updates, and disablement of unused services [11]. However, compliance remains
voluntary in most jurisdictions, and independent testing reveals persistent gaps between
vendor claims and observed security posture [12]. Studies focusing specifically on smart
home ecosystems rather than generic loT—such as those by Jacobsson and Boldt [13] and
Alrawi et al. [14]—have shown that device interdependencies (e.g., a voice assistant
controlling door locks) amplify the blast radius of a single compromise, yet holistic security
assessments of multi-vendor home environments remain scarce.

Research Gap. Although individual device classes (cameras, hubs, voice assistants)
have been studied in isolation, few studies provide a unified, reproducible methodology for
assessing unauthorized access risk across heterogeneous smart home deployments
representative of typical consumer configurations. EXisting surveys synthesise published
vulnerabilities but rarely validate findings through controlled hands-on testing of current-
generation devices. Furthermore, the interaction between local network exposure, cloud API
security, and mobile application credential storage is insufficiently characterised in the
residential context.

Research Question(s). This study addresses the following research question: What
security vulnerabilities and unauthorized access vectors are present in commonly deployed
consumer smart home 10T devices, and how can they be systematically identified and
mitigated? Specifically, the paper examines: (1) the prevalence and severity of
authentication, encryption, and firmware-related weaknesses; (2) the feasibility of
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unauthorized local and remote access through practical exploitation; and (3) the
effectiveness of recommended countermeasures when applied to a representative home
network topology.

Scientific Novelty. The scientific novelty of this work consists in the integration of a
structured literature-derived threat taxonomy with a hands-on, multi-layer assessment
protocol applied simultaneously to devices spanning video surveillance, access control,
environmental control, and voice interaction categories. Unlike prior device-specific case
studies, this approach evaluates cross-device attack paths —such as leveraging a
compromised smart speaker to extract cloud tokens used by a door lock—which
distinguishes it from prior approaches that treat each device category independently.

Contributions. The main contributions of this paper are:

A reproducible smart home loT security assessment framework aligned with OWASP loT
Top 10 and NIST IR 8259 guidelines;

Empirical vulnerability data from twelve current-generation consumer devices, including
severity ratings and exploit confirmation rates;

Demonstration of five practical unauthorized access scenarios with documented attack
chains;

Evidence-based mitigation checklist for homeowners, device manufacturers, and regulatory
bodies.

The remainder of the paper is organized as follows: Section 2 presents the materials
and assessment methodology; Section 3 reports empirical findings; Section 4 discusses
implications and answers the research questions; Section 5 concludes the paper.

2. Methods and Materials

This section describes the devices under test, the laboratory network topology,
assessment tools, and the procedural steps followed to ensure reproducibility. All
experiments were conducted in an isolated laboratory environment; no production or third-
party networks were targeted.

2.1 Device Selection and Test Environment

Twelve consumer 0T devices were selected to represent four functional categories:
video surveillance (3 devices), access control (3 devices), environmental control (3 devices),
and voice assistants/hubs (3 devices). Selection criteria required devices to rank among the
top 50 best-selling models on major e-commerce platforms in 2024-2025, support cloud
connectivity, and be purchasable in the Republic of Kazakhstan. Devices were assigned
anonymous identifiers D1-D12 to avoid vendor bias in reporting.

The test environment replicated a typical home network: a consumer Wi-Fi router
(TP-Link Archer AX73), a /24 private subnet (192.168.1.0/24), and a dedicated VLAN
(192.168.50.0/24) for loT isolation experiments. A Kali Linux 2024.4 workstation and a
Raspberry Pi 4 passive monitoring node were connected via Ethernet. Internet access was
provided through a controlled gateway permitting packet capture.
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2.2 Assessment Methodology

Assessment followed four phases over a nine-week period: (Phase 1) passive
reconnaissance and traffic analysis using Wireshark 4.2 and Zeek 6.0; (Phase 2) active
scanning with Nmap 7.94 and OpenVAS 22.7; (Phase 3) manual penetration testing guided
by the OWASP loT Top 10 (2024 edition) and MITRE ATT&CK for ICS/1oT techniques;
(Phase 4) firmware extraction and static analysis using Binwalk 2.3 and Ghidra 11.0 where
legally permitted by device design (developer mode or publicly available update images).

Each identified vulnerability was classified using the Common Vulnerability Scoring
System (CVSS v3.1) and mapped to CWE identifiers. Unauthorized access attempts were
documented with proof-of-concept procedures but were not weaponised beyond the
laboratory scope. A structured literature review of 47 peer-reviewed sources (2020-2025)
was conducted in parallel to contextualise empirical findings.

2.3 Ethical and Legal Considerations

All testing was performed on devices owned by the research team within an isolated
laboratory. Responsible disclosure was initiated for critical findings prior to publication, in
accordance with vendor vulnerability disclosure policies. No personal data from external
users was collected or processed.

Table 1. Assessment phases and tooling.

Assessment Phase Tools Primary Output

Passive analysis Wireshark, Zeek Protocol inventory, cleartext
credential detection

Active scanning Nmap, OpenVAS Open port/service map, CVE
matches

Manual testing Burp Suite, mitmproxy Authentication bypass, API
abuse

Firmware analysis Binwalk, Ghidra Hardcoded keys, unsigned

update channels

2.4 Threat Model and Assessment Checklist

A threat model was constructed following STRIDE methodology adapted for
residential loT. Trust boundaries were defined at: (T1) the internet gateway, (T2) the home
LAN, (T3) the IoT VLAN, (T4) device firmware, and (T5) cloud service endpoints. For each
boundary, attacker capabilities were modelled at three levels: opportunistic (automated
scanning), targeted (local network adversary), and advanced (nation-state or organised crime
with supply-chain access). A 42-item assessment checklist was derived from NIST IR 8259
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[16], OWASP loT Top 10 [15], and ETSI EN 303 645, covering identity management, secure
update, data protection, and resilience requirements.

Device categories and representative functions under test are summarised in Table 4.
Voice assistants and hubs were included because they frequently act as aggregation points
controlling multiple downstream devices, making them high-value targets for unauthorized
access attempts.

Table 4. Device categories under assessment.

ID Category Primary Interface Cloud Dependency
D1-D3 Video surveillance Wi-Fi, RTSP Yes
D4-D6 Access control Wi-Fi, BLE, Zigbee Partial
D7-D9 Environmental control | Wi-Fi, MQTT Yes
D10-D12 Voice assistants / hubs | Wi-Fi, Zigbee, Z- Yes
Wave

2.5 Data Collection and Analysis

Quantitative metrics were recorded for each device: number of open ports, count of
cleartext protocol sessions, time-to-first-exploit (TTFE) for confirmed scenarios, CVSS base
score distribution, and post-mitigation attack surface reduction percentage. Qualitative notes
captured vendor response times during responsible disclosure. Inter-rater reliability for
severity classification was ensured by independent review of all Critical and High findings
by two assessors, achieving Cohen's k = 0.91.

2.6 Mitigation Testing Protocol

After initial assessment, a standardised mitigation bundle was applied: (M1) unique
strong passwords on all devices, (M2) 10T VLAN segmentation, (M3) disabling UPnP and
unused cloud features, (M4) firmware updates to latest available versions, and (M5) enabling
two-factor authentication where supported. Devices were re-assessed under identical
conditions to measure residual risk, supporting evaluation of RQ3.

3. Results

This section presents factual observations from the assessment without interpretation.
Findings are organised by vulnerability category and unauthorized access demonstration.

3.1 Vulnerability Prevalence and Severity

Thirty-eight distinct vulnerabilities were identified across twelve devices (mean 3.17
per device, SD = 1.47). Fourteen were rated Critical (CVSS > 9.0), eleven High (7.0-8.9),
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nine Medium, and four Low. Result 1 (Table 2) demonstrates Contribution 2—the empirical
vulnerability dataset with severity distribution.
Table 2. Vulnerability distribution by category (n = 38).

Category Count % of Total Devices Affected
Weak/default 8 21.1% 8/12 (67 %)
credentials

Insufficient transport 7 18.4 % 7112 (58 %)
encryption

Insecure firmware 6 15.8 % 5/12 (42 %)
update

Exposed admin 5 13.2% 5/12 (42 %)
interface

Insecure cloud API 5 13.2% 4/12 (33 %)
Privacy/data leakage 4 10.5% 412 (33 %)
Other (DoS, debug 3 79% 3/12 (25 %)
ports)

3.2 Authentication and Encryption Findings

Eight devices shipped with default credentials printed on labels or discoverable in
public firmware images. Six devices permitted login with blank passwords during initial
setup. Seven devices transmitted Wi-Fi pairing credentials or session tokens over HTTP or
unencrypted MQTT during provisioning. Only four devices enforced certificate pinning in
their companion mobile applications.

3.3 Unauthorized Access Demonstrations

Five unauthorized access scenarios were successfully demonstrated (Table 3),
confirming Contribution 3. Scenario A (Device D4, smart door lock): replay of an
unencrypted BLE pairing command captured during initial setup allowed lock status
modification from an adjacent room. Scenario B (Device D2, IP camera): RTSP stream
accessed using factory default admin credentials without rate limiting. Scenario C (Device
D9, voice assistant): cloud API token extracted from Android application local storage
enabled remote device control without user interaction. Scenario D (Device D7, smart
thermostat): unsigned firmware accepted via local HTTP update endpoint, enabling
persistent backdoor installation. Scenario E (Device D11, smart hub): cross-device
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automation rule manipulation after hub admin panel access via unauthenticated local HTTP
port.
Table 3. Confirmed unauthorized access scenarios.

Scenario Device Access Vector Time to Exploit
A D4 (door lock) BLE replay 12 min

B D2 (camera) Default credentials 3 min

C D9 (assistant) Token extraction 45 min

D D7 (thermostat) Unsigned firmware 25h

E D11 (hub) Open admin port 8 min

3.4 Network Exposure Analysis

When deployed on the default consumer subnet without VLAN segmentation, nine
of twelve devices broadcast discoverable services (MDNS, UPnP, or SSDP). Three devices
initiated outbound connections to cloud servers in jurisdictions without adequacy decisions
under GDPR, transmitting device identifiers and location metadata. Implementing loT
VLAN isolation reduced lateral movement success rate from 83 % to 17 % in repeated trials.

3.5 Literature Concordance

Of the 38 empirically identified vulnerabilities, 29 (76.3 %) corresponded to threat
categories previously reported in the literature review corpus, while nine (23.7 %)—
including two critical cloud API design flaws—were absent from published CVE records at
the time of testing (January—February 2026).

3.6 Mitigation Effectiveness

Application of the mitigation bundle (Section 2.6) reduced total vulnerability count
from 38 to 15 (60.5 % reduction). Critical findings decreased from 14 to 3, all related to
architectural limitations not addressable by user configuration alone (unsigned firmware
channels on two legacy devices, hardcoded cloud endpoints on one hub). VLAN
segmentation alone prevented four of five demonstrated lateral movement paths. Result 2
(Table 5) summarises pre- and post-mitigation comparison.

Table 5. Pre- and post-mitigation security posture comparison.

Metric Pre-Mitigation Post-Mitigation Change

Total vulnerabilities 38 15 -60.5 %
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Critical (CVSS >9.0) 14 3 —78.6 %
Successful exploit 5/5 1/5 —80.0 %
scenarios

Cleartext sessions 4.2 0.6 —-85.7 %

(avg/device)

Open admin ports 5 0 —100 %
(unauthenticated)

3.7 Responsible Disclosure Outcomes

Twelve critical and high-severity findings were reported to vendors through
coordinated disclosure channels. As of February 2026, seven vendors acknowledged receipt,
four issued firmware patches within 90 days, and one declined to patch citing end-of-life
product status. Mean vendor acknowledgement time was 11.3 days (median 8 days). These
outcomes underscore both the variability in vendor security response and the importance of
consumer visibility into patch availability.

4. Discussion

The results confirm that consumer smart home 10T devices continue to exhibit
systemic security weaknesses despite increased regulatory attention and vendor security
marketing. The concentration of critical findings in authentication and transport encryption
aligns with Antwi et al. [4] and Al-Garadi et al. [5], suggesting that fundamental secure-by-
design principles remain inconsistently applied across the consumer market.

RQ1 asked whether commonly deployed smart home devices contain authentication,
encryption, and firmware weaknesses of sufficient severity to enable unauthorized access.
The results presented in Section 3 demonstrate that 67 % of tested devices exhibited
credential-related vulnerabilities and 58 % exposed sensitive data during provisioning,
which confirms the hypothesis that authentication and encryption deficiencies are
widespread rather than isolated to budget-tier products.

RQ2 asked whether unauthorized local and remote access is practically achievable.
Five of twelve devices yielded confirmed unauthorized access within laboratory conditions,
with exploitation times ranging from three minutes to 2.5 hours. This partially exceeds prior
findings by Garcia-Teodoro et al. [7], who reported credential-based camera access but did
not evaluate cross-device token reuse. The voice assistant token extraction scenario
(Scenario C) illustrates how compromise of a single application-layer credential can cascade
to physical access devices—a risk underscored by Jacobsson and Boldt [13] but rarely
demonstrated empirically.

JSDT | DGSC | Page 87



Journal of Secure Digital Technologies

RQ3 asked whether recommended countermeasures reduce unauthorized access risk
in representative home topologies. VLAN segmentation, forced password rotation, disabling
UPnP, and application of firmware updates reduced the aggregate attack surface score by 61
% in post-mitigation retesting. However, mitigations requiring technical expertise
(certificate inspection, firmware signature verification) are beyond typical consumer
capability, supporting calls for mandatory baseline standards [10, 11].

Practical implications extend to three stakeholder groups. Homeowners should
segment loT devices, change default credentials immediately, and disable unused cloud
features. Manufacturers must implement unique credentials, signed updates, and mutual
authentication for hub-peripheral communication. Policymakers should enforce independent
security labelling akin to energy-efficiency ratings to enable informed purchasing.

Comparison with the SoK evaluation by Alrawi et al. [14] reveals both convergence
and divergence. Our findings confirm their observation that hub devices frequently trust
peripheral nodes without mutual authentication. However, we additionally document cloud
API token persistence in mobile application storage as a viable remote access vector—a
pathway not emphasised in their 2022 study, likely reflecting evolution in companion
application design.

From a policy perspective, the European Cyber Resilience Act [10] and CISA Secure
by Design initiative [24] directly address several observed failure modes, particularly default
credentials and unsigned updates. Empirical evidence from this study suggests that even
partial compliance would eliminate approximately 73 % of identified Critical and High
vulnerabilities, supporting regulatory mandates rather than voluntary guidelines alone.

The reproducible assessment framework (Contribution 1) can be adopted by
consumer testing organisations, insurance underwriters evaluating smart home cyber risk,
and academic laboratories conducting comparative device evaluations. Checklist items map
directly to regulatory requirements, facilitating audit trails for compliance verification.

Limitations include the relatively small sample size (twelve devices), geographic
availability constraints on device selection, and the laboratory setting which may not capture
long-term firmware regression or supply-chain attacks. Device firmware versions were
snapshot at time of purchase (November 2025 — January 2026); subsequent OTA updates
may remediate some findings. Future work should expand longitudinal monitoring of cloud
APl changes, evaluate emerging Matter/Thread protocol security in multi-vendor
deployments, and investigate machine-learning-based anomaly detection for smart home
network traffic.

5. Conclusion

This study systematically examined security risks and unauthorized access
considerations inherent to everyday smart home loT devices through a mixed-methods
assessment of twelve commercial products. The findings reveal persistent weaknesses in
credential management, transport encryption, and firmware integrity that enable practical
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unauthorized access within minutes to hours under realistic conditions. The generalised
importance of these results lies in demonstrating that smart home security is not merely a
device-level problem but an ecosystem challenge spanning local networks, mobile
applications, and cloud backends.

The scientific novelty of this work—integrating cross-device attack path analysis
with a reproducible multi-layer assessment framework—has been confirmed by the
identification of five distinct unauthorized access chains and nine previously unreported
vulnerabilities, demonstrating that the proposed approach advances the state of the art in
consumer loT security evaluation. Future research should address automated continuous
monitoring of smart home attack surfaces, standardised security benchmarks for regulatory
certification, and user-centred tools that translate technical mitigations into actionable
guidance for non-expert residents.
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