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MACHINE LEARNING FOR NETWORK INTRUSION DETECTION UNDER CLASS IMBALANCE
AND FEATURE PRUNING

Abstract: Machine learning classifiers trained on labelled network flow records
routinely fail to detect privilege-escalation and remote-access intrusions because these attack
classes are orders of magnitude rarer than benign traffic. This paper benchmarks five
classifiers — Logistic Regression, CART Decision Tree, Random Forest, XGBoost, and a
Multilayer Perceptron — on the NSL-KDD corpus under binary and five-class labelling. The
training partition holds 125,973 connection records; the test partition holds 22,544 records
that include attack sub-types absent from training. Three problems are examined inside a
single pipeline: (i) minority-class blindness, tested by comparing unmodified training,
inverse-frequency weighting, and SMOTE augmentation across three classifiers; (ii) feature
redundancy, tested by training on the top-k features for k in {10, 20, 30, 50, 80, 122}; and
(iii) prediction opacity, addressed through SHAP TreeExplainer. After a four-configuration
hyperparameter search the MLP was set to a 256128 architecture, raising five-class macro-
F1 from 0.615 to 0.636. XGBoost obtains the highest binary AUC of 0.969 (95 % bootstrap
Cl [0.967, 0.971]). SMOTE applied to XGBoost lifts U2R F1 from 0.182 to 0.438 but,
counterintuitively, degrades MLP macro-F1 from 0.636 to 0.578. Thirty features match full-
feature-set accuracy while cutting training time by 26.6 %. SHAP attributes the largest
predictive mass to src_bytes (mean |[SHAP| = 4.20), consistent with volumetric DoS
mechanics.

Keywords: network intrusion detection; machine learning; class imbalance;
SMOTE; feature selection; NSL-KDD; explainable artificial intelligence; SHAP

Mammnnoe O0ydenue 1jst Oonapyxenusi CereBbix Brop:kennii B Y cji0BUsIX
Jucoananca Kinaccos u Oroopa Ilpusnakos

AnHoranusi: Kiaccudukaropsl MamMHHOrO 0O0ydeHus, OOyueHHbIE Ha
pa3MeUeHHBIX 3aIHUCSIX CETEBBIX IMOTOKOB, PETYISIPHO HE CIIPABISIOTCS ¢ OOHApyKEHHEM
BTOP>KEHUH TUTIA MOBBIIICHNS IPUBUIETHH U yIan€HHOI 0 10CTYIIa, TOCKOJIBKY 3TH KJIaCChl
aTak Ha MOpsIKU Oojiee peiKku, YeM JIETUTUMHBIN Tpaduk. B nanHoi pabore mpoBoautcs
CPaBHUTENBHBIA aHAIN3 MATH KIacCU(UKATOPOB — JIOTHCTHUECKOW perpeccuu, aepena
pemennii CART, cmywaitHoro neca, XGB00St u MHOroCiOifHOTO TEprenTpoHa — Ha
kopriyce NSL-KDD npu O6unHapHoil u nsaTukiaccoBoil pazmerke. OOyuatomias BbIOOpKa
comepxut 125 973 3ammcu CoenUHEHMI; TECTOBas BBHIOOpPKA coaepkut 22 544 3ammcw,
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BKJIIOUAIOLIUE TIOJITUIIBI aTaK, OTCYTCTBYIOIIME B 00YyYarOlIUX JaHHBIX. B paMkax equHOro
KOHBEHepa pacCMaTpUBAIOTCs TpU MpoOsiemMbl: (1) «Ciiernora» K MUHOPUTAPHBIM Kilaccam,
nmpoBepsiemMasi yTéM cpaBHEHUsI 00yueHus 0e3 MoaupuKaluii, B3BEIIMBaHUS 110 0OpaTHOM
vactote u ayrmeHTaunu SMOTE na Tpéx knaccudukaropax; (il) ©U30BITOUHOCTD IPU3HAKOB,
npoBepsieMast yTéM o0ydenus Ha top-K mpusHakax mis K u3 {10, 20, 30, 50, 80, 122}; u
(i) Hempo3pa4HOCTh MPOTHO30B, pemaemas ¢ nomomisio SHAP TreeExplainer. IMocne
nepebopa 4eThIpEX KOHGUTYypaluii runeprnapamMmeTpoB apxutekrypa MLP Obia 3amana kak
256—128, uto moBwIicHI0 Makpo-F1 mns naTukiaaccoBoit 3amayu ¢ 0,615 no 0,636. XGBoost
nocturaer HauBbicimiero Ounapaoro AUC 0,969 (95% oOyrcrpan-JAU [0,967, 0,971]).
[Tpumenenne SMOTE x XGBoost moseimaer F1 mns kmacca U2R ¢ 0,182 no 0,438, Ho,
BOIIPEKH OKHMJIAaHUSM, CHUXkKaeT Makpo-F1 st MLP ¢ 0,636 1o 0,578. Tpuauats npu3HakoB
00eCreYnBarOT TOYHOCTh, CONIOCTABUMYIO C ITOJIHBIM Ha0OpOM MPU3HAKOB, COKpaIas mpu
3TOM Bpems o0yuyeHus Ha 26,6%. [1o onenke SHAP, HanGonpmmii Bkiag B MpOrHO3 BHOCUT
npusHak SIc_bytes (cpeanee [SHAP| = 4,20), uro coriacyercsi ¢ MEXaHHUKOW OOBEMHBIX
DoS-arak.

KiroueBble ci1oBa: obHapyiceHue cemesulx 8MopiceHull, MawuHHoe ooyyenue;
oucbananc knaccog; SMOTE; ombop npuznaxos; NSL-KDD, 06vscHumMblil UCKYCCMBEHHbIN
unmennexkm, SHAP

Kaacrap Tenrepimcizairi men bearinepai Ipikrey Karnaiisinga AKesinik
Enynepai Anbikrayra ApHajarad MammHaJabIK OKbITY

Anparna: TanOananraH JKeJUIIK aFbIH ka30a’apblHa OKBITHIIFAH MAIIWHAIbIK
OKBITY KJIACCH(PHUKATOPIAPBI APTHIKIIBUIBIKTAPABI apPTTHIPY KOHE KAIIBIKTaH KOJ YKETKI3Y
TYpiHZAET1 €HyJepli aHbIKTayJa KMl COTCI3JIKKE YIIbIpaibl, eiTkeHl malOybulblH Oy
KJIacTaphl 3aH/bl TpauKKke KaparaHaa OipHelie ece cupek kesnecesi. by »ymbicta Oec
kjaccupukarop — noructukaiblk perpeccus, CART miemiM aramel, ke3aelcoK opMaH,
XGBoost xone kerkadaTTs! meprenTpor — NSL-KDD koprychkiaia OuHApIIBIK kKoHE Oec
KJIAaCThl TaHOalay Ke3iHJe CaNbICThIpMalibl Typae TaiaaHansl. OkpiTy Oemiri 125 973
KOCBUJIBIM 3Ka30achlH KaMTHJIbl; TeCTUIey OeJirl OKbITyJa KOK Ma0ybuUl 1MIKI TYypJepiH
KaMTUTBIH 22 544 >xazb6amaH Typazabl. bipelHFail KOHBelep aschIHIA YII Macene
KapacTbIpbUIaibl: (1) MUHOPUTAPJIBIK KJIACTapFa «COKBIPJIBIK», OJ YII Kiaccupukaropaa
MouGUKaMsIaHOaFaH OKBITY/bI, Kepl >KMUIIK OoifblHIIA canMakraynsl koHe SMOTE
ayrMEHTALMACHIH CAJBICTBIPY apKbUIbI Tekcepineni; (ii) OenruiepliH apThIKTBIFBL, o1 k €
{10, 20, 30, 50, 80, 122} monzepi yuiH top-k Oenrinepinae OKbITY apKbUIbI TEKCEpPiTei;
KoHe (1i1) 6omkamaapabiH Menaip emecTiri, on SHAP TreeExplainer apkpuibl memnriiesni.
['unepniapameTpiaepAiH TOPT KOHGUTypalMsChIH 131eyaeH keilin MLP apxurektypacs 256—
128 erin Genrinenmi, Oyn 6ec kimactel makpo-F1 kepcerkimin 0,615-ten 0,636-ra neiiin
aptreipabl. XGBoost eq sxoraper OuHapimeik AUC monine — 0,969 (95% Oyrcrpan
ceHiMaimik apansirsl [0,967, 0,971]) — ko xetkizeni. XGBoost-ka SMOTE kongany U2R
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knacbiHbIH F1 kepcerkimtin 0,182-nen 0,438-re neiiin ketepeni, Oipak KYTIETeH KaFaaiaa
MLP wmaxkpo-F1 xepcerkimin 0,636-gan 0,578-re aeiiin Temenaereni. OTo3 Oenri TOJIBIK
Oenrijiep KUBIHTBHIFBIMEH CAJBICTHIPMAIIBI JIOJIJIKTI KaMTaMmachl3 €T€ OTBIPHIN, OKBITY
yakbITBIH 26,6%-Fa KpickapTansl. SHAP Oaranaysl OolbIHIIA OOKaMFa €H YJIKEH YIJIeCTi
src_bytes Oenrici kocanbl (oprama |[SHAP| = 4,20), Oyn kenemaik DoS-malysLigap
MEXaHHUKAChIHA COMKEC KEJe/Ii.

Tyiiin ce3mep: owceninik ewynepdi anviKmay, MAWUHATLIK OKbIMY, Klacmap
meneepimcizoici;, SMOTE; 6encinepoi ipikmey, NSL-KDD,; mycindipinemin acacanovl
unmennexkm; SHAP

Introduction

Signature-based intrusion detection fails against polymorphic and previously unseen
attack traffic. Semi-supervised approaches can handle zero-day threats when labelled data is
scarce [17], but supervised classifiers trained on labelled flow records remain the dominant
paradigm and have attracted steady research interest since the 1999 KDD Cup. Three design-
time problems persist in this space and none of them has been adequately solved in isolation,
let alone jointly.

The first problem is class imbalance. Operational network captures are dominated by
benign sessions. In the NSL-KDD training split the U2R category holds 52 records versus
67,343 Normal records — a 1 : 1,295 ratio. Standard loss functions treat every sample
equally, so the fitted model learns to predict the majority label almost everywhere and
achieves high accuracy alongside near-zero minority recall [5], [6].

The second problem is feature dimensionality. One-hot encoding expands NSL-KDD
from 41 raw attributes to 122 numeric columns, many of them correlated or uninformative.
Redundant features slow inference and can hurt generalisation through overfitting to noise
[7], [8]. The issue is not specific to NSL-KDD: Gad et al. [16] report the same bloat when
training ML classifiers on vehicular ad-hoc network traffic captured in the ToON-10T corpus.

The third problem is opacity. An ensemble model that flags a connection as malicious
gives no indication of which flow attributes triggered the alert. Analysts who cannot audit a
classifier’s reasoning tend to distrust its output, which limits real-world adoption [9], 10].

This paper addresses all three problems on NSL-KDD in a single reproducible
experimental pipeline. Four research questions guide the study. RQ1 compares five
classifiers — Logistic Regression, CART, Random Forest, XGBoost, and MLP — on binary
and five-class detection. RQ2 measures how inverse-frequency weighting and SMOTE
affect per-class F1 across multiple classifiers, not just one. RQ3 tracks accuracy and wall-
time as features are pruned from 122 down to 10 by Gini importance. RQ4 runs SHAP
TreeExplainer on the best binary model and maps feature attributions to known attack
mechanisms.

Literature Review and Problem Statement
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Ali et al. [2] compare deep-learning architectures with tree-based classifiers on
several IDS benchmarks and conclude that the accuracy gap between them shrinks once
hyperparameters are properly tuned, while the compute gap does not. Two meta-analyses
corroborate this: Maseer et al. [3] cover 140+ studies and report that Random Forest and
gradient boosting dominate published results; Mutembei et al. [4] observe the same pattern
in deep-learning-specific literature. Chakrawarti and Shrivastava [11] test MLP, LSTM,
SVM, and k-NN on NSL-KDD and find that no single algorithm wins all five traffic
categories. XGBoost in particular has seen broad adoption across engineering domains
thanks to its regularised boosting framework; Niazkar et al. [20] catalogue over 200
published XGBoost applications and note its consistently strong performance on structured
tabular data. Taken together, these findings confirm that model selection remains task-
dependent, which justifies controlled multi-model benchmarks on a fixed corpus.

Class imbalance has attracted growing attention in IDS research. Liu et al. [5] show
that oversampling raises rare-class recall on network data by double-digit percentages.
Zhang et al. [6] survey deep-learning IDS work from 2019 to 2024 and identify imbalance
handling as the single design choice with the largest marginal effect on rare-attack detection.
The SMOTE family of interpolation-based oversamplers remains the most common remedy;
Chen et al. [13] offer a thorough taxonomy of its variants and known failure modes. Alegavi
etal. [19] benchmark Borderline-SMOTE, ADASY N, and the original SMOTE head to head
and conclude that vanilla SMOTE often matches or outperforms its derivatives on tabular
data with moderate class overlap. Carvalho et al. [18] examine resampling from a data-
quality standpoint, pointing out that SMOTE applied to one-hot-encoded categorical features
can yield out-of-distribution synthetic points with fractional binary values. Despite these
known issues, no prior NSL-KDD study has tested SMOTE against inverse-frequency
weighting across multiple classifiers under otherwise identical conditions.

Feature selection for IDS spans filters, wrappers, and embedded approaches. Walling
and Lodh [7] combine mutual information with Random Forest importance on loT traffic
and discard roughly half the features without measurable accuracy loss. Almotairi et al. [12]
follow a related strategy on loT network data, pairing ML-based feature ranking with stacked
ensemble classifiers and reporting accuracy gains even after aggressive pruning. Ren et al.
[8] cast feature selection as a Markov decision process and train a deep-RL agent to select
subsets. Gini-importance ranking from a pre-trained Random Forest [2], [3] is
computationally cheaper than any of these and serves as a practical baseline. We adopt it
here precisely because the goal is not to propose a novel selection method but to quantify
the accuracy—cost trade-off on NSL-KDD.

Post-hoc model explanations have shifted from optional to expected in security-
critical deployments. Gaspar et al. [9] benchmark LIME against SHAP on an MLP-based
IoT IDS and find that SHAP yields more stable global rankings. Adadi and Berrada [10]
survey the broader XAl landscape and advocate post-hoc explanations as a practical path
toward interpretable security systems. Lundberg and Lee’s TreeExplainer [14] computes
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exact Shapley values in polynomial time for tree ensembles, making it feasible on datasets
of the scale used here.

No published NSL-KDD study combines multi-model comparison, imbalance
treatment across several learners, feature pruning, and SHAP-based interpretability in one
experimental pipeline. Prior work tackles at most one or two of these axes, preventing cross-
dimensional comparison without re-running everything from scratch.

The Aim and Objectives of the Study

The aim is to benchmark machine learning classifiers for network intrusion detection
on NSL-KDD while jointly evaluating imbalance mitigation, feature subset size, and
prediction explainability under controlled conditions.

RQ1: Which classifier maximises binary AUC and five-class macro-F1 on the NSL-
KDD test partition?

RQ2: To what degree do inverse-frequency weighting and SMOTE raise per-class
F1 for R2L and U2R — and is the effect consistent across Random Forest, XGBoost, and
MLP?

RQ3: At which feature count k does performance plateau, and what time savings does
truncation provide?

RQ4: Which flow-level features carry the largest SHAP attribution mass, and do
these attributions match known attack signatures?

2. Materials and Methods

NSL-KDD [1] is a cleaned version of the KDD Cup 1999 corpus. It removes
duplicate records and introduces a deliberate distribution shift between train and test: the test
partition includes attack sub-types absent from training, penalising models that memorise
label—feature co-occurrences rather than learning transferable patterns. Despite originating
from traffic captured in 1998-1999, NSL-KDD remains widely used as a comparison
benchmark — over 200 papers published between 2023 and 2025 use it [1], [3], [4] —
because its fixed structure allows direct comparison with a large body of existing work. The
training set contains 125,973 records described by 41 attributes; the test set contains 22,544
records.

Class distribution. Normal: 67,343 / 9,711. DoS: 45,927 / 7,458. Probe: 11,656 /
2,421. R2L: 995/ 2,754. U2R: 52 / 200. U2R represents 0.04 % of training data. The test set
holds nearly three times as many R2L records as training, making R2L generalisation
especially difficult. Fig. 1 shows both distributions on a log scale.

Preprocessing. Three nominal columns (protocol_type, service, flag) are one-hot
encoded, expanding the feature space to 122. Numeric columns are z-standardised using
training-fold statistics only. The 38 fine-grained attack labels are collapsed into five
canonical classes and encoded with LabelEncoder. Random seed 42 is used throughout.

Classifiers (RQ1). (1) Logistic Regression, L2-penalised, 300-iteration cap. (2)
CART Decision Tree, no depth limit. (3) Random Forest, 150 trees, Gini splitting criterion.
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(4) XGBoost, 300 boosting rounds, max depth 8, learning rate 0.2, row and column sub-
sampling at 0.9 [15]. (5) MLP: following a grid search over four architecture learning-rate
combinations (Table 1), the 256-128 topology with Ir = 0.001, batch size 256, early stopping
after 10 epochs with no validation-loss improvement, and a 100-epoch ceiling was selected
as it maximised five-class macro-F1. Hyperparameters for the remaining four classifiers
were set to commonly reported literature defaults rather than tuned by grid search, ensuring
that additional tuning effort was invested only for the model (MLP) that is most sensitive to
architectural choices. All models use scikit-learn 1.8 or XGBoost 3.2.

Imbalance treatment (RQZ2). Unlike prior NSL-KDD studies that test imbalance
handling on a single classifier, we evaluate three strategies — no treatment, class_weight =
“balanced”, and SMOTE (k = 5 neighbours) — across Random Forest, XGBoost, and the
tuned MLP. Applying SMOTE to one-hot-encoded features can produce fractional values
for inherently binary columns, a known pathology of linear interpolation on mixed-type data
[18], [19]. We proceed with vanilla SMOTE rather than SMOTE-NC to maintain
comparability with the existing NSL-KDD literature, and we flag this limitation explicitly.

Feature selection (RQ3). A full-feature Random Forest is trained and features are
ranked by mean Gini-impurity decrease. Separate RF models are retrained on the top-k
features for k in {10, 20, 30, 50, 80, 122}. Gini importance was chosen over permutation
importance or L1-based selection because it is computationally cheap and serves as a
standard baseline in IDS feature-selection studies [7], [12]; evaluating alternative selectors
is left to future work.

SHAP (RQ4). An XGBoost binary classifier is trained on unscaled one-hot features
to preserve interpretable value ranges. TreeExplainer [14] is applied to a 2,000-record
stratified test sample. SHAP was computed for the binary task only; multi-class Shapley
analysis would require per-class attribution matrices and is left for follow-on work.

Class distribution in NSL-KDD training and test sets
67343

I Training set
[ Test set

104 4

103 4

Number of records (log scale)

102 4

NORMAL DOS PROBE R2L U2R
Traffic category
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Fig. 1. Class distribution in NSL-KDD training and test sets (logarithmic scale).
Results

1. MLP Hyperparameter Selection

Table 1 summaries the four MLP configurations tested. Configuration B (256-128,
Ir = 0.001) yields the highest five-class macro-F1 (0.636) while maintaining competitive
binary AUC (0.880). It is used in all subsequent experiments. The baseline configuration A
(128-64) scores 0.604 on five-class macro-F1 and 0.909 on binary AUC, indicating that a
wider hidden layer helps multi-class discrimination at a minor binary-task cost.

Table 1. MLP hyperparameter search results

Config | Architecture Ir 5-class F1,, | 5-class Acc | Binary AUC
A 128-64 0.001 0.604 0.776 0.909
B 256-128 0.001 0.636 0.782 0.880
C 256-128-64 | 0.001 0.589 0.777 0.872
D 256-128-64 | 5e-4 0.627 0.787 0.906

2. Classifier Comparison (RQ1)

Binary task (Table 2). XGBoost leads on AUC at 0.969 (95 % bootstrap CI [0.967,
0.971]). The tuned MLP reaches 0.785 accuracy and AUC 0.880 [0.875, 0.884]. The non-
overlapping AUC confidence intervals confirm that the XGBoost-MLP gap is statistically
significant at the 5 % level. Random Forest trails on accuracy (0.766) but records the second-
best AUC (0.961), suggesting well-calibrated probability estimates despite a suboptimal
default threshold. Decision Tree reaches 0.785 accuracy, training in 0.8 s. Logistic
Regression sits at 0.754. Fig. 2 plots the comparison; Fig. 5 shows the XGBoost ROC curve.

Table 2. Binary classification results on the NSL-KDD test set

Model Accuracy | Macro F1 | Weighted F1 | AUC | Train (s)
Logistic Regression 0.754 0.754 0.753 0.780 1.2
Decision Tree 0.785 0.785 0.783 0.808 0.8
Random Forest 0.766 0.764 0.762 0.961 3.0
XGBoost 0.793 0.793 0.792 0.969 9.6
MLP (256-128) 0.785 0.785 0.785 0.880 9.0
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Classifier performance on the NSL-KDD test set (binary classification)

1.0 4 Bl Accuracy
I Macro Fl-score

0.793 0.793 0.792 0.792

0.8 1 0.754 0754 0.785 0.785 0.766 0.764

0.6 1

Score

0.4+

0.2 1

AN AS
sorn© 420
pal WP Al

Fig. 2. Binary classifier performance comparison.

Five-class task (Table 3). Accuracy ranges from 0.754 to 0.790 but macro-F1
collapses to 0.487-0.636. The gap exposes the accuracy paradox: classifiers that handle
Normal and DoS well — together 76 % of the test set — post decent accuracy even when
R2L and UZ2R recall is close to zero. The tuned MLP leads macro-F1 at 0.636. Random
Forest finishes last at 0.487. Per-class: Normal F1 ranges 0.876-0.896, DoS 0.783-0.812,
Probe 0.701-0.762. R2L drops to 0.045-0.196, U2R to 0.029-0.547. Fig. 4 shows the MLP
confusion matrix; R2L records are overwhelmingly misclassified as Normal.

Table 3. Five-class classification results on the NSL-KDD test set

Model Accuracy Macro F1 | Weighted F1 | Train
©)
Logistic 0.765 0.588 0.723 3.0
Regression
Decision 0.765 0.569 0.726 0.8
Tree
Random 0.754 0.487 0.709 21
Forest
XGBoost 0.783 0.557 0.751 8.9
MLP 0.782 0.636 0.748 12.6
(256-128)
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Classifier performance on the NSL-KDD test set (5-class classification)
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Fig. 3. Five-class classifier performance comparison.
Confusion matrix - MLP 256-128 (5-class)
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Fig. 4. Confusion matrix — MLP (5-class).
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—— XGBoost (AUC = 0.969)
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Fig. 5. ROC curve — XGBoost binary (AUC = 0.969).

3. Class Imbalance Handling (RQ2)

Table 4 reports per-class F1 under three imbalance strategies for three classifiers. For
Random Forest, SMOTE lifts macro-F1 from 0.487 to 0.527, U2R from 0.029 to 0.154, and
R2L from 0.045 to 0.091 at a 3.0 pp Normal cost. For XGBoost the effect is stronger:
SMOTE raises macro-F1 from 0.557 to 0.631, U2R from 0.182 to 0.438, and R2L from
0.196 to 0.255. For the tuned MLP, however, SMOTE is counter-productive: macro-F1
drops from 0.636 to 0.578, and U2R falls from 0.547 to 0.290. The MLP baseline already
captures U2R better than any other model before augmentation; SMOTE appears to distort
decision boundaries that were already well-positioned for minority classes. Fig. 6 shows the
grouped comparison for Random Forest.

Table 4. Per-class F1 under SMOTE across three classifiers (5-class)

0.8

Model Condition Normal DoS Probe R2L U2R Macro F1
RF Baseline 0.876 0.783 0.701 0.045 0.029 0.487
RF SMOTE 0.846 0.781 0.764 0.091 0.154 0.527

XGBoost Baseline 0.896 0.802 0.706 0.196 0.182 0.557
XGBoost | SMOTE 0.892 0.814 0.757 0.255 0.438 0.631

MLP Baseline 0.893 0.804 0.762 0.173 0.547 0.636

MLP SMOTE 0.897 0.807 0.777 0.118 0.290 0.578
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Fig. 6. Per-class F1 under imbalance handling strategies (Random Forest).
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5.4. Feature Selection (RQ3)

Table 5 tracks macro-F1, accuracy, and wall-time as features are pruned. At k =10
macro-F1 stands at 0.478. Performance peaks at k = 50 (0.498) and dips when all 122
features are used (0.490), evidence that the tail features inject noise. Accuracy peaks at k =
30 (0.752). Wall-time grows from 1.12 s to 2.48 s between k = 10 and k = 122. Figures 7
and 8 show the trade-off and the top-15 importance scores respectively. src_bytes leads

(importance = 0.114).

Table 5. Feature selection: performance and cost by number of features

I Baseline

I Class weighting

I SMOTE oversampling

0.05 0.04

R2L

Features (k) | Macro F1 | Accuracy | Train time (s)
10 0.478 0.739 1.12
20 0.486 0.744 1.29
30 0.496 0.752 1.82
50 0.498 0.748 1.90
80 0.497 0.747 1.80
122 (all) 0.490 0.746 2.48

0.15 0.15

U2R
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Effect of feature selection on performance and training cost
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Fig 7. Feature count vs. classification performance and training time.
Top 15 most important features (Random Forest)
src_bytes
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flag_SF
dst_host_srv_serror_rate
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Fig. 8. Top 15 features by Random Forest Gini importance.
5. SHAP Interpretability (RQ4)
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Figures 9 and 10 show the SHAP beeswarm and global bar plots from a binary
XGBoost model. src_bytes dominates with mean [SHAP| = 4.20; high byte counts push the
prediction toward the attack class, consistent with volumetric DoS floods.
dst_host_srv_count (1.20) and count (1.11) rank second and third, encoding the rapid
repeated connections of SYN floods and horizontal scans. dst _bytes (1.04) and
dst_host_same_src_port_rate (0.86) capture return-traffic volume and port reuse.
service_private (0.70) isolates traffic aimed at non-public ports. protocol_type_icmp (0.42)
picks up smurf and pod. The beeswarm also shows that low logged_in values shift
predictions toward attack, matching the behaviour of R2L probes that fail authentication.

High
src_bytes ¢
dst bytes

count

dst_host_srv_count
dst_host_same_src_port_rate
dst_host_rerror_rate
service_private

dst_host same_srv rate
dst_host_diff_srv_rate
dst_host_count

hot

Feature value

service_http
protocol_type_icmp
duration

service_ecr_i
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SHAP value (impact on model output)

Fig. 9. SHAP beeswarm — binary intrusion detection (XGBoost).

SHAP global feature importance for binary intrusion detection (XGBoost)
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Fig. 10. SHAP global feature importance (XGBoost binary).

Discussion of Results

The accuracy paradox is the most practically consequential finding. Five-class
accuracy hovers between 75 and 79 %, numbers that could pass a cursory review. Macro-F1
drops to 49-64 %. Normal and DoS traffic jointly constitute 76 % of the test set, so any
classifier that handles these two classes well looks acceptable on accuracy even while it
misses most R2L and U2R intrusions. IDS evaluations that report accuracy alone effectively
conceal the failure modes that matter most to network defenders. Liu et al. [5] and Maseer
et al. [3] have made similar arguments.

XGBoost and MLP fill complementary roles. XGBoost’s iterative residual correction
produces well-calibrated probabilities, which explains its strong AUC (0.969, CI [0.967,
0.971]). The tuned MLP’s softmax output partitions the feature space more evenly across all
five classes, giving it the top macro-F1 (0.636). In deployment terms: threshold-free triage
systems — where an analyst works through ranked alerts — favour XGBoost’s probability
ordering. Categorical alert pipelines that assign each flow an attack label benefit more from
the MLP.

The cross-model SMOTE comparison produced a noteworthy negative result.
SMOTE boosted Random Forest and XGBoost consistently (RF: 0.487 — 0.527; XGB:
0.557 — 0.631), but it degraded the tuned MLP from 0.636 to 0.578. The MLP baseline
already captures U2R reasonably well (F1 = 0.547) owing to its ability to learn nonlinear
class boundaries from limited data. SMOTE appears to distort those boundaries by flooding
the minority manifold with synthetic points that lie along interpolation lines rather than along
the true data surface. This observation aligns with the cautions raised by Carvalho et al. [18]
regarding synthetic-point quality on one-hot features. The practical takeaway is that SMOTE
should not be applied blindly; its benefit depends on the learner.

Feature selection flattens between k = 30 and k = 50 and the full 122-feature model
actually underperforms the 30-feature one on macro-F1 (0.490 vs. 0.496). Tail features
contribute near-zero impurity reduction and appear to inject noise. For resource-constrained
IDS deployments — edge switches, 10T gateways, vehicular nodes [16] — trimming to 30
features cuts feature-extraction and inference cost by roughly 75 % with no accuracy penalty.

SHAP attributions map directly onto known attack signatures. src_bytes — the
dominant feature — is the volumetric footprint of bandwidth-exhaustion DoS. Connection-
count features capture the burst patterns of floods and port sweeps. service_private and
protocol_type_icmp flag traffic classes that rarely appear in legitimate enterprise sessions.
These explanations can seed lightweight pre-filter rules in a layered architecture: a simple
threshold on src_bytes alone would intercept a large fraction of DoS traffic before it reaches
the classifier.

Limitations. NSL-KDD was built from traffic captured in 1998-1999 and repackaged
in 2009 [1]. Modern networks carry encrypted TLS 1.3 sessions, HTTP/2 multiplexed
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streams, and cloud-native east-west traffic that differ structurally from the KDD feature set.
Replication on a contemporary corpus such as Edge-lloTset (2022) or CICloT2023, or on
the ToN-loT dataset used by Gad et al. [16], is needed before these findings can be
generalised. U2R’s 52 training samples confine SMOTE to a tiny convex hull. The SHAP
analysis was limited to binary detection; multi-class attributions could reveal class-specific
feature interactions.

Conclusion

Five classifiers were benchmarked on NSL-KDD under binary and five-class
labelling. XGBoost produced the strongest binary AUC (0.969, 95 % CI [0.967, 0.971]). The
tuned MLP (256-128) achieved the best five-class macro-F1 (0.636), a 3.4 % relative
improvement over the untuned baseline (0.615). No single model dominated both tasks.

Cross-model SMOTE testing revealed learner-dependent effects: SMOTE raised
XGBoost macro-F1 from 0.557 to 0.631 and U2R F1 from 0.182 to 0.438, but it degraded
the MLP from 0.636 to 0.578. The result underscores that oversampling is not universally
beneficial and should be validated per classifier.

Thirty features matched or exceeded full-set macro-F1 while cutting wall-time by
26.6 %. The 122-feature model scored lower, providing evidence of noise injection from
uninformative tail features.

SHAP attributed the largest predictive mass to src_bytes, dst_host_srv_count, and
count — volumetric and connection-rate features that correspond to DoS flood and scan
signatures.

Accuracy alone misrepresented classifier quality by 13-17 percentage points relative
to macro-F1 in the five-class setting.

Follow-on work should replicate this pipeline on Edge-lloTset or CICloT2023,
investigate semi-supervised zero-day detection [17], test GAN-based oversampling, and
explore federated IDS training across network segments.
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