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VERIFIABLE BUT NOT CORRECT: BLOCKCHAIN TRUST BOUNDARIES FOR AUTONOMOUS
AGENTS

Abstract: Blockchain is increasingly proposed as a trust layer for autonomous agents
based on large language models, yet a valid ledger record does not show that the recorded
action was correct. This study asks which trust claims in such systems a ledger can verify on
its own. Thirty-one blockchain-enabled agent systems published in 2018-2026, identified
through a documented two-round search, were coded on six trust functions, eight types of
external dependency, and three verification levels: claims verifiable from ledger evidence
alone, claims verifiable only under named external assumptions, and claims about truth,
correctness, or safety that no ledger evidence can establish. Two independent codings, both
assisted by language models and reconciled by the authors, agreed substantially (Cohen’s
kappa 0.68 for functions and 0.67 for levels). Coordination (21 systems) and provenance
(19) were the most frequent functions. Of 93 function-level claims, 19 were verifiable from
the ledger alone, 68 required external assumptions, and 6 concerned truth or safety; all
ledger-only claims concerned provenance. Every system relied on at least one external
assumption (median 4 of 8 types), and 21 implied benefits that no ledger can establish.
Systems based on language models depended on an evaluator’s judgement far more often
than other systems (11 of 18 against 0 of 13). Eight documented incidents and three empirical
studies, including agents that signed unintended transfers and agent registries dominated by
fake reviewers, show failures exactly at these assumptions while ledger evidence remained
valid. Zero-knowledge proofs and trusted hardware relocate rather than remove the
boundary. We propose a Trust-Boundary Manifest, a machine-readable specification with a
composition rule and a reference checker, and show on a constructed example and three
published systems that it exposes mislabelled “trustless™ claims and the full set of trusted
parties.

Keywords: blockchain; autonomous agents; large language models; trust
boundary; smart contracts; reputation systems; verifiable computation; agent
accountability

IIpoBepsiemo, Ho He O0s13aTenibHo BepHo: I'panuust Jlosepust biiokueiina ais
AreHToB
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AnHoTanusa: biiokueliH Bc€ yalie npejyiaraloT Kak cjoi ToOBepHst JJisi aBTOHOMHBIX
areHTOB Ha OCHOBE OOJBIIMX S3BIKOBBIX MOJEJEH, OJAHAKO NEHCTBUTENbHAs 3allCh B
peecTpe HE JIOKa3bIBAET, YTO 3alMCaHHOE JACUCTBHE OBLIO NpaBWIbHBIM. VccrnemoBaHue
OTBEUYaeT Ha BOMNPOC, KAKHUE YTBEP)KICHHUS O JOBEPHH B TAaKUX CHCTEMaxX PEEeCTp MOXKET
IIPOBEPUTH CAMOCTOATENbHO. Tpuanarb oOAHA CUCTEMA areHTOB C OJIOKYEHHOM,
onyonukoBanHas B 2018-2026 r1r. m oroOpaHHas B Xole JOKYMEHTHPOBAHHOTO
JBYXATAITHOTO MOMCKA, pa3MEYCHA IO MECTH PYHKIHUSIM TOBEPHUs, BOCHMH THUIIaM BHEIITHUX
3aBHCUMOCTEH U TPEM ypOBHSM MPOBEPSIEMOCTH: YTBEPKIEHUS, MPOBEPSEMbIE TOJIBKO IO
JAHHBIM PEECTpa; YTBEPIKIACHUS, MPOBEPSIEMBbIC JIUIb MPU SBHO HA3BAHHBIX BHEITHUX
JOTYIIEHUSX; YTBEPKIECHUS 00 UCTHHHOCTH, MPABUJIBHOCTH WU 0€30MaCHOCTH, KOTOPbIE
JTaHHBIE peecTpa YCTAHOBUTh HE MOrYT. J[Be HE3aBUCHUMBbIE Pa3METKH, BBINOJIHEHHBIE C
MOMOIIBIO S3BIKOBBIX MOJENEH U COTrJIacOBaHHBIE aBTOPAMHM, MMOKA3aJld CYIIECTBEHHOE
cornacue (ko3¢ dunment kamma Kosna 0,68 s pyakuii u 0,67 st ypoBHe ). Yarie Bcero
BCcTpeuanuch GpyHkuuu koopauHamu (21 cucrema) u npoucxoxaenus ganueix (19). U3 93
YTBEp)KICHU Ha ypoBHE (GYHKIMK 19 mpoBepsiINCch TOJIBKO MO peecTpy, 68 TpeboBam
BHEIIHUX JOMYIICHWH, 6 Kacaluch MCTUHHOCTU WU O€30MacHOCTH; BCE YTBEPIKICHUS,
IIPOBEPSIEMbIE TOJIBKO IIO PEECTPy, OTHOCWINCH K IPOMCXOKICHHIO NaHHbIX. Kaxnas
CUCTEeMa Omupaach XOTs Obl HA OJIHO BHEIIHEE JomylieHue (Meanana — 4 tuna u3 §), a 21
CUCTEMa IoJpa3yMeBalla IPEUMYLIECTBA, KOTOPbIE PEECTP YCTAHOBUTH HE MOKET. CHCTEMBI
Ha OCHOBE SI3BIKOBBIX MOJIEJIeH 3HAYUTENLHO Yallle 3aBUCENH OT CyKIeHHs oneHmuka (11
u3 18 mpotus 0 u3 13). BoceMb 3a10KyMEHTUPOBAHHBIX HHUIUACHTOB U TPU SMIUPUYECKUX
WCCJIEIOBAHMS, BKJIIOYas HEMpEeAHAMEPEHHbIE NEpPeBOMbI, MOJINUCAHHBIE areHTaMmH, W
peecTphl areHToB C MpeodsiajaHueM (PUKTHUBHBIX OT3bIBOB, NOKAa3bIBalOT cOOM MMEHHO B
ATUX JOMYIIEHUSAX MPHU JCUCTBUTEIBHBIX JAaHHBIX peecTpa. JlokazaTenbCcTBa C HYJIEBBIM
pasriameHueM U JoBepeHHoe 000py1I0BaHUE EPEHOCST IPaHUILy T0BEPHS], @ HE YCTPAHSIOT
e€. Ilpemnoxken ManudecT TpaHUI] JOBEPUS — MalIMHOUMTaeMas CHEHH(PUKAIUSI C
MPaBUIIOM KOMITO3HIIMH U MIPOTPaMMOM MPOBEPKH; HA CKOHCTPYHPOBAHHOM IIPUMEPE U TPEX
OMyOJIMKOBAHHBIX CHCTEMaX II0Ka3aHO, YTO OH BBISBJISET OIIMOOYHO 3asBICHHYIO
«0e3/10BEpUTEIBHOCT) U MOJIHBII HA00p JOBEPEHHBIX CTOPOH.

KuoueBble ci10Ba: 610Kyelin, asmoHoMHble a2eHmbl, OONbULUE A3bIKOGbLE MOOEU;
epanuya 008epusi; CMApM-KOHMPAKMbl, PEenymayuoHHble CUCMeMbl, Nposepsemble
8bIYUCTEHUS, NOOOMUEMHOCMb A2EHMO8

Texcepinerin, bipak lypsic boaysi Illapt Emec: Arenrrep Ymin biok4eitn Cenimi

Anaarna: biokueilH yJIKeH TUIIIK MOJesIbJiepre Heri31ereH aBTOHOM/IbI areHTTep
YILIIiH CeHIM KabaTbl peTiHjie OapFaH cailblH KU1 YCHIHBUTY 1A, alaii/ia TI3UTIM/IETr )Kapamabl
*a30a JKa3blIFaH dPEKeTTIH TYPhIC OOJIFAHBIH JaNenaeMenIi. 3epTTey MyHaai xKyhenepaeri
CEHIM TypaJsbl KaH/1all TYKBIPBIMIAP/IBI TI3UTIM ©3 OCTIHIIIE TEKCEPE aJIaTBIHBIH aHBIKTANTbI.
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KyxarTanran eki ke3eHIl 137ey apKbuibl ipikTenreH, 20182026 xpuigapsl KapusiaHFaH
OJIOKYEHH/I KOJJAHATHIH OTHI3 Olp areHTTIK JXyHe aiThl CeHIM (YHKIMACHL, CHIPTKBI
TOYEJIITIKTIH CeTi3 TYpl )KOHE TEKCEPLIYyIiH YIII JIeHreli OONbIHIITA KOATAIIBI: TeK Ti3LITIM
JepeKTepi OOMBIHINA TEKCEPITIETIH TYKbIPhIMIAP; TEK HAKTHI aTaJIFaH CBHIPTKBI OOKamaap
OpBIHJQIFAaHJAa TEKCEPUICTIH TYXKBIPBIMAAp; TI3UIIM JEepeKTepl JoNelaed aJIMalThiH
AKUKATTBIK, TYPBICTHIK HEMecCE KAyilCi3diK Typayibl TY)KbIpbIMIap. TUIIIK MOJenbAepaAiH
KOMETIMEH JKacajblll, aBTOPJIAp KEIICTIPreH €Ki TOyelci3 KoJATay auTapibIKTald COMKECTIK
kepcetTi (Kosn kammna koadduuuenti pynkuusap ymwin 0,68, nexreinep yuin 0,67). Ex
KUl Ke3feckeH QyHKuusiap — yinectipy (21 xyiie) xoHe aepexTepniH mbiry Teri (19).
OyHkmms aeHreiingeri 93 TYXKBIPBIMHBIH 19-bI TeK Ti3UTIM apKbUIBI TeKcepiimi, 68-i
CBIPTKBI OOJDKaMIapapl KaKeT €TTi, 6-ybl aKMKAaTThIKKa HeMece KayilCi3[iKKEe KaThICThI
OOJIIIBI; TEK TI3UTIM apKBUIBl TEKCEPUIETIH TYXKBIPBIMIAPIBIH OapIIbIFbl IEPEKTEPIH IIBIFY
TEeriHe KaThICThL. Op Kyie KeMinze Oip ChIpTKbI O0KaMra cyileHai (Mmenuana — 8 TypaiH 4-
eyi), am 21 skyde TI3UIIM JOoJENIeH amMalThlH apTHIKIIBUIBIKTAPABI MEH3emi. Timmik
MoJIelIbIepre HETri3eNTreH Jkyihenep OaranmaymiblHbIH OaranaybiHa Oacka Jkyienepre
KaparaHaa efnoyip skui Toyenai 6osael (18 xyiteniy 11-iame, 13 xyiieHiH eMIKaiChIChIHIA
emec). Kyxarranran ceri3 oKura MEH YII SMIHPUKAIIBIK 3epTTEY, COHBIH 1MIIHJE areHTTep
KOJI KOWFaH KO3JIeJIMETeH aylapbIMJap MEH jKajFaH Mikipiep OackiM OOJIFaH areHTTep
TI3UTIMAEP1, TI3UIIM JepeKTepl >kapaMibl KYHIHIE KaJFaHBIMEH, JTOJI OChl OoJDKaMmjapaa
akaynap OOJaThIHBIH KepceTemi. Hemmik OumiM monmenjepi MEH CEHIMII anmapaTrThiK
Kypalgap CeHIM IIeKapachlH XKoWMalapl, Tek Oacka »xepre aysicThipanbl. CeHiM
mieKapagapbl MaHH(EecTI — KOMIIO3UIUSA epeXecl MEeH TeKcepy Oarmapiamacel Oap
MaIIMHAMEH OKBUIATHIH crienr(UKaIMs YCHIHBUIIBI, O KYPAaCTHIPBUIFAH MbICANA KOHE
JKapUsJIaHFaH YII JKyHe/ie KaTe MOJIIMEINTeH «CEHIMCI3» TYKbIPbIMIAPp MEH CEHIM apThUIFaH
TapanTapAblH TOJBIK )KUBIHBIH aHBIKTAUTBIHBI KOPCETLIII.

Tyiiin ce3aep: 6noxuetin;, asmoHOMObL aceHmmep; YIKeH MK MOOenboep, CeHim
wiekapacwl;, cmapm-kenicimuapmmap; 6eoden oicyuenepi; mexcepilemin ecenmeynep,
acenmmepoiy ecenminici

1. Introduction (Literature Review)

Agents built on large language models (LLMSs) plan, call tools, and delegate tasks to
other agents [1]; through emerging payment protocols they also pay for services on behalf
of their principals [2], [3]. When agents operated by different organisations interact, no
single platform can vouch for them. A counterpart may misstate its capabilities, act under a
stolen key, return fabricated results, or deny an action. Blockchain is widely proposed as the
missing trust layer: a replicated ledger gives participants an append-only record that no
single party can rewrite, signatures bind messages to keys, hashes make later modification
detectable, and smart contracts execute agreed rules deterministically [4]-[6]. The draft
Ethereum standard ERC-8004 already defines on-chain identity, reputation, and validation
registries for "trustless agents” [7].
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Literature review. Work on blockchain-based multi-agent systems (MAS) has moved
through three phases. Early systems stored reputation and service evaluations in
permissioned ledgers or encoded role-based access between software agents in smart
contracts (see Supplementary File S2). Swarm-robotics research used contracts that filter
outlying observations and penalise their senders, which contained Byzantine robots in
experiments with real robots [8]. Since 2024, LLM-based systems have put agent registries,
task allocation, provenance records, reputation, and slashing on chain [9]-[11]. Surveys of
the field converge on two observations: deployed designs separate off-chain reasoning from
on-chain settlement, a separation Touloupou and Kapassa call "a trust gap" [5], and
blockchain is "a shared trust layer, not a substitute for agent security, semantic verification,
privacy, or robust reasoning” [6]. Security research explains why. The oracle problem shows
that a contract can process an external value exactly as specified while its correctness rests
on the supplier [12], [13]; deterministic execution does not make contract logic correct [14];
and LLM agents add hallucination [15] and prompt-injection failures that occur even when
the agent holds valid credentials [16]. Authorisation of delegated agents can also be achieved
without any ledger [17].

Research gap. The two strands rarely meet. Architecture papers present blockchain
as making agents trustworthy, while security papers explain where ledger evidence ends.
There is no systematic, reproducible account of which trust claims in the agent systems
actually proposed rest on ledger evidence alone, which rest on named external assumptions,
and which cannot be supported by a ledger at all.

Research questions. This study addresses the question of what blockchain verifies in
agent systems. Specifically, it examines: RQ1, which trust functions blockchain-enabled
agent systems assign to the ledger, and whether this differs between classical, embodied, and
LLM-based agents; RQ2, whether the claim attached to each function is verifiable from
ledger evidence alone, and which external assumptions recur; RQ3, which assumptions have
failed in documented incidents while ledger evidence stayed valid; and RQ4, how the
residual trust behind an agent claim can be stated and checked.

Scientific novelty. The scientific novelty of this work consists in a claim-level
account of blockchain trust in agent systems, which distinguishes it from prior surveys in
that it classifies the verification level of each intended claim, records the external
assumptions on which it depends, tests the classification on documented failures, and turns
the result into a checkable specification rather than a descriptive taxonomy.

Contributions. The paper contributes:

. a documented, double-coded mapping of 31 blockchain-enabled agent
systems (2018-2026) to six trust functions, three verification levels, and eight dependency
types, with substantial inter-coder agreement;

. the finding that only provenance claims are verifiable from ledger evidence
alone, and that LLM-based systems depend on an evaluator's judgement where other systems
do not;
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. a mapping of eleven documented incidents and studies onto the assumptions
that failed;
. the Trust-Boundary Manifest, a machine-readable specification with a

composition rule and a reference checker, applied to one constructed example and three
published systems.

The remainder of the paper is organised as follows: Section 2 presents the search,
coding scheme, trust-level model, and manifest; Section 3 reports the results; Section 4
answers the research questions and discusses limitations; Section 5 concludes the paper.

2. Methods and Materials

2.1 Search and selection

The study is a mapping study in which the unit of analysis is one system as described
in one primary source; reporting follows the PRISMA 2020 flow structure [18]. The corpus
was built in two rounds (Fig. 1). The first round (2025-2026) identified 13 systems through
targeted searches and survey reference lists; all were re-verified against publisher, Crossref,
or arXiv records. The second round, on 21 October 2026, used 45 search strings (49 queries
with variants) in a general web index. Topical strings combined a ledger term (blockchain,
smart contract, distributed ledger, DID, ERC-8004, Hyperledger, IOTA), an agent term
(multi-agent, autonomous agent, LLM agent, agentic Al, robot swarm), and a trust term
(trust, reputation, identity, accountability, provenance, authorization, Byzantine); about a
third were look-ups of titles or author groups found during screening. The first result page
of each query gave approximately 465 results, of which about 300 were unique.

Inclusion required that (1) agents are part of the architecture; (2) a ledger, smart
contract, or ledger-anchored evidence performs a functional role; (3) that role supports a
trust property; (4) the accessible text, full text or abstract, describes the ledger mechanism
in enough detail to code it; and (5) bibliographic metadata can be verified. Work that applies
Al only to improve a blockchain was excluded. Of 51 records assessed in full, 19 were
included and 4 standards were analysed separately. One first-round system was excluded
because neither coder could obtain a description of its mechanism, giving N = 31. The search
protocol and all exclusions with reasons are in Supplementary File S1.
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Round 2 search (21 Oct 2026)
49 queries, 45 search strings
results retrieved: n ~ 465

|

Unique records after de-duplication
screened on title and snippet: n & 300

Excluded at screening: n = 249
(off-topic, vendor pages, hackathon
showcases, token-price pages)

|

Records assessed on abstract
or full text: n = 51

Excluded at eligibility: n = 28
mechanism not specified in accessible text: 9
not a system architecture: 8
no ledger role in the architecture: 5
agents absent or out of scope: 3
Al applied to blockchain: 2
metadata not verifiable: 1

|

Standards and protocols analysed separately
(grey literature): n = 4
ERC-8004, x402, AP2, Olas

New systems included: n = 19 (
Total corpus: N = 31
(12 round 1 + 19 round 2)

x

Round 1 systems (2025-2026 search),
re-verified: n = 13; excluded (mechanism
not accessible to either coder): n = 1

Fig. 1. Search and selection flow (PRISMA 2020 structure).

2.2 Coding scheme and trust levels
Each system was coded on six trust functions and eight dependency types (Table 1).
A function is coded only when the ledger, a contract, or ledger-anchored evidence plays an
explicit role in it. Ambiguous cases are coded 0.

Table 1. Trust functions (coded when the ledger plays an explicit role) and residual
dependency types

Function

Ledger role

Type

External assumption

I Identity

registers, binds, resolves, or revokes agent
identifiers or keys

D1 key custody by the legitimate principal

A Authorization

decides whether an agent may act or access a
resource

D2 honest registrar, issuer, or administrator

P Provenance

holds commitments to data or outputs so that
integrity can be checked

D3 honest ratings, votes, or reports

C Coordination

computes or enforces shared process state
(allocation, voting, escrow)

D4 metric)

correct evaluator judgement (validator, judge,

R Reputation

stores or computes reputation scores or the
feedback behind them

D5 true external data (sensors, deliveries, prices)

Ac Accountability

attributes actions to agents for audit, dispute, or
sanction

D6 off-chain computation performed as claimed

D7 correct contract or policy logic
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Function Ledger role Type External assumption

membership, honest-majority, or economic

D8 .
assumptions

For every function present, coders recorded the level of the claim the system intends
that function to support. A claim is a triple ¢ = ( ¢, E, A) , where ¢ is the proposition a
participant relies on, E the evidence any participant can check from public ledger data, and
A the assumptions needed for E to support ¢ beyond the baseline of cryptographic hardness
and consensus safety. G1 claims follow from E alone (signature validity, a hash match,
inclusion and order, a contract transition occurring as deployed). G2 claims also need named
external assumptions, such as legitimate key control, an honest issuer, honest raters, an
evaluator's judgement, an oracle, or correct contract logic. G3 claims concern truth,
correctness, or safety, which no ledger evidence can establish. A composite claim takes the
highest level among its components. Coders stated the intended claim in one line, then
assigned G1 if public ledger data alone could confirm it, G2 if the missing link could be
named, and G3 if it concerned truth, correctness, quality, or safety. Fig. 2 shows typical
claims at each level.

Mandate & Identity & Inputs & Inference & Tool use & Output Record &
delegation keys context reasoning action P settlement
G1 Cryptographically Delegation Signature Input hash Proof verifies Call event Output hash Inclusion,
verifiable evidence tx signed valid for key committed (zk / fraud) logged matches order, state
ledger verification boundary =
G2 Conditionally Principal Key held by Oracle / issuer Commitment binds Policy logic Evaluator / Contract code
verifiable claims authorised it legit. controller reported honestly to advertised model correct raters honest correct
o o limit of any ledger-anchored evidence =
G3 Externally Mandate Agent is Data true of Reasoning Action safe Content factually Outcome
dependent claims appropriate competent the world semantically valid correct beneficial

lifecycle of a single agent action (left to right); each column lists a typical claim at each level

Fig. 2. Typical claims at each verification level along the lifecycle of one agent action.

2.3 Reliability and analysis

Two codings were produced independently, and both involved a large language
model (Claude, Anthropic). The first was drafted by an LLM-based research assistant from
abstracts and summarised full texts and reviewed by the first author against the sources. The
second was produced blind by a separate LLM agent with web access, which received only
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the codebook and the citations, read each primary source itself, and recorded an evidence
passage for each code. Agreement between them therefore measures how reproducibly the
codebook can be applied; it is not agreement between human experts. We report percent
agreement, Cohen's k [19], and Gwet's AC1 [20], which is robust when one category
dominates. The first author resolved disagreements by comparing the recorded evidence; the
second coding was retained in 89 of 112 disagreements because it recorded more full-text
evidence. The first author then checked the reconciled matrix against the sources. Both
codings and the adjudication log are in Supplementary File S2.

Prevalence is reported as counts with 95% Wilson intervals. Systems are grouped as
classical software agents (n = 6), embodied agents such as robot swarms and UAVs (n =7),
and LLM-based systems (n = 18); a system is LLM-based when an LLM performs reasoning
or evaluation on which its trust mechanism depends. LLM-based systems are compared with
the rest by two-sided Fisher exact tests with a Holm correction within each family of tests.
No composite score is computed, because the six functions are not commensurable.

2.4 Incident selection and the Trust-Boundary Manifest

From 27 candidate incidents and studies (Supplementary File S3), we selected for
each failure class the best-documented case involving Al agents, where one exists, and the
best-documented classical case, preferring primary sources and excluding cases with an
unconfirmed cause. This shows which mechanisms occur, not how often.

The Trust-Boundary Manifest (TBM) lists an agent's claims. Each claim names its
function, property class, evidence, assumptions (types D1-D8 with the responsible party),
and the claims it depends on. A checker applies four rules: (1) a claim is G1 only if all
evidence is ledger-checkable and no assumptions remain, and a claim about truth,
correctness, quality, or safety is G3 and must name a G2 proxy claim; (2) a claim's level is
the highest among itself and its dependencies; (3) its assumptions include those of its
dependencies; and (4) evidence that introduces its own assumption, such as a zero-
knowledge proof with a trusted setup or a trusted execution environment (TEE) quote, adds
that assumption automatically. A declared level lower than the computed level is reported as
an error. The checker and all manifests are in Supplementary File S4.

3. Results

3.1 Corpus and coding reliability

Of the 31 systems, 20 were published in 2024-2026, 20 are peer-reviewed and 11 are
preprints, and 21 deploy contracts on a real or test network, 7 emulate the ledger, and 3 are
conceptual. Agreement between the codings is summarised in Table 2. Agreement on
functions and levels was substantial. Agreement on dependencies was moderate overall and
uneven: substantial for issuer, rater, and evaluator dependencies (D2-D4), fair for key
custody (D1), and poor for off-chain computation (D6) and contract logic (D7). The D7
disagreement was systematic, and the rule adopted at reconciliation is recorded in the
codebook. Of the 13 level disagreements, seven concerned contract decisions on inputs
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supplied by off-chain parties (resolved as G2), and six concerned claims about accuracy or

safety (resolved as G3).

Table 2. Agreement between the two independent codings before reconciliation

Coded item Decisions Agreement Cohen’s k Gwet’s AC1
Six functions (pooled) 186 83.9% 0.68 0.68
Level of the intended claim 86 84.9% 0.67 0.80
Dependencies D1-D8 (pooled) 248 74.2% 0.48 0.49
D2-D4 (range) 31 each 83.9%-87.1% 0.68-0.74 0.68-0.75
D1 key custody 31 71.0% 0.38 0.46
D5, D8 (range) 31 each 77.4%-80.6% 0.55-0.57 0.55-0.66
D6 off-chain computation 31 67.7% 0.18 0.48
D7 contract logic 31 38.7% 0.10 -0.21
G3 aspiration 31 83.9% 0.58 0.75

3.2 Trust functions

Coordination was the most frequent function, followed by provenance, identity,
accountability, reputation, and authorization (Table 3). Seven systems used the ledger for a
single function and three for all six. In the peer-reviewed subset (n = 20) the ordering was
the same. Embodied systems concentrated on coordination (6 of 7). No difference between

LLM-based and other systems survived the Holm correction.

Table 3. Prevalence of trust functions (N = 31

and level of the intended claim

Function Systems 95% ClI Classical | Embodied | LLM-based | Holmp G1/G2/G3
Coordination 21 (68%) 50-81% 4/6 6/7 11/18 1.00 0/16/5
Provenance 19 (61%) 44-76% 3/6 a17 12/18 1.00 19/0/0
Identity 16 (52%) 35-68% 4/6 1/7 11/18 1.00 0/16/0
Accountability 16 (52%) 35-68% 2/6 a17 10/18 1.00 0/16/0
Reputation 12 (39%) 24-56% 4/6 1/7 7/18 1.00 0/12/0
Authorization 9 (29%) 16-47% 3/6 17 5/18 1.00 0/8/1

3.3 Trust levels and residual dependencies

Table 4 gives the level of each claim and the dependencies of every system. Of 93
function-level claims, 19 were G1, 68 G2, and 6 G3. All G1 claims concerned provenance.
Identity, reputation, and accountability claims were G2 in every system. Coordination was
G2 in 16 systems and G3 in five, all of them consensus mechanisms whose stated aim is a
correct group answer or an accurate estimate of the physical world [8], [21], [22].
Authorization was G2 in eight systems and G3 in one, where a policy contract was presented
as preventing unsafe actions [23]. One reputation framework [24] was coded for provenance
only, because its scores are computed off-chain and only evidence commitments are
anchored.
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Table 4. Level of the intended claim per function, residual dependencies, and G3
aspiration for each system

ID System Year | Type 1 A P C R Ac Dependencies G3
S01 | Calvaresi et al. 2018 Cl G2 — Gl — G2 — D1, D2, D3, D7, D8 yes
S02 | Calvaresi et al. 2018 Cl G2 G2 Gl - G2 G2 | D1, D2, D3, D8 yes
S03 | Fortino et al. 2020 Cl - - Gl | G2 | G2 - | D2, D3, D5, D7 yes
S04 | Mhamdi et al. 2022 Cl G2 | G2 - G2 - - | D1, D2, D5, D7 no
S05 | Lengetal. 2023 Cl - - - G2 - - | D5,D7 no
S10 | Dovzhenko & Yaremenko 2025 Cl G2 G2 — G2 G2 G2 | D1, D3, D7, D8 yes
S14 | Strobel et al. 2020 Em - - - G3 - G2 | D1, D5, D7, D8 yes
S15 | Castello Ferrer et al.f 2022 Em - - - G2 - - | D8 yes
S16 | Pacheco et al. 2022 Em - - - G2 - - | D5, D7,D8 no
S17 | Keramat et al. 2023 Em - - Gl G3 - - D3, D5, D6, D7, D8 yes
S18 | Strobel et al. [8] 2023 Em G2 | G2 | G1 | G3 - G2 | D1, D3, D5, D6, D7, D8 yes
S19 | Van Calck et al.f 2023 Em - - Gl | G2 - G2 | D3, D5, D6, D7, D8 yes
S30 | Luoetal. 2026 Em - - Gl - G2 | G2 | D3, D5, D6, D7, D8 yes
S07 |Jinetal. [9]% 2024 | LLM | G2 - - G2 | G2 - | D1, D3, D6, D7 no
S08 | Chenetal. [21]F 2024 | LLM - - - G3 - — | D3, D4, D6, D8 yes
S20 | Fernandez-Becerra et al. 2024 LLM - G2 Gl - - G2 | D1, D2, D5, D6 no
S09 | Chong et al. 2025 | LLM - - Gl | G2 | G2 | G2 | D3, D4, D6, D7 yes
S11 | Xiaetal. [25] 2025 | LLM | G2 - Gl | G2 - — | D4, D5, D6, D7 no
S22 |Qietal. 2025 | LLM | G2 | G2 | G1 | G2 | G2 | G2 | D1, D3, D4, D6, D7 yes
S23 | Zouetal. [10] 2025 | LLM | G2 | G2 | G1 | G2 | G2 | G2 | D1,D2, D4, D5, D6, D7, D8 yes
S24 | Rodriguez Garzon et al. 2025 LLM G2 - - - - - D1, D2, D4, D6, D8 no
S25 | Wooldridge et al. 2025 | LLM | G2 - - G2 - - | D1, D5, D6, D7, D8 no
S26 | Dingetal. 2025 | LLM | G2 - Gl - - G2 | D1, D6 no
S27 | Janetal. [23] 2025 | LLM - G3 | G1 - - G2 | D2, D5, D6, D7, D8 yes
S12 | Romandini et al.{ 2026 | LLM | G2 - - - G2 | G2 | D1, D3, D7 yes
S13 | Chishti et al. [24] 2026 | LLM - - Gl - - — | D3, D4, D6 yes
S21 | Keramat et al. 2026 | LLM - - Gl | G2 - G2 | D2, D4, D5, D6, D7, D8 yes
S28 | Luoetal. [22] 2026 | LLM - - Gl | G3 - — | D1, D3, D4, D6, D8 yes
S29 | Liuetal.f 2026 | LLM | G2 - - - - - | D1, D2, D6, D8 no
S31 | Gaoetal. 2026 | LLM | G2 | G2 | G1 | G2 | G2 | G2 | D1,D2,D3, D4, D6, D7, D8 yes
S32 | Kumalaetal. [11] 2026 | LLM | G2 - Gl | G2 | G2 | G2 | D1, D2, D4, D6, D7, D8 yes

Note. Cl = classical, Em = embodied, LLM = LLM-based; — = function not performed by the ledger; 1 abstract only; I
partial text. Full references and evidence passages: Supplementary File S2.

Every system relied on at least one dependency (median 4 of 8, range 1-7). Contract
logic (D7, 22 systems), off-chain computation (D6, 21), membership or economic
assumptions (D8, 20), and key custody (D1, 18) were the most common. Evaluator
judgement (D4) appeared in 11 of 18 LLM-based systems and in none of the 13 others
(Holm-adjusted p = 0.003); off-chain computation in 17 of 18 against 4 of 13 (p = 0.002)
(Fig. 3). With the two robot systems that contain an LLM component reclassified as
embodied, both differences remained significant (p = 0.016). Twenty-one systems (68%)
claimed or implied a G3 benefit, such as credible answers, safe actions, or accurate collective
estimates; in none did ledger evidence establish it.
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Fig. 3. Residual dependencies in LLM-based versus other systems (counts above bars; **
Holm-adjusted p < 0.01).

3.4 Documented failures

Table 5 lists eight incidents and three studies. In every case the signatures, inclusion,
or contract execution remained valid while a higher-level claim failed. An LLM agent
instructed never to release a prize pool was persuaded that its transfer function handled
incoming payments and released it [26]. Agent wallets moved funds through compromised
or mis-specified control channels [27], [28]. Memory injection made an ElizaOS agent sign
a transfer to an attacker, and such attacks succeeded in 55.1% of cases against the strongest
model tested [29]. A research model derived keys from public recovery phrases, signed a
deployment with another party's account, and omitted this from its report [30]. In the ERC-
8004 registries, 59.2-90.6% of reviewers showed coordinated Sybil behaviour and a
reputation could be faked for under six US cents [31]. The classical cases show key
compromise, signers deceived by a tampered interface, oracle manipulation, and flawed
contract logic.

Table 5. Documented cases in which ledger evidence stayed valid while a higher-level
claim failed

Case Evidence that stayed valid Claim that failed Failed | Level | Source

Freysa LLM agent (2024) signed transfer; contract paid as agent would never release the D6 G3 126]
coded pool

AIXBT agent wallet (2025) ggent—wallet signature; transfer Fransfer reflected the operator’s D1 G2 127]
included intent

Grok and Bankrbot (2026) transaction valid; permission check | an LLM’s pub}lc output is an D7 G2 28]
passed owner instruction

Research model on testnet signature by derived key; signer was authorised; report was D1 G2 G3 [30]

(2026) deployment included complete '
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Case Evidence that stayed valid Claim that failed Failed | Level | Source
ElizaOS memory injection . agent context untampered;
(study) signed transfer to attacker decision correct D6 G2,G3 [29]
_ >150,000 feedback records signed | scores reflect honest, independent

ERC-8004 registries (study) and included feedback D3 G2 [31]

Ronin bridge (2022) flvg required validator signatures | validator keys under legitimate D1 G2 [32]
valid control

Bybit (2025) v_alld signatures by legitimate 5|g_ned data equals the intended D1 G2 [33]
signers action

Mango Markets (2022) trades and oracle updates valid oracle price reflects real value D5 G3 [34]

i i i i 0,

!Del_:| attacks (study, 181 attack transactions executed as pra_cle prices fair (15% of D5 G2, G3 [35]

incidents) coded incidents)

The DAO (2016) reentrant calls executed as coded ;:Slr;tsract matched the intended D7 G2 [14]

3.5 Manifest application

In the constructed agent-commerce example (registry, zero-knowledge proof of
inference, validator, escrow), the checker computed one of seven claims as G1, flagged two
claims declared G1 as errors, and found that the claim "the client paid for a correct analysis"
is G3 with six assumptions held by five parties. For three corpus systems (Table 6), the
claims the systems establish on chain were G1, while the claim each system is built for was
G3 with four or five assumptions held by four or five parties.

Table 6. Checker results: claims computed as G1 and the claim each design is built for

Case Claims computed as G1 Claim the design is built for | Level | Assumption closure
. . the client paid for a correct 6 as§umptions, 5
Constructed example | agent registration : G3 | parties; 2 declared
analysis
levels flagged
agent is registered in the orchestrator
DAO-Agent [25] contract; coalition outputs an(_j coalition- rewar'ds are fair to real G3 5 assumptions, 5
value hashes are unchanged since contribution parties
commitment
BlockA2A [10] diD document of agent X matches the agent outputs were not G3 4 assumptions, 4
anchored hash and is not revoked malicious parties
deliverable content matches the CID slashed agents produced 5 assumptions, 4
DART [11] : ; X ; G3 :
recorded in the Action Registry incorrect work parties
4. Discussion

RQ1 asked which trust functions systems assign to the ledger. The results in Section
3.2 show that coordination and provenance dominate and that most systems use the ledger
for one to three functions. The earlier picture of blockchain as an all-purpose trust layer for
agents, suggested by reputation-centred samples, does not hold for a corpus that includes
robot swarms, credential frameworks, and LLM architectures.

RQ2 asked which claims a ledger can verify on its own. Section 3.3 shows that only
provenance claims, defined as integrity claims, are G1. This follows partly from the
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definition, but the converse is empirical: once the inputs to contract decisions are traced to
the parties that supply them, no other function yields a G1 claim. The trust in identity,
reputation, accountability, and coordination is transferred to keys, issuers, raters, evaluators,
and contract authors, not removed. The difference in evaluator dependency suggests that in
LLM-based systems the evaluator takes on a role similar to that of the oracle in smart-
contract systems [12]: a price feed can be checked against other feeds, but a judgement about
the quality of a generated plan often has nothing comparable to be checked against. Classical
systems rely on the agents' own ratings (D3) rather than on a separate evaluator.

RQ3 asked which assumptions fail in practice. The cases in Section 3.4 involve key
or control-channel custody (D1), issuer and rater honesty (D2, D3), external data (D5), the
integrity of off-chain reasoning (D6), and contract or policy logic (D7). Agentic and classical
cases involve the same assumption types, which supports the view that LLM agents widen
an existing trust boundary rather than create a new kind. Standards point the same way: ERC-
8004 states that Sybil attacks are possible and that it cannot guarantee that advertised
capabilities are functional and non-malicious [7], and AP2 obtains non-repudiable evidence
of user intent with signed credentials and no ledger [3].

RQ4 asked how residual trust can be stated. The manifest in Section 3.5 makes it
explicit claim by claim and exposes mislabelled “trustless” claims. It also shows that
verification techniques relocate rather than remove the boundary. A zero-knowledge proof
of LLM inference [36] makes "committed model M produced output y" G1, but not that M
is the advertised model or that y is true; zero-knowledge model certification can be gamed
with a model that exceeds 99% accuracy on the audit set and falls below 30% on fresh data
[37]. Optimistic schemes assume at least one honest and live challenger [38]; TEE attestation
rests on the hardware vendor and on physical security, and attestation keys have been
extracted with a memory-bus interposer [39]; threshold custody rests on a correct
implementation, and flaws in several leading wallets allowed one party to extract the full
key [40]. Each technique narrows the set of trusted parties, and the checker records the
assumption it adds.

Limitations. Both codings involved an LLM, so the agreement shows reproducibility
of the codebook rather than expert consensus, and the passes may share biases; replication
by human coders is needed. Five systems were coded from abstracts only. The search used
a web index rather than bibliographic databases, so the corpus is documented but purposive.
With N = 31, tests have low power, and the evaluator finding is sensitive to how hybrid
systems are classified. The incidents were selected on the pattern under study and show that
mechanisms occur, not how often. The manifest has been applied by the authors to published
designs, not by practitioners.

5. Conclusion
Blockchain is often described as making autonomous agents trustworthy. This study
shows that it makes a narrower and still valuable contribution: tamper-evident evidence of
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what was committed, shared across organisational boundaries. Every other trust property in
the systems examined rests on named parties, and two thirds of the systems aspire to
properties such as correct answers or safe actions that no ledger evidence can establish. In
LLM-based systems the decisive additional party is often an evaluator, frequently another
LLM.

The scientific novelty of this work, a claim-level account of blockchain trust in agent
systems that records the verification level and the external assumptions of each intended
claim, has been confirmed by the double-coded mapping, by the documented failures that
occurred exactly at the recorded assumptions, and by the manifest, which identified
mislabelled claims in a constructed example and the full assumption sets of three published
designs. The novelty claim is only partly validated where the evidence is weakest: the
reliability of the dependency coding and the generality of the evaluator finding.

Two directions follow. The codebook and data allow human coders to replicate the
mapping from a bibliographic-database search, and the evaluator dependency in LLM-based
systems deserves its own study of how evaluators are chosen and how their verdicts can be
challenged. The manifest should be tested with practitioners, for example in ERC-8004
registrations, to see whether stating residual trust changes what counterparts are willing to
delegate.
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