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PERSONAL DATA PROTECTION IN KAZAKHSTAN'S Al ENABLED PUBLIC SERVICES

Abstract: Public-sector artificial intelligence can influence access to services, inspections,
eligibility, and other exercises of public authority, yet compliance cannot be demonstrated
by citing legal safeguards or listing technical controls alone. This study develops the
Kazakhstan Al Privacy and Accountability Governance Framework (KZ-AIPAG) to connect
each legal requirement and public-service use case to a defined risk, control, evidence
artefact, accountable actor, and lifecycle decision. The research combines normative legal
analysis, a targeted structured literature review, comparative analysis of the Canadian
Algorithmic Impact Assessment, the EU Al Act, General Data Protection Regulation
Articles 22 and 35, and an end-to-end algorithmic-audit model, together with bounded
applications to Smart Data Ukimet and eGov Al. The results show that Kazakhstan's
principal gap is operational rather than a complete absence of regulation. KZ-AIPAG
separates four use-case impact tiers from probability-by-impact hazard scoring, organises
controls across six governance domains, and introduces an evidence chain, four decision
gates, a unified role catalogue, and a RACI matrix that preserves audit independence. In the
illustrative Smart Data Ukimet case, the framework yields a conditional no-go decision until
the legal basis, data purpose, linkage and re-identification risk, access model, meaningful
human review, and control-effectiveness evidence are documented. The framework is a
proposed and analytically demonstrated instrument, not an empirically validated one. Its
scientific contribution is a Kazakhstan-specific compliance-by-evidence model that makes
accountability testable at service level; independent expert validation and operational pilots
remain necessary.

Keywords: artificial intelligence; personal data; digital public services; algorithmic
decision-making; human oversight; explainability; accountability; risk governance;
Kazakhstan

3aumTa MEPCOHAIBHBIX JAHHBIX B rOCYy1apCTBCHHBIX CEPBUCAX Kazaxcrana ¢ U

AHHOTanus: VICKyCCTBEHHBIN MHTEIUIEKT B TOCYAAPCTBEHHOM CEKTOPE MOXKET BIIMATH HA
JOCTYIl K YCIyraM, NpOBEpKH, ONpeeNieHHe IpaBa Ha MOMJEPKKY U HHbIE (DOpMBI
OCYIIECTBIIEHUS MyOJWYHON BJIACTH, OJTHAKO COONIOJICHUE TpeOOBAaHWUN HENB3s JOKA3aTh
JIMIIB CCBIJIKOM Ha HOPMBI IIpaBa WK MepeyHeM TeXHuueckux mep. Llenb uccnenoBanus -
pazpabotarb  KazaxcTaHckyro  MOJenb  yOpaBlieHUST  KOH(DUIEHIMATbHOCTHIO U
NOJOTYETHOCTRIO MCKycCTBeHHOTo uHTeiiekta KZ-AIPAG, xoTopas CBSA3bIBaeT KaxJ0e
IIpaBoBOE TpeOOBaHUE U CIIEHAPUI rOCYIapCTBEHHOW YCIYTH C PUCKOM, MEPOM KOHTPOJI,
JIOKa3aTeIbHBIM apTeaKkToOM, OTBETCTBEHHbIM CYOBEKTOM M pEIIeHHeM Ha JTare
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JKU3HEHHOTO IuKjIa. Metononorus oObeAnHsIeT HOPMAaTUBHO-TIPABOBOM aHaIM3, 1EIEeBON
CTPYKTYPUPOBAaHHBIH ~ 0030p  JIMTEpAaTyphl, COIMOCTABICHHWE KAHAJICKOH  OICHKH
anropuTMudeckoro Bo3aeicteus, Akta EC 00 HCKyCCTBEHHOM MHTEIUIEKTE, cTaTeit 22 u 35
OO1wero periaMeHTa Mo 3aluTe JaHHBIX U CKBO3HON MOJIENIN aJITOPUTMHUUECKOI0O ayuTa, a
Take orpannuenHsie keiicel Smart Data Ukimet u eGov Al. Pe3ynbraTsl OKa3bIBAOT, YTO
ocHOBHOM mpoben B Kaszaxcrane mmeeT OINEpalMOHHBIA XapakTep W HE CBOJIUTCS K
orcyrcTBHi0 perynupoBanusa. KZ-AIPAG pa3zgenser dYeTrsipe YpOBHS BO3JCHCTBHUS
CICHApHUsT W OICHKY OTHIENBHBIX YIpo3 MO (opMyse BEPOSTHOCTH M MOCIEICTBHM,
0o0BeAMHSIET IIEeCTh OONACTel ympaBieHHs U BBOJUT JOKAa3aTENIbHYIO LIETIOYKY, YEThIpEe
KOHTPOJIbHBIE TOYKH, €IWHBIH Katamor posied u Matpuny RACI, coxpanstonryro
HE3aBHCUMOCTb BHYTpeHHero aymuta. J[ist wutoctpaTuBHoro kerica Smart Data Ukimet
MOJy4eHO YCIIOBHOE pelieHHe 00 OTKa3e B 3allyCKe /0 TOATBEPXKICHHS IPABOBOTO
OCHOBaHUs, LIeIH 00paOOTKH, PUCKOB CBSI3bIBAHUS U MOBTOPHOU MIEHTU(UKAIIUU, MOJICITH
JOCTYTIA, COJEPKATEIHHOTO YEJIOBEYECKOT0 KOHTpONA u 3P pekTuBHOCTH Mep. HaydHsbrii
BKIAJ COCTOMT B KOHTEKCTHOH Moxenu compliance-by-evidence, nmemaromieit
MOIOTYETHOCTh IPOBEPSEMON Ha ypoBHE yCiryrn. HezaBucuMasi KCriepTHas BATAIAIUS
MUJIOTUPOBAHUE OCTAIOTCS HEOOXOTUMBIMHU.

KioueBble C€JI0Ba: UCKYCCHMBEHHbIN UHMENIEeKmM, NePCOHANbHble OaHHble; Yuppossie
20cyoapcmeenHvle  ycuyeu,  aneopummuyeckoe NpUHAMUEe peuleHull,  4en08eyecKuti
KOHMPOJb, 00bACHUMOCIb;, NOOOMYEMHOCMb, YIpaesieHue puckamu, Kazaxcman

Ka3zakcranubin )KU Ko/1aHATBIH MeMJIEKETTIK KbI3MeTTepiHaeri aepoec nepexrepai
KOpFray
Anaatna: MemJIeKeTTIK CeKTOpIarbl JKacaH/Ibl MHTEJUIEKT KhI3METTEpre KOJ JKETKI3YTe,
TeKcepysepre, Koujuay aly KYKbIFbIH aliKbIHIayFa jKOHE >Kapusi OMITIKTI Ky3ere achIpyablH
e3re Jie HbICaHJapbIHA BIKIAT €Tyl MYMKIH, aJTalijia TalanTapablH CAKTATybIH TeK KYKBIKTHIK
HOpMaJsapra CUITeMe kacay HeMece TEXHHMKAIBIK IIapanapibl Ti30eney apKbUIbl JoNeaey
KETKITIKCI3. 3epTTeyAiH MakcaTbl - 9pOip KYKBIKTBIK Tajan MeH MEMJIEKETTIK KbI3MET
CIECHApUHiH TOyeKeNnMeH, OakpUiay MIapachIMeH, ASMENIIK apTedakTIeH, >KayarThl
TYJIFAMEH JKOHE OMIPITIK UK IerriMiMeH OaimanpicTeipaThid KasakcranusiH KZ-AIPAG
YKaCaHJIbl MHTEIIEKT KYIUSIBLIIBIFBI MEH €CeNTUIITH Oackapy MOJENiH d3ipiey. OaicHama
HOPMATHUBTIK-KYKBIKTBIK ~TaJIayJbl, HBICAHAIBI KYPBUIBIMIAIFaH OJIeOUET IIOJYBIH,
KanananeiH anropuTMmiaik ocepai Oaramay KypansiH, Eypomansik Onakteiy JKacansl
MHTEJJIEKT Typajibl aKTiCiH, JlepekTepal KOpFayIblH >KaJIbl perIaMeHTIHIH 22 koHe 35-
OanTapblH KOHE ANTOPUTMIIK ayTUTTIH TOJBIK HUKIAIK MOJIETIH CalIbICTBIPY/Ibl, COHIAN-aK
Smart Data Ukimet men eGov Al GoiibiHIa 1iektenares keicrepai kamtuasl. Hotmwkesnep
Kazakcranmarsl HETi3T1 OJNKBUIBIK PETTEY/IIH TOJIBIK 00JIMayblHAH EMEC, TaJIalTap bl KbI3MET
JIEHTeHiHe 1CKe achlpy MEH JONENICYIiH JKeTKUTIKCI3AITIHEH TYBIHAANTBIHBIH KOPCETTI.
KZ-AIPAG mnaiinanany cleHapuifiHiH TOpPT ocep [IEHTeWiH >KEKeJIereH KayinTepi
BIKTUMAJIZIBIK TICH cajjap OoibiHIIa OaranmaymaH Oeseni, OacKapyablH aiThl CalachiH
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OipiKTipei KoHe JaMesaep Ti30€riH, TOpT MIeHIM KaKIacklH, O1pbIHFall pejiaep KaTaJlorblH
opi ki aynuT Toyenci3airid cakraiTeiH RACI MaTpuiiacein yebiHaasl. Smart Data Ukimet
WLTIOCTPAIMSUTBIK KEHCIHIe KYKBIKTBIK HET'13, OHICY MaKcaThl, IepeKTep i OaiIaHbICTBIPY
KOHE KalTa COKeCTeHAIpY TOYEKeNi, KOJI )KeTKI3y MO/IeNi, Ma3MYH/IbI a/1aM OaKblIaybl MEH
OakpuTay THIMAUIITT AJICNACHTCHIe JCHiH MapTThl TYp/Ae iCKe KOCIay MISHTiMi aJIbIHbI.
Foutbimu ynec - ecenTumikTi KbI3MET JAEHreWiHie TekcepineTiH ereTiH Kaszakcranra
oeiiimaenren compliance-by-evidence mozaeni. Toyenci3 capantamaiblK Balddalus KOHE
MPAKTUKAJIBIK MIOTTAY KaXKeT.

Tyiiin ce3aep: )xacaH/Ibl UHTEIUICKT; iepOec AepeKTep; U(PIIBIK MEMIICKETTIK KbI3METTED;
QITOPUTMIIK mIemiM KaObuigay;, azaM OakpUIaybl; TYCIHIIPMENUTIK; €CeNTUIK;
Toyekennepi 6ackapy; Kazakcran

1. Introduction (Literature Review)

A public-sector Al service differs from a private application because its output may
be embedded in the exercise of public authority: it may prioritise an inspection, propose a
support measure, prepare a recommendation for a public official, or affect access to a service.
The scale and inter-agency integration of data increase not only the value of analytics but
also the consequences of error, secondary use, excessive access, and opaque delegation of
decision-making. Personal data protection therefore cannot be reduced to encryption or
consent; it also encompasses the legality of the purpose, data quality, user competence,
reviewability, and institutional accountability.

Kazakhstan's current legal framework contains substantive safeguards. Article 21 of
the Constitution guarantees protection against the unlawful collection, processing, storage,
and use of personal data, including through digital technologies [1]. Article 19-1 of the Law
on Personal Data and Their Protection governs automated processing that affects rights and
legitimate interests, requires an explanation, permits an objection, and establishes a three-
working-day period for its consideration [2]. The Law on Artificial Intelligence allocates
duties to system owners and operators and provides for risk management, audit, and user
information [3]. Article 43 of the Digital Code establishes non-discrimination, information
rights, an explanation of key factors, and human review of consequential fully automated
decisions [4]. The proposition that Kazakhstan faces a complete regulatory vacuum is
therefore not supported.

The article's central thesis is that demonstrable personal data protection does not arise
merely from the existence of an individual rule or technical control. It arises from a traceable
chain in which the service purpose determines permissible data; the type of impact
determines the risk tier; the risk determines mandatory controls and human oversight; each
control has an owner, an artefact, and an acceptance criterion; and any material change to
the model, data, or purpose triggers reassessment.

The study addresses four research questions. RQ1: Which regulatory, governance,
privacy, and human-factor gaps can be substantiated across the public-sector Al lifecycle?
RQ2: How should Al use cases be classified according to their effects on rights? RQ3: What
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architecture should a context-specific, multi-layer governance framework adopt? RQ4: How
can the framework be implemented and its effectiveness measured? The object of the
research is the use of Al in the delivery of digital public services. The subject is the set of
legal, organisational, technological, and managerial mechanisms used to protect personal
data in such services.

1.1 Conceptual framework

Artificial intelligence is understood in the functional sense adopted by the Law on
Artificial Intelligence: a system capable of generating outputs, for stated objectives, that
influence a physical or virtual environment [3]. A public-sector Al service is an
organisational and technical service, or a component of a process, in which a confirmed Al
system produces an answer, classification, forecast, recommendation, or decision for a
public authority or citizen. A digital public service is broader and may be entirely rule-based
without using Al.

Conventional automation executes predetermined rules without statistical inference.
Algorithmic automation encompasses any digital system that makes or influences a decision
through automated data processing; under Article 43 of the Digital Code, this category
includes, but is not limited to, Al [4]. Al-assisted decision-making leaves the legally
consequential determination to an authorised official, whereas a fully automated decision is
made without human participation in assessing the circumstances or approving the outcome.
A confirmation button does not constitute meaningful human oversight if the official lacks
sufficient time, information, competence, or authority to reject the recommendation.

Profiling means using data to evaluate or predict characteristics of an individual,
personalisation means adapting an interface or offer; a recommender system produces a
ranked option; a predictive model forecasts an event; and automated assessment assigns a
category or score. In this study, explainability means providing the affected person with an
intelligible account of the key factors, limits, and consequences of an output. Accountability
means the organisation's capacity to identify the responsible actor and produce evidence that
the relevant obligation has been fulfilled.

The scope is limited to confirmed Al or algorithmic decision systems in public
services; ordinary rule-based digitisation is excluded. Kazakhstan's Data Management
Requirements, OECD and OECD/UNESCO instruments, the NIST Al RMF and de-
identification guidance, and ISO/IEC standards on Al, privacy, risk, and information security
provide implementation benchmarks rather than binding Kazakhstan law [5]-[15].

1.2 Literature synthesis and research gap

The core peer-reviewed corpus covers organisational Al governance, systematic
governance synthesis, privacy- and security-aware ethical assessment, public-service
privacy behaviour, automated administrative responsibility, interaction-based governance,
fairness assessment in public organisations, and Kazakhstan profiling law [16]-[23].

The literature converges on lifecycle governance, distributed responsibility, privacy-
and security-aware assessment, meaningful human oversight, and contestability [16]-[22].
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It also shows that convenience does not prove rights compliance, that general principles are
reshaped in implementation, and that public-sector Al must be treated as a sociotechnical
service rather than a model in isolation [19]-[22], [28]-[36]. The Kazakhstan study on
profiling is used as historical context because it predates the 2025-2026 reforms [23].

The research gap lies in the absence, within the reviewed corpus, of an integrated
model for Kazakhstan's updated legal and institutional context that translates rights and
general risk principles into service-level evidence, distinguishes Al from other forms of
automation, accounts for inter-agency architecture, assigns an accountable actor, and links
reassessment to material system changes. The review does not establish global priority for
the proposed model; novelty is claimed as a context-specific design and applied analytical
instrument.

The objective is to develop and analytically demonstrate a Kazakhstan-specific
governance framework that converts legal and governance requirements into testable
service-level accountability.

The scientific novelty lies in the compliance-by-evidence unit of analysis: rule — use
case — risk — control — evidence artefact — accountable owner — gate decision. Unlike
a general checklist, the model separates the governance tier of a public-authority use case
from the score of an individual hazard and makes reassessment compulsory after a material
change.

The study contributes: (1) a four-tier public-sector Al use-case classification; (2) an
Al-privacy risk matrix that distinguishes inherent, target, and verified residual risk; (3) the
six-domain KZ-AIPAG architecture with four decision gates; and (4) a role and evidence
model that preserves internal-audit independence and operationalises redress.

The remainder of the paper is organised as follows: Section 2 explains the research
design and materials; Section 3 reports the legal, comparative, framework, and case results;
Section 4 answers the research questions and discusses implications and limitations; and
Section 5 concludes the study.

2. Methods and Materials

2.1 Research design and unit of analysis

The study uses qualitative normative legal analysis, a targeted structured literature
review, comparative framework analysis, and two bounded case studies. The unit of analysis
is the chain 'rule or principle — use case — risk to a right — control — evidence artefact —
role — lifecycle gate'. The comparative legal analysis is retained because Table 1 applies
common comparison dimensions to Canada, the European Union, GDPR, and Raji et al., and
then identifies the distinct function of KZ-AIPAG.

2.2 Sources, search, and selection criteria

The literature search was updated on 29 September 2026. Crossref metadata and the
publisher platforms ACM Digital Library, SpringerLink, ScienceDirect, and Oxford
Academic were searched, with backward citation checking and separate searches of official

JSDT | DGSC | Page 113



Journal of Secure Digital Technologies
ISSN (E): 3136-9340

legal and policy portals. Four English-language search strings were used: ‘artificial
intelligence public sector governance'; ‘algorithmic impact assessment public
administration’; ‘'algorithmic auditing accountability public services’; and 'Kazakhstan
artificial intelligence personal data'. The first 50 Crossref results ranked for each query were
screened (200 records); DOI/title deduplication left 195 unique records. A purposive set of
18 peer-reviewed works was retained after relevance and metadata verification. The legal
corpus comprised the operative official texts and official implementation materials cited in
the references.

Inclusion required a peer-reviewed work or primary official source, a direct
connection to public-sector Al, personal data, impact assessment, algorithmic audit, human
oversight, accountability, or Kazakhstan law, and verifiable bibliographic metadata.
Exclusion criteria were duplicate records, purely technical model-performance papers
without governance relevance, marketing materials, unsourced commentary, and outdated
legal text. This is a targeted structured review, not a PRISMA systematic review; Crossref's
relevance-ranked sample and the English-language search create selection limitations.

[TPEBYETCA [JOIIOJIHUTD: npumoxuTh >KypHal T[OUCKA WA DKCIOPT
pe3yIbTaToOB Crossref/uznarenbckux mwiargopm, MOATBEpXKIaroIMil naTy moucka, 200
IIPOCMOTPEHHBIX 3anuceil, 195 yHukanpHbIX 3amucedt U 18 BkIOYEHHBIX paboT. [o
MNOATBCPKACHUS 3TH YUCIIa CICAYCT paCcCMaTpUBATh KakK 38.}IBJ'I6HHLII71, a HC HE3aBHCHUMO
IIPOBEPEHHBIN IPOTOKOI. |

2.3 Coding and analytical procedure
Table 1. Coding framework

Code family Recorded fields Decision rule Output
Leqal rule Instrument, article, effective date, Use current official text; distinguish Legal ma
g addressee, duty, exception binding rule from guidance g p
Purpose, data, output, user, Classify as Al only where the source  System card and scope
Use case . . . .
affected person, decision effect or technical evidence confirms Al statement
. Lega_ll _ef_fect, material m_fll_Jgnce, Assign the highest Tier criterion Tier decision with
Tier sensitivity, scale, reversibility, . .
: triggered rationale
review
. Hazard, cause, affected right, P, Score inherent risk; record proposed . .
Risk - . Risk register
I, evidence, uncertainty target after controls
Control and Preventive/detective/corrective A co ntrol is effectilve only qfter Evidence pack and gate
. design and operating-effectiveness
evidence control, owner, test, artefact result

testing
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Code family Recorded fields Decision rule Output

Exactly one A; internal audit cannot

! - . RACI matrix
own an operational process it audits

Role R, A, C, |, independence conflict

Risk scores were assigned by the lead author through structured analytical
judgement, not by an expert panel. For each of eight risks, the author applied the published
1-5 anchors, recorded the legal and operational assumptions, and performed a second
consistency pass against the tier rule and control logic. No independent human raters scored
the cases; consequently, inter-rater reliability is not reported. Section 13 specifies the
independent validation required before empirical claims can be made.

2.4 Case boundaries and validation status

The study's evidence is limited to publicly available material. Non-public contracts,
data-flow diagrams, model cards, logs, impact assessments, access reviews, and audit results
were unavailable. The case application is therefore an analytical demonstration of the
framework, not an audit finding about the actual operating effectiveness of Smart Data
Ukimet or eGov Al.

KZ-AIPAG has undergone analytical consistency checking by the lead author but
has not been independently validated. A preregistered panel of 10-15 specialists in
Kazakhstan law, Al/model validation, cybersecurity, audit, and public administration should
independently classify 8-12 standardised scenarios, score probability and impact, assess
control sufficiency, and identify blocking conditions. Fleiss' kappa should assess categorical
agreement and Kendall's W should assess ordinal ratings. Until that study and an operational
pilot are completed, the framework and target scores remain analytically demonstrated
hypotheses rather than validated measurements.

3. Results

3.1 Legal and institutional findings

The comparison produces three principal findings. First, substantive legal safeguards
already exist: purpose specification and proportionality, data protection, conditions
governing automated processing, explanation, objection, and review [2], [4]. Second, the
Law on Artificial Intelligence adds obligations concerning system ownership, risk
management, audit, and transparency [3]. Third, an implementation gap remains: legislation
does not automatically convert each obligation into a coherent set of service-level records,
roles, and tests. This gap may be addressed through secondary regulation, departmental
governance, and system architecture. Legislative amendment is warranted only after
establishing that lower-level mechanisms cannot deliver the required outcome.

The principal conclusion is that the most defensible gap is a governance-and-
evidence gap. High-impact use cases would additionally benefit from consistent
requirements for Al impact assessment, a public register or system card, overseer
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competence, and minimum audit-trail content. Before proposing legislative amendments,
policymakers should determine whether these requirements can be introduced through
sectoral rules, digital-system requirements, and procurement contracts.

Temporal applicability is stated explicitly. The Constitution adopted at the
referendum of 15 March 2026 entered into force on 1 July 2026 [1]. The Law on Atrtificial
Intelligence No. 230-VIII of 17 November 2025 was first officially published on 18
November 2025 and entered into force on 18 January 2026 [3]. Article 19-1 of the Personal
Data Law was introduced by Law No. 231-VIII of 17 November 2025; that amending law
also entered into force after sixty calendar days, on 18 January 2026 [2]. The Digital Code
No. 255-VIII of 9 January 2026 entered into force on 12 July 2026 [4]. The EU Al Act
entered into force on 1 August 2024 and generally applies from 2 August 2026, subject to
staged application [25]; GDPR has applied since 25 May 2018 [26].

3.2 Comparative position and Kazakhstan-specific contribution

The Canadian Directive on Automated Decision-Making operationalises four impact
levels and scales notice, explanation, peer review, human intervention, and recourse
requirements to the level [24]. The EU Al Act uses a different architecture: prohibited
practices, high-risk classification and obligations, transparency duties for specified systems,
and a residual category rather than a single four-level scoring matrix [25]. GDPR Atrticle 22
protects individuals against solely automated consequential decisions and requires
safeguards in defined exceptions, while Article 35 requires a data protection impact
assessment where processing is likely to create high risk [26]. Raji et al. organise internal
algorithmic auditing across the system lifecycle and treat documentation produced at each
stage as part of an integrated audit report [27].

Table 2. Comparative position and Kazakhstan-specific contribution

Classification What KZ- What KZ-AIPAG
Instrument or triaaer Core mechanism AIPAG adds for
99 retains Kazakhstan
Four impact Four escalating Direct mapping to
levels I-1V Mandatory -
Canada based on Uestionnaire and  US€Case tiers Kazakhstan legal
AIA and =C 9 . and duties, public-body
S decision proportionate . .
Directive effects and requirements proportional roles, evidence
s g controls artefacts, and gates
reversibility
Prohibitions, Service-level
high-risk Provider/deployer Risk-based evidence chain
systems, obligations, escalation, compatible with
EU Al Act  specified registration, transparency, Kazakhstan
transparency  conformity and documentation, institutions; no
duties, other  oversight monitoring claim of EU legal
systems equivalence
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Classification What KZ- What KZ-AIPAG
Instrument or trigger Core mechanism AIPAG adds for
99 retains Kazakhstan
Solely
automated Safequards Human review Links Art. 19-1 of
significant 9 ’ S " Kazakhstan's
GDPR L human objection,
decisions; - . ) Personal Data Law
Arts. 22 . intervention, impact -
processing - to a three-working-
and 35 - contestation, assessment, -
likely to day review
. DPIA redress
create high workflow
risk
Lifecycle Lifecvcle Single accountable
. audit of End-to-end recy gate owner, national
Raji et al. -~ - evidence and
organisational internal - legal map, and
2020 - - L .. independent
decisions and  algorithmic audit procurement/agency
challenge -
artefacts evidence pack
Highest Six governance Kazakhstan-specific
triggered Tier 99 bridge from law to
.. domains, Integrated : -
1-4 criterion; ] . - service decision,
KZ-AIPAG evidence chain, operational - :
separate P x | ates. RACI model including the
hazard gates, RALL Digital Code and Al
. monitoring
scoring Law

The novelty is therefore limited but identifiable. KZ-AIPAG does not claim a new
universal theory of Al risk. Its contribution is a jurisdiction-specific compliance-by-evidence
design: it joins Kazakhstan's rules on personal data, automated processing, algorithmic
systems, Al risk management, audit, transparency, ownership duties, and liability to
operational artefacts and public-sector decision authority. This resolves a gap left by
frameworks that are either jurisdiction-neutral, focused on providers, or not connected to a
public service's RACI and legal review clock.

3.3 Use-case classification and risk assessment

Tier assignment is an ex ante classification of the use case, not the arithmetic result
of P x I. The assessor tests six dimensions: legal or similarly significant effect; material
influence on a public official; personal-data sensitivity; population scale; reversibility; and
meaningful review. The highest criterion triggered determines the tier. Controls may reduce
a hazard score, but they do not automatically lower the tier because the underlying public-
authority function remains consequential.

The relationship to P x | is two-dimensional. Tier sets the governance floor for the
service. P x | (1-25) ranks individual hazards and treatment urgency within that service. A
Tier 4 service cannot be treated as low governance merely because a proposed control yields
a target score of 4; conversely, a Tier 1 service with a critical cybersecurity hazard must treat
the hazard before release. A tier may be reduced only when the use case itself is redesigned
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so that the triggering effect, data, scale, irreversibility, or review deficit is removed and
documented.

Inherent risk is assessed before additional controls as probability P x impact I. P uses
five evidence-anchored categories: 1 rare under exceptional conditions; 2 unlikely in
ordinary operation; 3 possible; 4 likely because of scale, exposure, or repeated use; and 5
expected or recurring. | equals 1 negligible, 2 minor and readily reversible, 3 material but
reversible, 4 serious or difficult to reverse, and 5 severe, large-scale, or legally consequential.

Scores are interpreted as 1-4 low, 5-9 moderate, 10-16 high, and 17-25 critical. The
revised matrix reports target residual risk, not observed residual risk, because the proposed
controls have not been tested. A target becomes a residual score only after evidence
demonstrates both control design and operating effectiveness. Each P and | value must be
accompanied by a scenario, data source, control assumption, assessor, and date; unsupported
numerical precision is prohibited.

Acceptance rules are: critical inherent risk blocks deployment pending treatment;
high target risk requires senior written acceptance and independent challenge; Tier 4 requires
senior approval and effective redress regardless of arithmetic score; and any unresolved
legality, discriminatory effect, or absence of meaningful human review is a blocking

condition rather than a risk that can be averaged away.
Table 3. Tier assignment rule and minimum governance

Tier

1 Informational

2 Assisted
processing

3 Material
decision support

4 Determinative

Binding assignment rule

No individual legal effect; no material
influence; no sensitive profiling; error
readily reversible.

Processes personal data or structures
work, but does not materially
determine a consequential outcome.

Output materially influences exercise
of public authority, access, inspection,
eligibility, or risk treatment;
meaningful review remains available.

Solely automated or effectively
determinative consequential outcome,

Ilustrative use

Generic search, FAQ,

non-personal drafting.

Document extraction,
routing, personalised
navigation.

Risk flag,
recommendation,
fraud/anomaly triage.

Automated eligibility,
status, sanction, or

Minimum governance

Owner, source register, notice, basic
security, error channel.

Data map, purpose register, quality
test, access control, human
correction.

Combined Al/privacy impact
assessment, validation, subgroup
testing, reviewer protocol,
independent challenge, monitoring.

Explicit legal basis, senior approval,
independent assurance, effective

or difficult-to- . o - . - ) human intervention, explanation
or high-scale sensitive profiling with similarly significant -
reverse - . - e and redress, enhanced audit and
ineffective or delayed review. classification. s
publication.
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The eight scenarios below are analytical risk hypotheses. P = 2 is not an empirical
frequency estimate; it is a target of 'unlikely' conditional on the stated control package. The
justification differs for each risk and must be replaced by observed evidence after operation.

Table 4. Al privacy risks and target residual scores

Risk and inherent
score

R1 Prompt leakage
3x3=9

R2 Extraction
error3x3=9

R3 Secondary use
4x4=16

R4 False positive 3
x4=12

R5 Automation
bias4 x 4 =16

R6 Inadequate
explanation 4 x 5
=20

Control package

Constrained interface, data-
flow map, no-training
default, DLP tests, short
retention.

Gold dataset, confidence
threshold, sampling,
correction route.

Field-purpose register,
compatibility review,
separated access, change
approval.

Calibrated thresholds,
subgroup tests, proportionate
investigation, human
corroboration.

Reviewer authority, adequate
time, contrary evidence,
reason record, override
monitoring.

Reason template, factor
trace, specialist review,
three-working-day objection
route.

Why target P =2 is
plausible

Exposure should
require a configuration
failure, bypass, or
exceptional input rather
than normal use.

Routine errors should
be detected or
corrected; undetected
material error remains
possible in atypical
documents.

Unauthorised reuse
should require an
approved-purpose
bypass or governance
failure.

A false signal remains
possible, but adverse
action should not
follow without
corroboration.

Rubber-stamping
should become
exceptional if reviewers
must evidence
independent reasoning
and overrides are
reviewed.

A deficient explanation
should be uncommon
when generated reasons
are checked against the
decision record.

Target P

x|

2x2=4

2x2=4

2x3=6

2x3=6

2x3=6

2x4=8

Verification
needed

Prompt sampling,
vendor
configuration
evidence, leakage
test.

Field-level error
rates by document
type and subgroup.

Purpose audit and
access-log sample.

Prospective false-
positive and
outcome analysis.

Decision-file
sampling and
reviewer
observation.

Comprehension
test and appeal-file
audit.
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Risk and inherent Why target P =2 is Target P

Control package

score plausible x|
Re-identification
R7 Re- Controlled environment, should require an
identification 3 x 5 linkage testing, output atypical linkage or 2x4=8
=15 checking, data minimisation.  control failure, not
routine analyst access.
Persistent excess access
R8 Excess RBAC.:/.AB.AC' qL_Ja_rterIy should be unlikely if
privilege 4 x 5 = recer_tlflgatlon, privileged . entitlement changesand 2x4=38
monitoring, alerts, revocation L
20 dormant privileges are

SLA. detected promptly.

Verification
needed

Independent
linkage and
singling-out test.

Access
recertification
sample and alert-
response evidence.

The common target probability does not imply a common causal mechanism. It
represents the same ordinal end-state — unlikely in ordinary operation — reached through
different controls and tested through different evidence. If any verification result fails, the

target score must be withdrawn and the risk re-estimated.
3.4 KZ-AIPAG architecture and lifecycle

KZ-AIPAG is reorganised into three connected views. The decision view moves
from mandate and scope to tier, risks, controls, evidence, independent challenge, and a gate
decision. The domain view assigns six concurrent governance domains: legal and rights;
data; Al and model; cybersecurity; human and organisational; and assurance, audit, and
redress. The lifecycle view ensures that approval is revisited after a material change,

incident, complaint, drift signal, or new data source.
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KZ-AIPAG architecture

2 Data governance
1 Legal and rights governance 3 Al and model governance

Evidence chain
rule — use case — risk — control
— artefact — owner — gate decision

4 Cybersecurity 6 Assurance audit and redress

5 Human and organisational
governance

The domains operate concurrently; the evidence chain connects each domain to a lifecycle decision gate.

Fig. 1. Revised KZ-AIPAG architecture.

The central evidence chain is the model's unit of accountability: rule — use case —
risk — control — artefact — owner — gate decision. A gap at any link prevents a reviewer
from determining whether the legal duty was discharged. The six domains do not operate as
a sequence; each contributes evidence to the same decision file.

Four gates make the structure operational. Gate 1 approves scope and tier. Gate 2
approves design and planned treatments. Gate 3 confirms verification and readiness. Gate 4
decides continued operation after monitoring or a trigger event. The accountable actor signs
a pass, conditional pass, restriction, or no-go decision; conditions must identify an owner
and due date.

This structure incorporates continuous risk management from NIST and ISO, impact
assessment from Canada and GDPR, transparency and high-risk governance from the EU Al
Act, and lifecycle audit documentation from Raji et al. [8], [11], [12], [24]-[27]. Its
jurisdiction-specific element is the Kazakhstan legal map and the service-level evidence and
decision authority attached to it.

The eighteen implementation activities are consolidated into seven stages: mandate
and purpose; legal basis and tier; data mapping and impact assessment; access, oversight,
and security design; testing and independent validation; approval and deployment; and
monitoring, incident response, reassessment, or retirement. Each stage produces a named
artefact and has a transition criterion.
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KZ-AIPAG lifecycle and decision gates

Scope and
mandate

Tier and

Risk and
impact controls

Evidence

Independent
pack challenge

Go no-go
decision

Monitor and
reassess

Tier determines governance intensity; P x | prioritises hazards within the selected tier.

specialists;

IT operations;

material change incident complaint drift or new data source

Fig. 2. KZ-AIPAG lifecycle and decision gates.

3.5 Responsibility allocation
The authoritative role catalogue is: agency head or delegated senior risk owner;
service owner; legal and privacy function; data owner; Al/model owner; Al and data

cybersecurity function;

procurement/vendor-management

function; redress officer; independent validator; internal audit; and vendor. The same labels
are used in the lifecycle, RACI, risk register, and evidence templates. R performs the work,
A is the single operationally accountable approver, C is consulted, and I is informed.

Table 5. RACI for core KZ-AIPAG processes

Process

Purpose and legal
basis

Tier and impact
assessment

Data mapping and
quality

Model validation

A

Agency head

Service owner

Data owner

Independent
validator

R

Service owner;
legal/privacy

Al owner; legal/privacy

Al/data specialists

Al/data specialists

C

Data owner; Al
owner

Data owner;
cybersecurity;
affected-function
representative

Service owner;
legal/privacy;
cybersecurity

Al owner; service
owner; legal/privacy

Internal
audit;
vendor

Agency
head;
internal
audit

Al owner;
internal
audit

Agency
head;
internal
audit
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Process A R Cc |
Agency
Access and_ Cybersecurity IT operations Data oyvner; service _head;
cybersecurity lead owner; legal/privacy  internal
audit
- . Agency
. . Authorised human Legal/!orlvacy, A.I head;
Human oversight Service owner . owner; HR/learning .
reviewers . internal
function .
audit
Agency
Redres_s and Service owner Redress_ officer; Data oyvner; Al _head;
correction legal/privacy owner; IT internal
audit
Agency
Incident response Service owner Cyber§ecur|ty; 4l Legal/ !orlvacy; data head;
operations owner; vendor internal
audit
Head of internal service owner; an%qcy
Independent audit - Internal audit team legal/privacy; "
audit - oversight
cybersecurity body

Internal audit is not accountable for redress, deployment, control operation, or risk
acceptance. Its accountability is limited to the independent-audit engagement and its quality.
Operational ownership of redress rests with the service owner, while the redress officer and
legal/privacy function perform review and correction. This preserves the organisational
independence needed for subsequent assurance.

3.6 Bounded case-study results

Smart Data Ukimet is publicly described as an inter-agency platform for collecting,
storing, and comprehensively analysing public-sector data, with a data lake, hashing, and
depersonalisation functions [37]. Public sources do not establish every model, dataset,
decision path, or control. The application below therefore uses a bounded scenario: linked
inter-agency data are analysed to produce a risk signal that may influence an individual
public-service review. If evidence shows that the output is only aggregate and cannot
materially influence an individual outcome, the tier must be reduced and documented.
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Table 6. End-to-end KZ-AIPAG application to Smart Data Ukimet

Step

Scope and
tier

Risks

Control
verification

Deployment
decision

Operation

Assessment

Linked data and a risk
signal may materially
influence an individual
review: Tier 3. Escalate
to Tier 4 if the output is
determinative or review
is ineffective.

R3 secondary use; R4
false positive; R5
automation bias; R7 re-
identification; R8
excessive privilege.

Proposed controls
reduce target risk, but
operating effectiveness
is unknown.

Public value does not
override unresolved
rights risk.

New datasets, changed
purposes, drift,
complaints, or incidents
can invalidate the
assessment.

Required measures

Confirm legal mandate,
decision effect, affected
groups, and reviewer
authority.

Field-purpose mapping;
subgroup/error testing;
reviewer protocol;
linkage test; least-
privilege design.

Sample decisions, test
access recertification,
challenge linkage, test
correction and override
paths.

Record accepting
authority, conditions,
rollback, monitoring
thresholds, and
complaint channel.

Monitor false positives,
overrides, access
anomalies, complaints,
and linkage changes;
reassess on trigger.

Evidence or
document

Purpose statement;
system card; tier
rationale; legal map.

Risk register;
feature-purpose
register; validation
report; re-
identification report;
access matrix.

Test scripts;
samples; access
review; issue log;
signed remediation
evidence.

Signed go/no-go
record; release and
rollback plan;
public notice;
redress procedure.

Monitoring
dashboard; decision
log; complaint
register;
reassessment
record.

Gate decision

Gate 1 scope:
conditional pass
only if the
individual decision
path is
documented.

Gate 2 design: no-
go while any high
legal or re-
identification risk
lacks treatment.

Gate 3 assurance:
pass only after
blocking findings
close.

Current analytical
outcome:
conditional no-go
pending the
evidence listed
above.

Gate 4
continuation:
suspend or restrict
use when a
threshold is
exceeded.

The decision is deliberately conservative. It does not assert that Smart Data Ukimet
is unlawful or unsafe; it shows that a deployment decision cannot be justified from public
descriptions alone. The missing evidence is itself a governance finding under KZ-AIPAG
because the gate owner cannot verify legality, proportionality, re-identification resistance,
meaningful review, or access control.

An official announcement describes eGov Al as an intelligent search function in
eGov Mobile that helps users locate public services [38]. On the public description, the
baseline classification is Tier 1 if no identifier, profile, or consequential decision is involved,
and Tier 2 if queries are retained, personalised, or routed through components that process
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personal data. Minimum evidence includes a prompt data-flow map, retention and training
configuration, authoritative source register, multilingual quality tests, privacy notice, and
human hand-off. Any later use to recommend eligibility, prioritise a case, or influence an
outcome requires reassessment to Tier 2 or 3.

3.7 Human factors and performance indicators

A technically secure system remains institutionally vulnerable when a public servant
does not understand the model's limits, holds excessive privileges, or merely confirms its
recommendation. Automation bias can turn a human-in-the-loop arrangement into rubber-
stamping; insufficient data literacy impedes recognition of poor data quality; weak cyber
literacy increases phishing and improper-sharing risks; and diffuse responsibility allows the
process owner to shift the substantive decision to the developer.

KZ-AIPAG requires a role-based competence matrix. End users must understand the
system's purpose, uncertainty, and override procedure; data owners, provenance and quality;
legal and privacy staff, applicable rules and redress; Al specialists, validation and drift; and
agency heads, residual risk. For high-risk systems, the right to override, minimum review
time, access to source factors, and protection against adverse consequences for a justified
rejection of the recommendation must be procedurally guaranteed. Training completion is
not a sufficient performance indicator without scenario-based competence testing.

Performance should be measured through complementary indicators: the proportion
of registered systems with an approved tier; current impact assessments for high-risk
systems; sampled decisions with accessible review records; justified override rates; expired
or excessive privileges per 1,000 accounts; redress timeliness; consequential errors per 1,000
outputs; the distribution of verified residual risk; scenario-based staff competence; and
timely audit closure. Each measure requires its source register and interpretive limitation;
document existence, course attendance, zero overrides, or an average risk score cannot
establish effectiveness on their own.

4. Discussion

4.1 Direct answers to the research questions

RQ1. The analysis does not support a regulatory-vacuum thesis: the applicable
instruments establish purpose limitation and proportionality, data protection, conditions for
consequential automated processing, explanation, objection, non-discrimination, and human
review. The substantiated gap primarily concerns operationalisation, evidence, coordination
of inter-agency roles, and control of material changes. Any sector-specific legal gaps must
be established at the level of a particular service.

RQ2. The study develops a four-tier classification in which the tier depends on
decision effect, material influence, data sensitivity, scale, reversibility, and meaningful
review. Tier sets the governance floor; P x | prioritises individual hazards within that tier.
The revised Al-Privacy Risk Matrix connects the risk source, affected right, legal rule,

JSDT | DGSC | Page 125



Journal of Secure Digital Technologies
ISSN (E): 3136-9340

control, evidence, owner, inherent risk, and target residual risk. Because control
effectiveness was not tested, the target scores must not be reported as observed residual risk.

RQ3. KZ-AIPAG comprises Legal and Rights Governance, Data Governance, Al
Governance, Cybersecurity, Human and Organisational Governance, and Assurance, Audit,
and Redress. Unlike a compilation of NIST, OECD, and 1SO recommendations, it introduces
a Kazakhstan-specific evidence chain and service gates, under which transition is permitted
only when a verified artefact and an accountable actor are present.

RQ4. The framework is implemented through eighteen stages from public-purpose
definition to retirement. Its effectiveness is measured through coverage, quality, oversight,
redress, access, drift, residual risk, competence, and audit closure. Potential applications
include departmental regulation, procurement control, project appraisal, and internal audit.
The principal limitations are the absence of non-public documentation and operational
validation. Future research should pilot the framework in a specific public service, validate
the scoring method, compare language groups, and test whether the evidence chain reduces
actual errors and the time required to restore affected rights.

4.2 Interpretation and relation to prior research

The findings support prior research on lifecycle governance and distributed
responsibility [16], [17], [22], while refining it for Kazakhstan: substantive rights are already
established, so the scientific and practical task shifts from declaring principles to
constructing an evidence chain. This is consistent with NIST, where governance informs
mapping, measurement, and management [8]. KZ-AIPAG nevertheless makes the
administrative consequence and the citizen's practical ability to secure review explicit
objects of assurance.

The case studies reveal a distinction between data-centric and interaction-centric
risks. For Smart Data Ukimet, the material issues are linkage, purpose, inter-agency access,
and re-identification. For eGov Al, they are prompt privacy, output reliability, multilingual
quality, and safe hand-off. A single checklist is therefore inappropriate. Nor does the analysis
support the proposition that a large volume of data is inherently unlawful: risk arises from
disproportionate purpose, opaque secondary use, poor quality, excessive access, or the
absence of effective redress.

KZ-AIPAG differs from the compared instruments in its unit of accountability and
its national legal linkage. Canada provides a mature four-level impact tool; the EU Al Act
supplies a binding risk-and-obligations architecture; GDPR provides individual-decision
safeguards and DPIA; and Raji et al. provide an end-to-end audit logic [24]-[27]. KZ-
AIPAG combines these functions only where compatible and adds a Kazakhstan-specific
chain linking Articles 15, 20, 21, and 30 of the Al Law, Article 19-1 of the Personal Data
Law, and the Digital Code to a named public-service owner, evidence artefact, and gate
decision. This is an implementation contribution, not evidence that the framework
outperforms its comparators.
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The theoretical contribution is a compliance-by-evidence model for public-sector Al.
Human oversight is treated as an institutional capacity to change an outcome, and
accountability as a link between the A role, an evidence artefact, and a lifecycle gate. The
practical implication is that implementation should begin not with the acquisition of controls,
but with an inventory of use cases and one end-to-end path from data collection to redress.

An alternative explanation is that the observed implementation gap reflects limited
public documentation rather than deficient internal governance. The framework therefore
treats missing public evidence as a condition that prevents an external assurance conclusion,
not as proof that a public body lacks the relevant control.

4.3 Practical and policy implications

Implementation should begin with a service evidence pack and one accountable actor
for every gate. Dataset-specific linkage tests are required after new inter-agency
combinations; meaningful human review must record authority, review time, reasons, and
overrides; procurement contracts should secure audit rights, change notification, and limits
on vendor data use; and internal audit should test operating effectiveness through sampled
decisions rather than document existence. These measures can be introduced through
departmental rules, system requirements, and procurement controls before legislative
amendment is proposed. Their performance indicators are evidence-pack completeness,
gates with an assigned accountable role, reassessments after linkage changes, quality-
sampled override records, compliant contracts, and timely closure of audit findings.

4.4 Limitations

The study is limited by an English-language, relevance-ranked search; reliance on
public legal and service descriptions; author-assigned ordinal risk scores; and the absence of
contracts, system cards, data-flow diagrams, logs, impact assessments, access reviews, audit
findings, and independent raters. The bounded cases demonstrate analytical use but do not
establish operating effectiveness, causal impact, or comparative superiority. These
limitations restrict generalisation beyond the selected Kazakhstan context.

5. Conclusion

The study finds that the central personal-data challenge in Kazakhstan's Al-enabled
public services is not a complete regulatory vacuum but the absence of a consistently
verifiable bridge between a legal duty and a service-level decision. KZ-AIPAG supplies that
bridge by linking the use-case tier, individual hazards, controls, evidence, accountable roles,
and lifecycle gates.

The scientific novelty is the Kazakhstan-specific compliance-by-evidence model and
its separation of governance intensity from hazard prioritisation. The comparative, legal, and
bounded case analyses support the internal coherence and practical relevance of the model,
but they do not constitute independent validation. Its practical value lies in structuring impact
assessment, procurement, approval, monitoring, audit, and redress around evidence that can
be tested.
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Future research should preregister and conduct the proposed expert study, pilot the
framework in a defined public service, test the scoring anchors and gate thresholds, compare
outcomes across language groups, and measure whether the evidence chain reduces
consequential errors and the time required to restore affected rights.

Data Availability Statement

Data availability. The study uses public legal instruments, official service
descriptions, standards, and publications cited in the reference list. No personal data or
confidential operational datasets were processed. The coding schema is reproduced in Table
2; no separate research dataset was created.

Use of Artificial Intelligence

Use of artificial intelligence. Generative Al tools were used to support language
translation, editorial restructuring, bibliographic cross-checking, and document formatting.
The author remains responsible for source verification, legal interpretation, risk judgements,
and the final text. No claim of expert-panel validation was generated or inferred by Al.
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