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ASKING ANOTHER JURISDICTION WHAT IT HOLDS WITHOUT TELLING IT WHAT YOU
HoLD: PRIVATE ARTIFACT MATCHING WITH A LEDGER-ANCHORED TRANSCRIPT

Abstract: Two authorities investigating related cases would both benefit from
knowing which digital artifacts they hold in common. Neither can afford the usual way of
finding out. Sending a list of hashes discloses the whole holding, including artifacts
belonging to unrelated subjects, to a partner who may be under no obligation to discard it;
and once sent, neither side can prove afterwards what was asked or what was answered. We
apply Diffie-Hellman private set intersection over secp256k1 to this problem and add what
the forensic setting actually needs, which is an auditable record: the Merkle roots of both
blinded transcripts and a digest of the result are committed as a salted field vector and
anchored on a permissioned ledger, so the exchange can later be shown to have happened
exactly as claimed, with the artifact digests themselves never disclosed. We evaluate on
62,973 real artifacts recovered from a FAT32 medium by The Sleuth Kit and foremost. In a
two-device scenario, 32,988 digests against 24,154 with a true overlap of 64, the protocol
returns the intersection exactly, no false positives and no false negatives, in 8.4 s and 3.60
MiB of traffic, which is 2.06 times what a plain digest exchange would cost and discloses
nothing beyond the intersection. Cost is linear: 66 bytes and 0.24 ms per item held.
Anchoring the transcript adds 632 bytes of ledger state and 13 ms, and the disclosable record
Is 2,166 bytes and verifies in 0.96 ms. We also measure a protocol-hygiene failure that is
easy to ship: reusing the blinding exponent across queries makes successive transcripts
identical, letting a counterparty track a holding over time, where fresh exponents give zero
overlap.

Keywords: digital forensics; private set intersection; cross-border evidence
exchange; permissioned ledger; transcript attestation; secp256k1; mutual legal assistance
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3anpoc K Apyroii WPUCAUKIUM 0 €é TaHHBIX 0e3 PACKPBITUA COOCTBEHHBIX:
KOH(UIEHIIUAJILHOE CONOCTaBJIeHne HM(PPOBHIX apTe(aKTOB € 3aKPENJIEHHBIM B
peecTpe TPAHCKPHUIITOM 00MeHa

AHHoTanusi: JIByM BeIOMCTBaM, paccCleIyIOIIUM CBsI3aHHbIE Jeia, ObLIo Obl
MOJIC3HO 3HATh, Kakue nudpossie apTedakThl €cTh y HUX 000uX. HU 0J1HO U3 HUX HE MOKET
MO3BOJIUTh cebe OOBIYHBIA croco0 A3TO BBIACHUTH. llepenaua crmucka Xemnr-3HaueHUN
pacKphIBaeT BECh MACCHB JIAHHBIX, BKJIIOYas apTe(akThl, OTHOCSAIINECS K MOCTOPOHHHM
JUIaM, NapTHEPY, KOTOPHIN MOXKET OBITh He 0053aH €ro YHUUYTOXKHTh; a TI0Cye Mepelad HU
OJlTHa U3 CTOPOH HE MOXKET BIIOCIIEICTBUH J0Ka3aTh, YTO MMEHHO 3aIlPalIMBAJIOCh U YTO
OBLJIO TOTYy4EeHO B OTBET. MBI MPUMEHSIEM MPOTOKOJ KOH(PUACHIUATIHHOTO MepeceUeHUs
mHuoxecTB (PSI) Ha ocHoBe [uddu-Xemmmana Haa kpuBoit SeCp256k1 u qobasiseM To, 4TO
JIENUCTBUTENbHO HEOOXOIUMO B KPUMHUHAIMCTUKE, 2 UMEHHO IIPOBEPSIEMYIO 3alHCh: KOPHU
Mepkia 000MX OCHETUIEHHBIX TPAHCKPUNTOB U JAlJDKECT pe3yibTara (PUKCUPYIOTCS Kak
BEKTOP TOJICH C COJIBIO U 3aKPEIUISIOTCS B paspeniéHHoM (permissioned) pacrpenenéHHoM
peecTpe, Tak YTO BIOCIEACTBUU MOXKHO TOKa3aTh, YTO OOMEH COCTOSJICS IMEHHO TaK, KaK
3asBJIEHO, TIPU ITOM CaMU JaWKeCThl apTe(akTOB HUKOIAA He packpbiBatoTcs. OlieHKa
BBHINTOJIHEHA Ha 62 973 peanbHbIX apredakrax, BOCCTAaHOBIEHHBIX ¢ Hocutens FAT32
cpenctBamu The Sleuth Kit u foremost. B crenapun ¢ aBymst yctpoiictBamu (32 988
JaikectoB mpotuB 24 154 mpu MCTUHHOM mepeceyeHuu 64) MpOTOKOJI BO3BpallaeT
nepeceyeHre TOYHO, 0e3 JI0KHOMOIOKUTENbHBIX U JOKHOOTPULIATEIBHBIX PE3YJIbTAaTOB, 32
8,4 c u 3,60 Mub Ttpaduxa, uro B 2,06 paza OoJyibllle CTOMMOCTH MPOCTOrO0 OOMEHa
JaljpkecTaMM, TPU 3TOM CBEpX IEpecedyeHuss HUYero He packpbiBaeTcs. CTOMMOCTb
nuHenHa: 66 6aiT u 0,24 Mc Ha KaXAbIA AJIEMEHT. 3aKperyieHue TPAHCKPHUITA T00aBIsET
632 Gaiita cocTossHUS peecTpa U 13 Mc, a packpblBaeMast 3aluch 3aHuUMaeT 2 166 Oaiit u
npoBepsiercs 3a 0,96 Mc. MBI Takxke U3MepsieM OIIMOKY THTHEHBI MPOTOKOJIAa, KOTOPYIO
JIETKO JIONYCTUTh HA MPAKTUKE: TOBTOPHOE MCIIOJIb30BAaHUE OCIEIUISIONIEH SKCIIOHEHTHI B
pasHBIX 3ampocax JejlaeT MOCJIeN0BATENbHbIE TPAHCKPHUIITH WACHTUYHBIMUA M ITO3BOJISET
KOHTpPareHTy OTCJEKUBaThb MAacCUB JaHHBIX BO BPEMEHH, TOIJa Kak IPH CBEXHUX
HKCTIOHEHTAX MEePECEYCHNE TPAHCKPUTITOB PABHO HYITIO.

KuroueBble cji0Ba: yugposas kpumuHanucmuxa, KOHQUOeHYualbHoe nepeceuerue
MHOXCECMS, MPAHCSPAHUYHBLI obmeHn 00KaA3amenbCcmeamis; Paspeuénnbll
pacnpedenéunulii peecmp, ammecmayusi mpanckpunma, Secp256K1; ezaumnas npasosas
HOMOWb

O3 epekTepinai ammaii-ak 6acka IPUCIUKIIUIIAH OHBIH JlePeKTePi TypaJbl cypay:
TizlriMae OeKiTIreH ajiMacy TpaHCKpUNTiIMeH HUQPJBIK apTedaKTinepai Kynust
CAJIBICTBIPY
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Anjaarna: Ozapa OailTaHBICTHI ICTEPJII TEPreMTIH €Ki BEJIOMCTBO YIIIH KaHIan
upIIbIK apTedakTiiep ekeyinae ne 0ap ekeHiH Oury naiimansl 6onap emi. bipak omapbH
€IIKAWCHICHI MYHBI aHBIKTAY/IbIH 9JICTTET1 TOCUIIH KOJIIaHa aJIMai Ibl. XeII-MoHIep Ti3IMiH
xK10epy OYKiJ iepeKTep KUBbIHBIH, COHBIH iIIiHAe 0erae TyJiFaiapra THECUTi apTedakTiiepi,
OHBI JKOIOFa MIHJETTI OoJMaybl MYMKIH CEpIKTeCKEe amajibl; ajl >KiOepiIreHHEH KeWiH
TapanTapAblH CLIKAHCHICHl HE CYpalFaHbIH JKOHE HE jKayan OepiireHiH KeiH monmeneit
anMaiinbel. biz secp256k1 kuceirsl yeringe duddu-Xemaman Heri3iHAeri KUbIHIAPIbIH
Kynust KUbUIbICYBI (PS|) XaTTamMachklH KOJAaHaMBbI3 )KOHE KPUMHHAIMCTUKAFA [IBIH MOHIH/IE
KOKET HOPCEHI, SAFHU TEKCEepUIeTIH >kKa30aHbl KOCAMBI3: €Ki COKBIpJIaHAbIPbUIFaH
TPAHCKPHUIITIH Mepki TyOipiiepi MEH HOTIKE IAWJDKECTI TY3JalFaH epicTep BEKTOPHI
perinae Oekiriiim, pykcar erinren (permissioned) TapaTeuIFaH Ti3LTIMIE >Ka3bUIAIbI,
COHJIBIKTAH KEWIH aaMacyAblH JoJI MONIMICITCHACH OTKEHIH Kepceryre OoJianbl, ai
apredakrinepaiy maimkecTTepi emkaman ambuiMaiinel. baramay The Sleuth Kit skome
foremost kypangapsimen FAT32 TachiMasiarbIllibIHAH KAIIbIHA KEITIpUIreH 62 973 HaKThI
apredakTige xyprizingi. Exi KypbUIFbl crieHapuidinae (IblHABl KUBLIBICYBl 64 601aThIH
32 988 xone 24 154 maimpkecT) xaTTaMa KMBUIBICYIBI 1971, JKaJIFaH OH JKOHE JKaJFaH Tepic
HoTHKenepei3, 8,4 ¢ imiHnme koHe 3,60 Mub Tpaduknen kadTapanbl; Oy KaparaibiM
nmaipkecT anMacybsiHaH 2,06 ece kem, Oipak KUBUIBICYAAaH THIC CIITCHE AallbUIMAaIbI.
[IbIFBIH CBHI3BIKTHIK: 9p AJEeMeHTKe 66 Oait xoHe 0,24 mc. TpaHckpunTTi OeKiTy Ti3iLTiM
Ky#ine 632 Gaiit men 13 Mc Kocapl, aj anryra 0oJaThiH ka30a 2 166 6aiTThl KypaiiIpl )KoHe
0,96 mc image Ttekcepineni. Conpaii-ak 013 ic JKy3iHIe OHall >kiOepijeTiH XarTama
TUTHEHACHI KaTECIH OJIIIeHMI3: COKBIPJIAHIBIPY JTOpeke KOPCETKIIIIH cypayiiap apachlHIa
KaiiTa maiganany Oipi3[i TpaHCKpUNTTepAl Oipleil eTesl jkoHE KOHTPAreHTKE JepeKTep
JKUBIHBIH YaKbIT OONBIHIIA OaKbUIayFa MYMKIHIIK Oepei, al op cypayFa jkaHa KepCeTKIII
KOJIJIaHBUIFaH/1a TPAHCKPUNITTEPIiH KUBLUIBICYBI HOJITE TeH 0OTaIbl.

Tyillin ce3nep: yu@pivik KpUMUHATUCMUKA, HCUBIHOAPOLIY KYNUS KUbLLIbICYbL,
Oanendemeniepmer MPAanCUeKapansl aimacy, pykKcam emilceH mapamvliedn miziniM;
mpanckpunmmi ammecmammay, SeCp256K1; ezapa KyxvikmulK Komex

1. Introduction

Investigations overlap more often than they are allowed to admit. Two agencies,
sometimes in two countries, each hold a seized medium, and the question of whether the
same file appears on both is frequently the question that would join two cases into one. The
obvious way to find out is to send a list of hashes. That is also the way that cannot be
defended: a hash list is the whole holding, it covers artifacts belonging to people who are not
suspects in the receiving jurisdiction, and the receiving authority is usually under no
enforceable obligation to forget it.

The problem has a known cryptographic shape. Private set intersection lets two
parties learn the common elements of their sets and nothing else, and the literature is mature
[1], [2], [3], [4]- What the forensic setting adds is a requirement the cryptography does not
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address. An evidence exchange is an event in a case file. Months later somebody will ask
what was requested, what was returned, and whether either side changed its story; and
answering that must not require re-disclosing the inputs. A protocol transcript that only the
two parties hold does not settle such a dispute, because each of them is the party being
doubted.

This paper puts the two halves together. We use Diffie-Hellman PSI over secp256k1,
which is the least exotic construction that meets the requirement, and commit the exchange:
the Merkle roots of both blinded transcripts and a digest of the agreed result are written as a
salted field vector and anchored on a permissioned ledger. Neither side can afterwards claim
to have sent a different set, or to have received a different answer, and the anchored material
discloses nothing, because every field commitment carries 128 bits of salt.

Everything reported here was executed. The corpus is 62,973 artifacts recovered from
a real FAT32 medium with The Sleuth Kit and foremost; the ledger is a three-node etcd Raft
cluster with four endorsing processes signing over TCP; the curve operations are
libsecp256k1. Intersections are checked against ground truth exactly rather than sampled.

The contributions are as follows.

. An exchange protocol that combines PSI with a ledger-anchored transcript,
so that a cross-border artifact query is both privacy-preserving and, afterwards, non-
repudiable by either side.

. A measurement on real forensic artifacts rather than synthetic sets: two
scenarios drawn from one medium, with intersections recovered exactly at 0.24 ms and 66
bytes per item held.

. A quantified comparison against the plain digest exchange that current
practice uses, showing the privacy costs 2.06 times the traffic and roughly a quarter of a
millisecond per item.

. A measured protocol-hygiene result: reusing the blinding exponent across
queries yields transcripts that are byte-identical, which converts a one-off private query into
a persistent tracking channel.

1.1 How Artifact Matching Is Done Now

Operational practice is hash sharing. Reference sets such as the NSRL [5] distribute
digests of known files, and victim-identification programmes circulate hash lists of known
illegal material so that agencies can recognise what they have already seen. The model works
because those lists are meant to be public or semi-public. It does not transfer to case holdings,
which are neither, and where the asymmetry is the point: an agency may be willing to reveal
that it holds one specific artifact while being unwilling, or legally unable, to reveal the other
thirty thousand.

1.2 Private Set Intersection

The Diffie-Hellman construction goes back to Meadows [1] and was developed for
practical use by Huberman et al. [2] and De Cristofaro and Tsudik [3]. Its cost is two
exponentiations per element per party and one group element per element on the wire, which
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is more than modern oblivious-transfer constructions [4], [6] need in raw throughput, but it
Is round-efficient, needs no correlated randomness, and is short enough to implement
without a framework. That last property matters when the code has to be inspected by people
who will not accept a black box in an evidential path. Circuit-based and OPRF-based
protocols scale better for very large sets and would be the right choice above a few million
items; the sets in a single case are usually far smaller than that.

1.3 Ledgers in Forensics

Blockchain work in this area has concentrated on the chain of custody [7], [8], [9],
and more recently on attesting analytical output. The exchange itself has received little
attention, although it is exactly the kind of bilateral act where both parties have an incentive
to remember it differently. Our attestation follows the transparency-log tradition [10], [11]
and reuses salted per-field commitments so that the record of an exchange can be disclosed
without the exchange's content.

1.4 Positioning

Table 1 sets out the alternatives against the two properties that matter here: what the
counterparty learns, and whether the exchange can be reconstructed afterwards by someone
who trusts neither party.

Table 1. Ways two authorities can compare holdings

Method What the partner learns Traffic per Exact result | Auditable later
item
Send digest list the entire holding 32B yes no
Bloom filter exchange | membership, with false <32B no no
positives
OT-based PSI [4], [6] | the intersection only varies yes no
DH-PSI [1], [3] the intersection only 66 B yes no
This work the intersection only 66 B yes yes

2. Methods and Materials

2.1 Problem Setting

Two authorities, A and B, hold sets X and Y of artifact digests taken from media they
have lawfully seized. They wish to learn X and Y's intersection. A learns which of its own
artifacts B also holds; B learns the same about its own. Neither learns anything about the
other's non-matching elements, and neither learns the size of the other's set beyond what the
message volume reveals, which we treat as public.
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2.2 Adversary Model

C1, the honest-but-curious partner. Follows the protocol and then tries to recover the
counterparty's non-matching artifacts from what it received. Against a passive partner the
security of the construction rests on the decisional Diffie-Hellman assumption in the group;
a blinded point reveals nothing about its preimage without the exponent.

C2, the repeat querier. Runs the protocol against the same partner several times over
months, hoping to correlate the transcripts and build a picture of how the partner's holdings
change. Section 3.4 shows this attack succeeds completely against an implementation that
reuses its exponent and fails completely against one that does not.

C3, the revisionist. After the exchange, one side asserts that it asked a different
question, or that the answer was different, typically because the answer has become
inconvenient. This is the adversary the cryptography does not address and the ledger does.

Out of scope: a malicious party that deviates from the protocol to extract more than
the intersection, for example by inflating its input set with guesses. Malicious-model PSI
exists and is more expensive; for the inter-agency setting, where both sides are identified
and accountable, we take the semi-honest model with an anchored transcript to be the
proportionate design, and say so rather than claiming more.

2.3 Protocol Construction

Authority A Authority B
digests of its digests of its
own artifacts own artifacts

exchange

l HEx)2 , iy} 1
collide only on
common items
H(x)? Hly)®
hashed, blinded,

hashed, blinded,
shuffled shuffled

Intersection only.
Transcript roots anchored on the ledger

Fig. 1. The exchange. Each authority blinds its own digests with a single-use exponent,
both sides re-blind what they receive, and only elements held by both collide. The
transcript roots and the result digest are anchored.

Fig. 1 shows the exchange. Each side maps its digests onto curve points and raises

them to a secret exponent drawn fresh for this query:
A sends { H(x)"a : x in X }, shuffled (@8]
B sends { H(y)"b : yin Y }, shuffled (2)
Each side then raises what it received to its own exponent, producing H(x)"ab and
H(y)"ba. Because the group is commutative, an element present in both sets yields the same
point on both sides, and an element present in only one yields a point the other party cannot
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invert. Matching the two doubly blinded sets gives the intersection, and the shuffle before
transmission means position discloses nothing about input order.

Hashing to the curve is by try-and-increment on the compressed encoding, which is
not constant time. That is acceptable because the values hashed are the party's own digests,
not secrets held from itself; the quantity that must not leak is the exponent, and scalar
multiplication is handled by libsecp256k1.

2.4 What the Transcript Commits

The exchange is summarised by four Merkle roots, one over each of the two blinded
sets and each of the two doubly blinded sets, together with a digest of the agreed intersection.
These are placed in a fixed field vector and each field is committed separately:

c = H(0x02 || s || n || enc(v)), s<-{0,1}"128 3)

The Merkle root of the field commitments is the exchange digest, and it is that root,
not the exchange, which reaches the ledger. A party wanting to establish later what was
asked releases the salts for the fields it chooses to open; the rest stay opaque. Because the
wire values are already blinded with an exponent that is discarded after the query, opening
the transcript roots discloses no artifact digest even to a party that later obtains them.

2.5 Corpus and Scenarios

The corpus is a real medium. A 3.5 GB FAT32 volume was populated with files from
280 distribution packages, 30 percent were deleted with mtools, and the volume was refilled
to capacity with further real files, so that clusters were genuinely reused. Artifacts were then
taken from it with libtsk and foremost, giving 62,973 artifacts and 57,080 distinct digests.
Two scenarios partition those digests, and in both the true intersection arises from
duplication that is really present in the corpus rather than being planted.

. Two-device. Authority A holds the digests of the original population, 32,988
of them; authority B holds those of the material written later, 24,154. The true overlap is 64
digests, which is the realistic case: two unrelated devices sharing a handful of common files.

. Even-odd. The artifacts are split by index, giving 29,310 against 29,377 with
a true overlap of 1,607. This is the high-overlap operating point, and it tests whether cost
depends on how much the sets have in common.

2.6 Experimental Setup

Measurements were taken on two allocated cores under CPython 3.11 with
libsecp256kl1 through coincurve, single-threaded. A scalar multiplication costs 49
microseconds on this hardware, which is the unit of account for everything that follows. The
ledger is a deployed three-node etcd 3.4.30 Raft cluster with four endorsing processes
holding Ed25519 keys and answering over TCP sockets.
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3. Results
3.1 Correctness and Cost
(a) cost against set size (b) where the time goes
8 -
—e— protocol wall-clock -4 6 - El hash to curve E re-blind theirs
-@- PSI traffic @ [ blind own [S] match
6 plain digest exchange |, Z 5 [ parse
2 2 B
'%3 2 b= 3.85s 3.6s
2 4 2 o =
= g ©
g & §
2 -1 o)
E
-+~
0 4 | . | -0
0 10000 20000 30000 two-device even-odd

items held by each authority
Fig. 2. (a) Wall-clock and traffic against set size, with the plain digest exchange for
comparison. (b) Where authority A's time goes in each scenario.

Both scenarios returned the intersection exactly: 64 of 64 and 1,607 of 1,607, with
no false positives and no false negatives. Correctness here is not a statistical claim, since the
protocol is exact and the ground truth is set equality on digests; the experiment confirms that
the implementation realises the protocol. Table 2 gives the costs. The two-device query took
8.4 s and moved 3.60 MiB; the even-odd query, with twenty-five times the overlap, took 7.4
s and moved 3.69 MiB. Cost tracks set size and is indifferent to how much the sets share,
which is the privacy property showing up in the performance numbers.

Table 2. Both scenarios, executed on digests of real recovered artifacts

Scenario A items B items True Found Wall-clock Traffic
overlap
Two-device 32,988 24,154 64 64 exact 8.4s 3.60 MiB
Even-odd 29,310 29,377 1,607 1,607 exact | 7.4s 3.69 MiB

Fig. 2(b) breaks down where authority A's time goes in the two-device scenario: 0.87
s hashing its own digests onto the curve, 1.62 s blinding them, 0.21 s parsing what arrived,
1.07 s re-blinding it and 6 ms matching. Two thirds is scalar multiplication, as expected, and
the matching step that people intuitively expect to dominate is noise.

3.2 Against the Plain Digest Exchange

The comparison that matters operationally is with what agencies do now. Sending
raw digests costs 32 bytes per item once; the protocol costs 66 bytes per item, being a 33-
byte compressed point in each of two rounds. The privacy therefore costs 2.06 times the
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traffic in both scenarios and about 0.24 ms of computation per item held. On a 30,000-item
holding that is under four megabytes and under ten seconds, against a plain exchange that
would disclose 30,000 artifacts to obtain 64 answers. Put that way the trade is not close.

3.3 Scaling

Table 3 repeats the protocol on random subsets. Wall-clock rises from 0.29 s at 1,000
items per side to 7.74 s at 32,000, and traffic from 0.13 MiB to 4.03 MiB, both linear in set
size to within measurement noise, and every run returned the exact intersection. Linearity is
the expected behaviour of the construction and the measurement is a check that no accidental
quadratic step crept into the implementation, which is a common way for a matching phase

to go wrong.
Table 3. Scaling on random subsets. Every run returned the exact intersection
Items per side Wall-clock Traffic Bytes per item Plain digest exchange
1,000 0.29s 0.13 MiB 66 0.06 MiB
4,000 0.94s 0.50 MiB 66 0.24 MiB
16,000 3.83s 2.01 MiB 66 0.98 MiB
32,000 7.74s 4.03 MiB 66 1.95 MiB

3.4 Exponent Reuse

A working implementation can be correct and still leak, and this is the way we expect
it to happen in practice. If a party keeps its blinding exponent between queries, its blinded
set is a deterministic function of its holdings, so two transcripts are directly comparable. We
measured it: with a fresh exponent per query, two runs over the same 3,000 items share none
of their wire values, an overlap of 0.000; with the exponent reused, the overlap is 1.000 and
every unchanged artifact is recognisable across the two runs. The intersections agree in both
cases, so nothing in the output would alert an operator. A counterparty that keeps old
transcripts thereby obtains a persistent fingerprint of the other's holdings and can watch it
change, which is precisely the surveillance the protocol was adopted to prevent. Deriving
the exponent freshly per query costs one random scalar.

3.5 Anchoring the Exchange

Committing the transcript and anchoring it on the Raft cluster costs 632 bytes of
ledger state and 13.4 ms in the two-device scenario, against 3.60 MiB and 8.4 s for the
exchange it attests: four ten-thousandths of the traffic. The disclosable record, releasing 12
of its 18 fields, is 2,166 bytes and verifies in 0.96 ms including three real Ed25519 signature
checks. Table 4 collects these. The practical reading is that there is no cost argument against
attesting every exchange.
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Table 4. Cost of attesting the exchange, and the effect of reusing the blinding

exponent

Quantity Two-device Even-odd Note
Ledger state per exchange 632 B 632 B constant
Anchor latency 13.4 ms 6.5 ms real Raft commit
Disclosable record 2,166 B 2,166 B 12 of 18 fields
Record verification 0.96 ms 0.82 ms 3 Ed25519 checks
Wire overlap, fresh exponent 0.000 0.000 runs unlinkable
Wire overlap, reused exponent 1.000 1.000 runs linkable

4. Discussion

4.1 Limitations

Three. The security model is semi-honest: a party that inflates its input set with
guessed digests learns whether those guesses are held, and this construction does not prevent
it, though the anchored transcript does record the set size that was submitted. The cluster
runs on loopback, so the anchoring latency is LAN-class, while the byte counts do not
depend on topology. And the corpus, while genuinely recovered from a real medium by real
tools, is not a seized device; the overlap between our two scenarios arises from duplicate
files in a software distribution rather than from the behaviour of a suspect, so the overlap
sizes should be read as operating points and not as estimates of what real cases share.

4.2 What the Anchor Is For

It is worth being precise about the division of work. The cryptography protects the
inputs during the exchange. The anchor protects the account of the exchange afterwards, and
only that: it establishes that a query with these transcript roots and this result digest
completed no later than its epoch was anchored. It says nothing about whether the inputs
were honestly assembled. Presenting it as more would repeat the error the custody literature
has already made once.

4.3 Fitting Mutual Legal Assistance

Assistance under the Budapest Convention and its second additional protocol [12] is
slow partly because the request itself discloses. An authority must often explain what it is
looking for in order to ask, and that explanation reaches a foreign administration. A private
query inverts the order: the parties establish that there is something to talk about, and only
then does the formal process begin, now with a narrow and well-founded scope. The
anchored transcript gives the later formal step something to point at.
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4.4 Data Protection

Nothing identifiable is written to the ledger. Ledger state consists of epoch roots,
sizes, linkage and signatures, and every field commitment is salted with 128 bits of entropy,
so the anchored record is not personal data recoverable by anyone, which is the property that
makes erasure obligations under the GDPR [13] satisfiable off-chain. The blinded transcripts
themselves are not retained by the protocol; if a party keeps them, the exponent that produced
them is gone.

5. Conclusion

Two agencies can find out what they hold in common without either handing over its
holdings, and the cost of doing so on real forensic artifacts is about twice the traffic of the
disclosure-everything method practised today and a quarter of a millisecond per item. Both
of our scenarios returned the intersection exactly. The part that the cryptographic literature
leaves out, and that a case file needs, is the record: anchoring the transcript costs 632 bytes
and 13 ms, four ten-thousandths of the exchange it attests, and leaves a claim about what
was asked and answered that neither party can later revise. The failure mode to watch is not
the mathematics but the housekeeping. An implementation that reuses its blinding exponent
produces identical transcripts across queries and turns a private question into a standing one,
and nothing in the protocol's output reveals that this has happened.
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