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AN INTEGRATED PROJECT MANAGEMENT MATURITY MODEL FOR DIGITAL QAZAQSTAN
INITIATIVES: EMBEDDING CYBERSECURITY, Al GOVERNANCE AND FORWARD-LOOKING
CYBER-RISK REQUIREMENTS INTO ST RK 1SO 21502-2022

Abstract: The Nationwide Strategy "Digital Qazagstan™ until 2029, approved by
Presidential Decree No. 1311 of 9 June 2026, and its Action Plan, approved by Government
Resolution No. 760 of 26 August 2026, commit central and local state bodies and national
companies to 136 measures, a large share of which deploy artificial intelligence (Al) in
citizen-facing, business-facing and intra-governmental services. Project offices that are now
translating these measures into implementation plans must simultaneously satisfy the
project-management guidance of ST RK ISO 21502-2022, the information-security
requirements of ST RK ISO/IEC 27001-2023 and the Unified Requirements on ICT and
information security, and the emerging Al-management requirements of ST RK ISO/IEC
42001-2025, ISO/IEC 42005:2025, ISO/IEC 42006:2025 and the Law of the Republic of
Kazakhstan "On Artificial Intelligence". Existing project-management maturity models are
domain-neutral and contain no cybersecurity or Al-governance criteria, whereas
cybersecurity and Al maturity models ignore the project life cycle. This article proposes an
integrated project management maturity model (IPM3-DQ) that extends a ST RK ISO
21502-2022 practice-based baseline with three cross-cutting domains: cybersecurity (S), Al
governance (A) and forward-looking cyber risk (F). The model uses a uniform 0-5 anchored
scale, AHP-derived weights differentiated by project class, and a non-compensatory gating
rule under which the maturity level of a project involving critically important digital objects
or Al systems cannot exceed its security or Al-governance level by more than one level. A
worked example of a G2C Al-assistant project shows that the conventional arithmetic-mean
approach classifies the project as "Managed" (3.67), whereas the integrated model places it
at "Defined" (2.67) with Al governance as the binding constraint. A validation protocol
based on expert panels, Kendall's W, Cronbach's alpha and intraclass correlation is specified.
The model gives project offices of state bodies a single instrument for self-assessment, audit
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and semi-annual reporting under the Action Plan, and provides the regulator with a maturity-
based lens for the national cybersecurity standardisation programme.

Keywords: project management maturity; ST RK 1SO 21502-2022; Digital
Qazagstan; cybersecurity; ISO/IEC 27001; ISO/IEC 42001; Al management system; Al
impact assessment; cyber-risk forecasting; public sector; Kazakhstan.

HNHTerpupoBanHasi MoJe/Ib 3pe10CTH IPOEKTHOI0 YIIPaBJICHHSA I
unnnuatus Digital Qazaqstan: BcrpauBanune Tpe6oBaHuii kKudepOe3onacHocTH,
yYHpaBJIeHHs HCKYCCTBEHHBIM MHTE/JIEKTOM M IIPOTHO3HOM OlleHKH KMOEPPHUCKOB B

CT PK ISO 21502-2022

Annotanus: OOmenanmnonanbHas crparerus «Digital Qazagstan» mo 2029 roxa,
yrBepxkaA¢HHas Yka3oM [Ipesunenta Pecriyonuku Kazaxcran ot 9 urons 2026 roga Ne 1311,
u Ilnan nercTBui Mo €€ peayM3auuu, YTBEpKIAEHHBIN MocTtaHoBiaeHueM lIpaBurenscTBa
Pecny6nuku Kaszaxcran ot 26 aBrycra 2026 roga Ne 760, Bo3nararoT Ha IIeHTpaibHbIE U
MECTHBIE T'OCYIApCTBEHHBIE OpraHbl W HalMOHAJIbHbIE KOMIAHUM HcHoJHeHHEe 136
MEPONpPUITHI,  3HAYWTEIbHAs  YacTh  KOTOPBIX  MpeIycMaTpUBaeT  BHEJIPEHHE
ucKyccTBeHHoro uHrtesiekra (M) B cepBuchl Juid  rpaxkiaH, OuszHeca U
BHYTPUTOCYIapCTBEHHOTO B3auMojeicTBus. [IpoekTHbie ouchl, KOTOpbIE B HacTosIIee
BpeMsI NEPEBOASAT 3TU MEPOIPUATUS B IUJIaHbl pealu3allid, JOJDKHBI OJHOBPEMEHHO
coOnronarh TpeOoBaHus pykoBoAcTBa o yrnpasieHuto npoektamu CT PK ISO 21502-2022,
TpeboBanust nHpopmamonnoi OezomacHoctu CT PK ISO/IEC 27001-2023 u Enunsix
tpeboBanuit B obnactu KT u obecneuennss MHPOPMAIMOHHOW 0€30MacHOCTH, a TaKXkKe
dbopmupytomuecs TpedoBanus k ynpasienuto U, ycranosnenusie CT PK ISO/IEC 42001 -
2025, ISO/IEC 42005:2025, ISO/IEC 42006:2025 u 3akonom Pecny6muku Kazaxcran «O6
MCKYCCTBEHHOM HHTeJUIeKTe». CyIIeCTBYIONINE MOJEIN 3PEOCTH IPOEKTHOTO YIIPABICHUS
HEUTpalbHBl K MPEIMETHON 00JacTH M HE COAep)KaT KpUTepHeB KUOepOe30MacHOCTH U
ynpasnenus MU, torna xak monenu 3penoctu kubepoezonacHocty U I He yuuThIBaroT
JKU3HEHHBIM LIMKJI MPOeKTa. B craTee mpeiokeHa MHTETPUPOBAHHAS MOJENb 3PEIOCTH
npoekTHoro ynpasienus (IPM3-DQ), pacuupsitorias 6a30BbIii ypoBEHb, IIOCTPOCHHBIN HA
npaktukax CT PKISO 21502-2022, Tpemsi CKBO3HBIMU JOMEHaMM: KnubepOe3onacHocTs (S),
ynpasienne MU (A) u nporno3nas orenka kudeppuckos (F). Mozenb ucmnonb3yer eanHyo
mkany 0-5 ¢ 3akperméHHBIMU JECKPUIITOPAMH, BECOBbIE KOA(DPHUIIMEHTHI, MOTy4YEeHHbIE
MeTooM aHanuza uepapxuit (AHP) u muddepenunpoBanHbie o KiiaccaM MpPOEKTOB, a
TaK)K€ HEKOMIIEHCATOPHOE MPABUJIO OIPaHUYEHHS, COITIACHO KOTOPOMY YPOBEHB 3PEIOCTH
MIPOEKTa, 3aTParuBaIOLIEr0 KPUTUYECKU BakKHbIE IMPPOBbIe 00BEKTHI Ui cuctemsl U, He
MOYKET MPEBBIIATh YPOBEHb €ro kubepOezonacHoctu uiu ynpasienus MU G6onee yem Ha
onvH ypoBeHb. Paboumii mpumep mpoekta MH-accuctenta G2C moOKa3bIBaeT, dYTO
TPaJUILIMOHHBIH MTOIX0 HAa OCHOBE CPETHETO apU(PMETHUECKOTO OTHOCHUT IPOEKT K YPOBHIO
«Ympasnsemblit» (3,67), Torma Kak HMHTETPUpPOBaHHAsT MOJENIb OIpENEseT €ro Kak
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«PernmameHTHpOBaHHBIN» (2,67), NMPU ATOM OTrPAHMYUBAIONIUM (HAaKTOPOM BBICTYIIAET
ynpasinenue MM. Onucan mnpoTokos BanuAallMM HAa OCHOBE JKCIEPTHBIX IIaHENEH,
kod(durmenta konkopaamuu Kenmamna (W), anbder KponbOaxa u BHYTPHUKIACCOBOU
Koppensuu. MoJiesb MpeJoCTaBiIseT MPOCKTHBIM O(ucaM TOCYyIapCTBEHHBIX OPraHOB
€MHBIA MHCTPYMEHT CAMOOLICHKH, ayJAuTa U MOJIYroJoBoH OT4EéTHOCTU B paMkax [lmana
JICHCTBUM, a pEryjasaTopy — OCHOBAaHHBIM Ha 3pEIOCTH B3IJIAJ Ha HAUUOHAIBHYIO
IporpaMMy cTaHJapTu3anuu B chepe KubepOoe30mnacHOCTH.

KuaroueBsble ciioBa: 3perocms npoexkmuozo ynpasnenus, CT PK ISO 21502-2022,
Digital Qazagstan;, kubepbezonacnocms; ISO/IEC 27001; ISO/IEC 42001; cucmema
MeHeOodCMenma  UCKYCCMBEHHO20 — UHMeNleKma,  oyenka  eosdeucmeuss  HU;
NpOcHO3Uposanue KUbeppuckos, 2ocyoapcmeentulil cekmop; Kasaxcman.

Digital Qazaqstan 6actamajiapbl YIIiH K00a/1bIK 0aCKapyIbIH
HHTErPalMsAJIAHFAH KeMeJJIiK MoJieJli: KubepKayincizaik, ;acanabl HHTeJIEKTTI
O0ackapy koHe kuOepTdyekenaepai 6okamabl 0aranay taananrtapeidn KP CT ISO

21502-2022 crangapThiHA €HTi3y

Annatna: Kazakcran Pecriyonmukacer [Ipe3sunentinia 2026 xKbUtFbl 9 MayChIMIaFbI
Ne 1311 XKapneireiven Oexitinren 2029 sxputra neiinri «Digital Qazagstany sKaambIyJITTHIK
CTpaTerusIChl )KOHE OHBI iCKe achIpy skeHiHeri Kasakcran Pecmyonukace! Ykimetiniy 2026
KbUTFBI 26 Tambiznarel Ne 760 kaynbicbiMeH OekiTuireH Ic-mmapamap skocmapbl OpTalbIK
JKOHE JKEpriiKTI MEMJIEKETTIK OpraHjap MeH YITTBHIK KoMmaHusiapra 136 ic-mmapassl
OpBIHAAYAbl JKYKTEHIi, onapablH enayip Oemiri a3amarTapra, OM3HECKE JKOHe
MEMJIEKETIIIIIK e3apa 1c-KMMbUIFAa apHajFaH cepBUCTepre »acaHabl MHTE/UeKTTI (JKUW)
eHrizyai kesneiimi. Kasipri yakpiTTa OCBI ic-IIapajapAbl iCKe achlpy >KOCHapiapblHa
alHaJABIPHIN XKaTKaH xk00anbiK opuctep 61p mesriiae KP CT ISO 21502-2022 sxobanapast
Oackapy jkeHiHJeri HyckaynblKTbiH TanantapeiH, KP CT ISO/IEC 27001-2023 >xoHe
AKNapaTThIK-KOMMYHHUKAIASIIBIK ~ TEXHOJIOTHSUIAp KOHE  aKMapaTThIK  KayIMCi3IKTI
KaMTaMachl3 €Ty callaChIHJaFbl OipbIHFall TalanTapAblH aKMapaTThIK KayICi3iK
tanantapeit, conmaii-ak KP CT ISO/IEC 42001-2025, ISO/IEC 42005:2025, ISO/IEC
42006:2025 cranpgaptrrapbiMeH koHe <«JKacaHnpl wuHTENIEKT Typanbel» Kazakcran
PecniyGnukacbinbiH 3aHbIMEH O€INTiIEHTeH, KaubnTackil keje skatkaH JKU-mi Gackapy
TanantapbiH cakrayra Tuic. JKobalblKk 6acKapyablH KOJJAHBICTAFbl KEMEJAIK MOJeNbaepi
NOHAIK cayara OelTapan »xoHe kuOepkayinciznik neH KW-ni 6ackapy KputepuiiiepiH
KaMThIMaiibl, an kubepkayincizaik neH KM kemenmik Mojenbaepi >KOOaHBIH eMipilik
nukimiH eckepmeiini. Makanaga KP CT ISO 21502-2022 mpakTukamapbiHa HETi3AEITeH
0a3aybIK IEHT e 11 YIII oTIeN JoMeHMeH — Kubepkayincizaik (S), dKU-ai 6ackapy (A) xoHe
kubeproyekenaepai Oomkamapl Oaranay (F) — keHeWTeTiH XoOanblK OacKapyablH
uHTerpanusuianrad  kemenaik mozeni (IPM3-DQ) yceiHbuFan. Mopenbae OeKiTinreH
neckpunropiapsl 0ap OipbiHFail 0—5 mikanacel, wepapxusiapasl Tangay odaicimen (AHP)
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aJbIHFaH JKOHE »00a CBIHBINITAPhl OOWBIHIIA CapajaHFaH caiaMak KoddduimeHTrepi,
COHJali-aK aca MaHbI3Abl UGPIBIK o0bekTiepai Hemece KM sxyilenepiH KaMTUTBIH
)KOOAHBIH KEMEIIK JCHIeil OHbIH KuOepkayimncizaik Hemece JKIM-nmi G6ackapy AeHreriHeH
Oip AEHrelIeH apThIK aca aJMalThIH ©TeMCi3 meKkTey epexeci Konmanpuiaasl. G2C XU-
ACCUCTEHTI ’K00ACHIHBIH KYMBIC MBICAJIBI JOCTYPJIi OpTaIia apu(pMETHKAIBIK TICLT )KOOAHBI
«backapbutateln» JeHreire (3,67) >KaTKbI3aThIHBIH, ajl WHTErPAlMsUIAHFAH MOJIEIb OHBI
JKW-ni 6ackapy mekreyii ¢aktop 0oJbin TabbuIaThiH «PermaMmentrenren» aeHreu (2,67)
peTiHAe aHBIKTAUTBHIHBIH Kepcereni. Capanramanblk mnaHenpaepre, KeHaamiabiH
koHKopaamus koddounuentine (W), KponOax ambdackiHa IKOHE CBHIHBIIIIILIIK
KOppEJSIUsIFa HETI3[CITCH BaTWJalns XaTTaMachl CUMaTTaiFraH. MoJenb MEMIICKETTIK
opraHjapiablH KoOanblK oducrepine Ic-mapamap ocmapbl IIEeHOEpiHIE ©31H-6031
OaranayiplH, ayIUTTIH JKOHE J>KAPTBDKBUIABIK ECENTUIKTIH OipbIHFal KYpaJbIH, aj
perreyuiire KuUOEpKayilcCi3OiK callachlHIaFbl YITTHIK CTaHAapTTay OargapiamachbiHa
KEMEJIIIKKE HET13/1eTreH KO3KapacThl YChIHA/IBI.

Tyiiin ce3mep: scobanvix backapyovy kemenoiei; KP CT ISO 21502-2022; Digital
Qazagstan; xubepxayincizoik; ISO/IEC 27001; ISO/IEC 42001; scacandvt unmeniexm
MmeHeOdxcmenmi scyiieci; KU acepin bazanay, kubepmayekenoepoi O0nicay, mMmemiekemmix
cexmop, Kazaxcman.

1. Introduction

Public administration in Kazakhstan has moved decisively towards project-based
delivery of strategic initiatives. The Model Regulation of Project Management of State
Bodies, approved by Order No. 2 of the Minister of National Economy of 13 January 2022
and subsequently amended, designates ST RK ISO 21502-2022 as the reference guidance
for project management in state bodies [4, 5]. The institutional importance of this shift was
confirmed by a recent panel study of sixteen regions of Kazakhstan over 2005-2024, which
found that the development of government project offices is positively and significantly
associated with regional economic outcomes, while digitalisation on its own shows no robust
causal effect unless it is matched by organisational capacity [36]. Technology, in other
words, does not substitute for management maturity.

This finding acquires immediate practical weight with the adoption of the Nationwide
Strategy for Large-Scale Digitalisation and Total Implementation of Artificial Intelligence
Technologies "Digital Qazagstan" until 2029 (Presidential Decree No. 1311 of 9 June 2026)
[1] and of its Action Plan (Government Resolution No. 760 of 26 August 2026) [2]. The
Action Plan comprises 136 measures grouped into three directions and twenty priority
programmes (“icebreakers™). Responsible bodies must report on implementation twice a
year, by 5 July and 20 December, to the Ministry of Artificial Intelligence and Digital
Development, which consolidates the information for the Government Office. A large share
of the measures are Al-intensive: a universal Al assistant eGov GPT (measure 26), Al
assistants for civil servants in G2G, G2B and G2C interactions (measures 127-129), an Al
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agent for the e-Otinish petition system (measure 136), Al-based functional analysis of state
functions (measures 130-131), and sectoral targets such as a share of clinical decisions
supported by Al of at least 80 % by 2028. In parallel, Icebreaker 19 "Cybersecurity" sets a
target protection level of at least 90 % for critically important digital objects and tasks the
Ministry, the National Security Committee, the Ministry of Trade and Integration and the
Digital Government Support Centre with developing national cybersecurity standards
through 2029 (measure 117), while Icebreaker 20 "State as a Platform™ mandates the
migration of state information systems to the QazTech platform (measure 125).

Project offices of state bodies and national companies are therefore drafting
implementation plans for projects that are, at the same time, digital-transformation projects,
information-security projects and—increasingly—Al projects. The guidance they are
instructed to follow, ST RK I1SO 21502-2022, is deliberately domain-neutral: it describes
integrated and subject-specific management practices but says nothing about threat
modelling, security attestation, Al impact assessment or supply-chain risk of machine-
learning models. The relevant requirements exist, but in separate instruments: ST RK
ISO/IEC 27001-2023 and ISO/IEC 27005:2022 for information security [8, 9]; the Unified
Requirements on ICT and information security approved by Government Resolution No.
832 of 20 December 2016 [7]; ST RK ISO/IEC 42001-2025 for Al management systems
[10], with national adoption of ISO/IEC 42005 (Al system impact assessment) and ISO/IEC
42006 (requirements for Al management system auditors) planned for 2026 and 2027
respectively [11, 12]; and the Law "On Atrtificial Intelligence” No. 230-V1I1 of 17 November
2025, which classifies Al systems by degree of impact and allocates responsibility across
the life cycle [3]. No instrument tells a project office how mature its project management
must be, as a whole, for these requirements to be met reliably.

The academic literature mirrors this fragmentation. Project management maturity
models (PMMMs) such as OPM3, P3M3, CMMI-based models and the Kerzner PMMM
have been compared extensively [13] but do not include cybersecurity or Al-governance
dimensions; the single published attempt to add cybersecurity extensions to a PMMM for
critical-infrastructure projects [21] predates 1ISO 21502:2020, NIST CSF 2.0 and ISO/IEC
42001. Cybersecurity maturity models [22, 23] and Al maturity models for the public sector
[24] are organisational rather than project-oriented. Methods for forecasting cyber threats
[27, 28] have not been embedded in project planning. For Kazakhstan, the only baseline
measurement of project management maturity dates from 2015 [37], and recent work on the
digital maturity of project offices of state bodies [38] contains no security or Al criteria. A
further, methodological weakness is shared by most maturity instruments: scores are
aggregated by simple arithmetic means with equal weights, without a test of expert
agreement or scale reliability, so that a project with excellent scheduling and absent security
governance can obtain a respectable "high" rating.

The objective of this article is to propose and specify an integrated project
management maturity model for projects implemented under the Digital Qazagstan Action
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Plan—hereafter IPM3-DQ—that (i) retains ST RK ISO 21502-2022 as the normative
baseline mandated for state bodies; (ii) embeds cybersecurity requirements derived from ST
RK ISO/IEC 27001-2023, ISO/IEC 27005:2022 and the Unified Requirements as a cross-
cutting domain; (iii) embeds Al-governance requirements derived from ISO/IEC 42001,
42005, 42006 and the Law on Al as a second cross-cutting domain; (iv) introduces a forward-
looking cyber-risk domain that rewards the use of threat forecasting and probabilistic risk
quantification in project planning; and (v) replaces the arithmetic-mean index with a
weighted, non-compensatory aggregation whose parameters can be derived and validated
with established expert-elicitation and psychometric procedures. The contribution is a design
artefact: the model, its indicator system, its aggregation logic, a worked example, and a
validation protocol.

The remainder of the article is organised as follows. Section 2 reviews related work
and identifies the research gap. Section 3 summarises the regulatory and standards baseline
of Kazakhstan on which the model is built. Section 4 specifies the model. Section 5 presents
a worked example for an Al-assistant project under Icebreaker 20 and the validation
protocol. Section 6 discusses implications, positioning and limitations, and Section 7
concludes.

2. Background and related work

2.1. Project management maturity models and the public sector

Maturity models describe an organisation's capability as a staged progression,
typically across five levels inherited from the Capability Maturity Model. Nikolaenko and
Sidorov [13] compared nine PMMMs (CMMI, OPM3, IPMA Delta, P3M3, SPICE, PM2
Kerzner PMMM, ProMMM and PMMMsm) and concluded that the most robust models are
those anchored in an international body of knowledge; this supports anchoring a national
model in ISO 21502 rather than in a proprietary framework. Early cross-industry evidence
showed median maturity of only level 2 in most assessed components [14], and later work
in the public sector of Pakistan established, with PLS-SEM on 425 respondents, a significant
link between project management maturity and the reputation of public organisations [15].
Zurga's Total Project Management Maturity Model for Slovenian public administration [16]
remains one of very few PMMMs designed for government, and systematic reviews report
a persistent scarcity of empirical studies on PMMM adoption in the public sector. Recent
extensions add new dimensions to PMMMs—most visibly sustainability—which provides a
methodological precedent for extending a PMMM with cybersecurity and Al governance.
Risk-specific maturity assessment for IT projects has been operationalised by Nikolaenko
and Sidorov [17], and fuzzy-AHP has been used to prioritise security-relevant practices in
software development [18]; both demonstrate that weighting and consistency checking are
feasible within maturity instruments.

2.2. Cybersecurity in project management and cybersecurity maturity models
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A 2025 scoping review of 64 studies [19] found that cybersecurity is widely
acknowledged as a critical element of project risk management, yet most project managers
lack the competence to operationalise it and organisational culture is the dominant
moderating factor. Al-Janabi et al. [20] proposed a cyber-resilient IT project management
framework that aligns the cyber-risk management process with the stages of the IT project
life cycle, from business case and charter to closure; it is the closest process-level precedent
for the mapping proposed here. Payette et al. [21] derived six cybersecurity themes from
NIST, C2M2 and CERT-RMM and proposed extensions to the project sub-model of P3M3
for critical-infrastructure projects. On the cybersecurity side, Blyukozkan and Guler [22]
conducted a systematic review and bibliometric analysis of cybersecurity maturity models
and proposed a model with five dimensions, fifteen factors and five levels, noting that earlier
models rarely offer an end-to-end organisational assessment and are seldom validated. NIST
CSF 2.0 [23] introduces the Govern function and four implementation tiers that are
structurally comparable to maturity levels. The harmonised structure shared by ISO/IEC
27001:2022 and ISO/IEC 42001:2023 (clauses 4-10, Plan-Do-Check-Act) facilitates
integrated management systems and, by extension, integrated assessment.

2.3. Al management standards and Al governance maturity

ISO/IEC 42001:2023 is the first certifiable management-system standard for Al; its
Annex A lists controls grouped by control objectives and Annex C enumerates Al-specific
risk sources [10]. ISO/IEC 42005:2025 provides guidance on Al system impact assessment
for individuals, groups and society and is referenced by 42001 for high-impact systems [11];
ISO/IEC 42006:2025 specifies requirements for bodies auditing and certifying Al
management systems, including auditor competence and audit-time calculation [12]. NIST
Al RMF 1.0 structures Al risk management around the Govern, Map, Measure and Manage
functions [25], and the NIST taxonomy of adversarial machine learning distinguishes
evasion, poisoning, privacy and misuse attacks on predictive and generative Al [30]. For the
public sector specifically, Dreyling et al. [24] developed an Al maturity model through a
design-science process with iterative expert refinement, drawing on Estonian experience,
and Vatamanu and Tofan [26] showed, using the technology—organisation—environment
framework, that Al in public administration requires strong governance structures and
comprehensive security measures. The European Al Act [43] and the Kazakh Law on Al [3]
both adopt impact-based classification of Al systems. Empirical studies of ISO/IEC 42001
implementation remain scarce, and we found no study of an integrated 27001 + 42001
system in a government setting.

2.4. Forward-looking cyber-risk assessment

Project risk management in ISO 21502 is retrospective in practice: risks are
registered when identified and re-assessed on request. The cybersecurity literature offers
established means of anticipation. Wang, Neil and Fenton [27] implemented and extended
the FAIR model with Bayesian networks, obtaining results consistent with Monte-Carlo
benchmarks and enabling expected-loss estimates that can inform contingency reserves.
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Landauer et al. [28] reviewed time-series methods in security analytics from intrusion
detection to long-horizon attack prediction. Cheimonidis and Rantos [29] systematised
dynamic risk assessment models, including fuzzy Bayesian networks, which justify re-
assessment at project stage gates rather than at project start only. For Al projects, Cina et al.
[31] surveyed training-data poisoning and defences, Wang et al. [32] formalised the three-
tier large-language-model supply chain, and practitioner taxonomies—the OWASP Top 10
for LLM Applications [33] and MITRE ATLAS [34]—provide threat catalogues suitable for
scenario analysis. Annual threat landscapes such as ENISA's [35] supply empirical base
rates. None of these sources has been integrated into a maturity instrument for project offices.

2.5. Kazakhstan context and research gap

Kazakhstan ranks 24th of 193 countries in the 2024 UN E-Government Development
Index and first among landlocked countries [39], and its eGov portal offered more than 1,200
services to over 15 million registered users by the end of 2023. Narbaev's 2015 assessment
using the project sub-model of P3M3 reported an average maturity of about 2.4 out of 5
across Kazakh organisations [37]. Descriptive studies of project offices in ministries and
regions identify systemic shortcomings, and Taizhanova et al. [38] examined the digital
maturity of project offices of state bodies, but neither strand includes security or Al criteria.
Country-level indices (EGDI, OECD Digital Government Index [40]) do not measure
project-management or security maturity at organisational level.

Five gaps follow. First, PMMMs, cybersecurity maturity models and Al-governance
maturity models evolve in parallel and have not been integrated. Second, no maturity model
is built on ISO 21502, although Kazakhstan's Model Regulation makes it the reference
standard. Third, most maturity instruments are psychometrically weak and rely on additive
indices without reliability testing. Fourth, forecasting of cyber threats is absent from project
maturity assessment. Fifth, no instrument connects project maturity to the Kazakh regulatory
architecture created by the Law on Al, the Unified Requirements and the Digital Qazaqgstan
Action Plan. IPM3-DQ addresses all five.

3. Regulatory and standards baseline
Table 1 lists the instruments on which IPM3-DQ is built and the role each plays in the

model. The selection follows a simple rule: the baseline must be the instrument that state
bodies are already obliged to apply, and cross-cutting domains must be derived from
instruments that are either adopted as national standards or are planned for adoption within
the Strategy's horizon.
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Table 1. Normative instruments underlying IPM3-DQ

Resolution No. 760 of 26
August 2026 (Action Plan,
136 measures, 20
icebreakers) [2]

annual reporting

Status in .
Instrument Kazakhstan Role in IPM3-DQ
Decree No. 1311 of 9 June
é%zzg (Sst:g.t.egzt“ggzlgl [1]: Defines the project population, horizon
d " | In force; semi- (2029) and reporting cycle; Icebreakers

17, 19, 20 supply targets for domains S,
A F

Model Regulation of Project
Management of State Bodies
(Order MNE No. 2 of

13.01.2022, as amended) [4]

In force

Mandates ST RK ISO 21502-2022 and
21503 for state bodies; justifies the
baseline

ST RK 1SO 21502-2022
(ISO 21502:2020, IDT) [5,
6]

National standard,
2022

Baseline: ten practice groups P1-P10

ST RK ISO/IEC 27001-2023
(ISO/IEC 27001:2022, IDT)
[8]; ISO/IEC 27005:2022 [9]

National standard,
2023; 27005
adopted as ST RK

Domain S: ISMS scope, risk
assessment, Annex A controls

Unified Requirements on
ICT and information security
(Resolution No. 832 of
20.12.2016, as amended) [7]

In force

Domain S: mandatory security
requirements for state information
systems and critically important digital
objects; attestation

Law "On Atrtificial
Intelligence"” No. 230-VIII of
17.11.2025 [3]

In force since
18.01.2026

Domain A: impact-based classification,
life-cycle responsibility, national Al
platform

ST RK ISO/IEC 42001-2025
(ISO/IEC 42001:2023) [10]

National standard,
2025

Domain A: Al management system
roles, risk and impact processes, Annex
A controls

ISO/IEC 42005:2025 [11];
ISO/IEC 42006:2025 [12]

National adoption
planned 2026 and
2027

Domain A: impact assessment at
initiation; audit readiness at closure

NIST CSF 2.0 [23]; NIST Al
RMF 1.0 [25]; NIST Al 100-
2 [30]; OWASP LLM Top

International
references (non-
binding)

Domain F: threat catalogues, base rates
and forecasting inputs
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Status in

Kazakhstan Role in IPM3-DQ

Instrument

10 [33]; MITRE ATLAS
[34]; ENISA Threat
Landscape [35]

Note. Numbers of measures and icebreakers are cited from the text of Resolution No. 760 as
published on adilet.zan.kz.

4. The IPM3-DQ model

4.1. Design approach and requirements

The model was developed as a design-science artefact. From the gaps identified in
Section 2 and from the obligations of project offices under the Action Plan, five design
requirements were derived: R1—the baseline must be ST RK ISO 21502-2022 without
modification of its practice structure, so that the model is auditable against the standard state
bodies already apply; R2—cybersecurity and Al governance must be assessed as Cross-
cutting domains along the project life cycle, not as additional practice groups, because they
condition every practice; R3—the scale must be uniform and anchored, so that scores are
comparable across practices, domains and assessors; R4—aggregation must be weighted and
non-compensatory for projects whose failure has security consequences, so that strength in
scheduling cannot mask weakness in security; R5—the instrument must be validatable with
standard expert-elicitation and reliability procedures, and its weights must be re-derivable
when standards change (for example upon national adoption of ISO/IEC 42005 and 42006).
Figure 1 shows the resulting architecture.

Figure 1. Architecture of the IPM3-DQ model
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Base layer: ST RK ISO 21502-2022

10 practice groups P1-P10
X 6 quality attributes K1-K6
(formalisation, planning, resourcing,
risk awareness, control, outcome)

Domain S

Cybersecurity
ST RK ISO/IEC 27001
ISO/IEC 27005,
Unified Requirementd

Domain A

Al governance

ISO/IEC 42001,

42005, 42006,
Al Law No. 230-VIII

Domain F

Forward-looking
cyber risk
(threat forecasting,
FAIR/Bayesian,
stage-gate review)

L l (6 indlcators) JL (6 indIators) )L 5 indiiators) )
e e N\ r 3
Base maturity index B S score A score F score
B=ZXZvi-P_i, Pi=Zw.k-Kik mean of mean of mean of
L * L Slfs AliAG L ‘/Fl—FS )
s )

Weighted aggregation by project class
M=aB+BS+VyA+50F (a B,y dfrom AHP; defaults by Class I /11 / Ill)

v

Non-compensatory gating

M* = min(M, S+ 1, A+ 1)
for Class Il / Il projects

\

Maturity level

L1 Initial ... L5 Optimising
(thresholds on 0-5 scale)

4.2. Scope, assessment units and project classes

The object of assessment is the project management system of an organisation
implementing measures of the Action Plan; the subject is the degree to which the practices
of ST RK ISO 21502-2022 and the cross-cutting requirements are implemented. Assessment
can be performed at three units: the organisation (central or local executive body, national
company), its project office, or an individual project. Because the consequences of
immaturity differ by project type, three project classes are distinguished and determine both

the weights and the gating rule (Section 4.6):

— Class I — ordinary digital projects that do not process personal data at scale, do not
involve critically important digital objects and do not deploy Al systems (e.g.,

measure 72, product identification system);

— Class Il — projects involving state information systems, critically important digital
objects or large-scale personal-data processing under the Unified Requirements (e.g.,
measure 125, migration of state IT systems to QazTech; measure 120, personal-data

access control);

— Class Il — projects deploying Al systems within the meaning of the Law on Al,
with the sub-classification by degree of impact prescribed by that Law (e.g.,
measures 26, 127-129, 136; Al-supported clinical decision systems under Icebreaker

2).

4.3. Baseline layer: practice groups and quality attributes
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The baseline layer preserves the practice structure of ST RK 1SO 21502-2022. Ten
practice groups P1-P10 are assessed: pre-project activities and initiation (P1); planning (P2);
stakeholder engagement and communication (P3); resource and team management (P4); risk
and issue management (P5); quality management (P6); schedule management (P7); cost
management (P8); monitoring, control and change control (P9); and closure, reporting and
lessons learned (P10). Each practice group is scored against six quality attributes K1-K6
that describe how well the practice is institutionalised rather than what the practice is—an
important correction to earlier formulations in which "risk management” appeared
simultaneously as an assessment criterion and as an assessed practice. The attributes are: K1
formalisation (documented procedure, templates, roles); K2 planning quality (completeness
and currency of plans and baselines); K3 resourcing and competence (assigned, trained
personnel and tooling); K4 risk awareness (practice-specific risks identified and owned); K5
measurement and control (metrics, reporting cadence, corrective action); K6 outcome
(evidence that the practice produces its intended result). Appendix A gives the indicators and
evidence sources for each practice group.

4.4. Uniform anchored scale

All practices, attributes and domain indicators are scored on the same 0-5 scale with
anchored descriptors (Table 2). Using a single scale removes the inconsistency, common in
practitioner instruments, between a 1-5 criterion scale, a 0-5 indicator scale and an
interpretation table that begins at 0; it also makes the lowest level (absence of the practice)
explicitly scorable.

Table 2. Anchored scoring scale

Score Anchor Generic descriptor
0 Absent No evidence that the practice or control exists
. Performed ad hoc by individuals; no
1 Initial o .
documentation; results unpredictable
5 Forming Par_tlally docgmented; applied inconsistently
across projects; roles informal
3 Defined _ E_)ocumented, approved_ and applied in all
projects; roles and templates defined
4 Managed |. . Applleq _ syst(?matlcally; _ mea;ured with
indicators; deviations trigger corrective action
Continuously improved on the basis of
5 Optimising | measurements, audits, lessons learned and external
benchmarks

4.5. Cross-cutting domains S, A and F
The three cross-cutting domains are assessed with indicators placed along the project
life cycle, so that each indicator can be verified at the corresponding stage gate of the Model
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Regulation. Table 3 specifies the indicators, their normative source and the evidence an
assessor should request. Domain S (cybersecurity) translates ST RK ISO/IEC 27001-2023,
ISO/IEC 27005:2022 and the Unified Requirements into six project-level indicators. Domain
A (Al governance) translates ISO/IEC 42001, 42005 and 42006 and the Law on Al into six
indicators and applies only to Class Il projects. Domain F (forward-looking cyber risk)
rewards practices that anticipate the threat landscape over the Strategy's horizon rather than
registering threats already materialised; its five indicators are deliberately method-agnostic,
accepting qualitative scenario analysis at lower scores and probabilistic quantification at
higher scores.

Table 3. Indicators of the cross-cutting domains

Code ;?;jg;g)ator (et Normative source Evidence; anchors0/3/5
Object classified (state 1S /
Security  classification | Unified critically important digital object);
S1 and threat model at| Requirements; threat model approved. 0 — none; 3
initiation ISO/IEC 27005 cl. 7 | — classification only; 5 — approved
threat model linked to charter
Security requirements traced to
Security  requirements |ST RK  ISO/IEC | Annex A controls; ISMS scope
S2 and ISMS scope in the | 27001 cl. 4, 6; Annex | covers project deliverables. 0 —
project plan A none; 3 — generic checklist; 5 —
traceable, risk-based requirements
Security  clauses in  tender
Secure procurement and | ISO/IEC 27001 | documentation; supplier
S3 supply-chain A.5.19-5.23; Unified | assessment. 0 — none; 3 — standard
requirements Requirements clauses; 5 — supplier risk
assessment and acceptance tests
Penetration/compliance test
Securi . Unified Requirements | reports; attestation certificate. 0 —
ecurity testing and . N } . ;
s4 attestation before (compliance testing); none; 3 — testing without
commissioning ISO/IEC 27001 remedlf_mon tracklng_; 5_ -
A.8.29 attestation passed, residual risks
accepted formally
_ ISO/IEC 97001 Connectiopto monitoring; i_ncident
S5 Inmd_ent_—response and A5.24-528  Action pIayt?ooks, roles after go-l_lv.e.O—
monitoring handover none; 3 — playbooks exist; 5 —
Plan measure 119 .
tested through exercises
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Code ;?;égf s (s Normative source Evidence; anchors0/3/5
Connection to  "Personal-data
. Law on Personal N .
Personal-data protection . . access control” service; DPIA-type
S6 Data; Action Plan . 0
and access control assessment. 0 — none; 3 — partial; 5
measure 120 .
— connected and audited
Impact assessment report;
Al impact assessment ISO/IEC 42005: Law cIaSS|f|ca.1t|on by dggree_ of impact.
Al |and legal classification 0 — none; 3 — classification without
A on Al No. 230-VIII _
at initiation assessment; 5 —  assessment
approved, mitigations in charter
Named Al owner; Al policy;
Al management roles, | ISO/IEC 42001 cl. 5 | training-data  provenance and
A2 | policy and data | 6, Annex A; NIST Al | quality controls. 0 —none; 3 —roles
governance RMF Govern/Map only; 5 —documented data lineage,
poisoning controls [30, 31]
Model/vendor register; licence and
Al supply-chain and | ISO/IEC 42001 A.10; | update terms; evaluation of third-
A3 | model provenance | LLM  supply-chain | party models. 0 — none; 3 —
management [32] register; 5 — contractual controls
and re-evaluation on update
_ NIST Al 100-2 [30]; Red-team reports against thg
Adversarial and safety relevant threat catalogue. 0 — none;
; OWASP LLM Top 10 : _
A4 | testing before ] 3 — functional tests only; 5 —
[33]; MITRE ATLAS . . .
deployment [34] adversarial testing with
remediation
Oversight  procedure;  model
Human oyerglght, ISO/IEC 42001 cl. 8— performance and drift momto.rlng;
A5 | monitoring and incident | . 1. Al incident process. 0 — none; 3 —
L . 10; Law on Al . h TR
handling in operation oversight without monitoring; 5 —
monitored with escalation
Internal audit records; readiness
A6 Audit readiness of the | ISO/IEC 42006; | for third-party audit. 0 — none; 3 —
Al management system | ISO/IEC 42001 cl. 9 |internal review; 5 — audited by a
competent body
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Code ;?;égf s (s Normative source Evidence; anchors0/3/5
Risk register cites current threat
Use of external threat ENISA ThreaF landscape; refreshed each
) . . .| Landscape [35]; . . .
F1 intelligence in the risk . .-~ reporting period. 0 — none; 3 —
i national monitoring | _. _ .
register cited once; 5 — refreshed semi-
(measure 119)
annually
I Expected-loss estimate for top
2 PLZE}?&:E;:;& of cvber FAIR / Bayesian|cyber risks. 0 — none; 3 -
d y networks [27] qualitative likelihood—impact; 5 —
risk e e
quantified distribution
Re-assessment minutes at each
Horizon scanning and | Dynamic risk | gate; horizon to 2029. 0 — none; 3
F3 scheduled re-assessment | assessment [29]; time- | — re-assessed on request; 5 —
at stage gates series prediction [28] |scheduled at every gate with trend
data
Documented scenarios (prompt
Scenario planning for . | Injection, data poisoning, model
F4 emerging  Al-specific NIST Al 100-2 theft) with triggers. 0 — none; 3 —
MITRE ATLAS o : e S
threats generic; 5 — project-specific with
indicators
Contingency reserve explicitly
Budgeted cyber-risk | ISO 21502 cl. 7.5-|linked to cyber-risk estimates. 0 —
F5 . . .
reserve 7.6; FAIR none; 3 — lump-sum reserve; 5 —
reserve derived from F2

4.6. Aggregation and interpretation
Scores are aggregated in four steps. First, the score of each practice group is the

weighted mean of its six attributes:

B=2ivi-

Pi=Zkwk - Kik, Zkwk=1, k=1...6(1)
Second, the baseline maturity index is the weighted mean of the ten practice groups:
Pi, Zivi=1, i=1...10
Third, each cross-cutting domain score (S, A, F) is the mean of its indicators, or a

(2)

weighted mean where the expert panel has assigned indicator weights. Fourth, the integrated
maturity index is a weighted combination whose weights depend on the project class:

M=aB+pS+ypA+0F, a+tf+y+o=1
The weights w, v and (a, B, v, 6) are derived by the Analytic Hierarchy Process [42]

(3)

from pairwise comparisons made by an expert panel, with the consistency ratio of each
comparison matrix required to be below 0.10. Default values proposed for use until a panel-
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derived set is available are given in Table 4; they encode the policy judgement that security
and Al governance should carry at least half of the weight for Class Il projects.

Table 4. Default domain weights by project class

. -y (A ]
Project class | % (Paseline | B (security | oo 0 once [0 (forward) o rile
B) S) A) looking F)
Class | 0.70 0.20 — 0.10 none
Class Il 0.50 0.30 _ 0.20 %‘ = min(M, S +
M* = min(M, S +
Class Il 0.40 0.25 0.25 0.10 1,A+1)

For Class Il and Class Il projects a non-compensatory gating rule is then applied:
the final index M* cannot exceed the security score, or the Al-governance score, by more
than one scale point:

M* = min(M, S + 1, A + 1)

(4)

The rationale is that a project whose security governance is "initial" cannot be
"managed" as a whole, whatever its scheduling discipline; the one-point tolerance avoids the
opposite error of reducing the whole assessment to its weakest indicator. Finally, M* is
mapped to one of five maturity levels (Table 5). A single interpretation table is used for
practices, domains and the integrated index, eliminating the duplicated and inconsistent level
names found in earlier instruments.

Table 5. Interpretation of scores

*

remge @r [9E (@Er Level Interpretation

any score)

0.00 — 1.49 L1 Initial Practices Iargel)_/ absent or ad hoc; project
outcomes unpredictable

150249 L2 Forming Syst_em_belng established; partial, inconsistent
application

250349 L3 Defined Processes documented and applied; limited
measurement

350 4.49 L4 Managed Process_,es sys_,tematlc_ally applied and measured,
corrective action routine

4.50 — 5.00 L5 Optimising _Contlnu_ous improvement; alignment with best
international practice

4.7. Assessment procedure
The procedure follows five steps that map onto the stage gates of the Model
Regulation: (1) scoping—select the assessment unit, determine the project class and the
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applicable domains; (2) evidence collection—gather the documents listed in Table 3 and
Appendix A, complemented by interviews; (3) scoring—at least two assessors score
independently, after which disagreements are reconciled and inter-rater agreement is
recorded; (4) computation—apply equations (1)—(4) with the current weight set; (5)
reporting—produce the practice ranking, the domain profile and the level, together with
prioritised recommendations, and feed the result into the semi-annual report under
Resolution No. 760. Re-assessment is scheduled at each stage gate for Class Il and Il
projects, which simultaneously satisfies indicator F3.

5. Worked example and validation protocol
5.1. Worked example: a G2C Al-assistant project
To illustrate the computation and the effect of the gating rule, consider a hypothetical

Class 111 project of a central state body implementing measure 129 of the Action Plan (an Al
assistant for civil servants in G2C interactions) on the QazTech platform. The scores below
are illustrative values chosen to represent a project office with sound conventional project
management and an immature Al-governance practice; they are not empirical data. Table 6
gives the attribute scores for the ten practice groups and Table 7 the domain indicator scores.

Table 6. llustrative attribute scores of the baseline layer

Practice group Kl | K2 | K3 | K4 | K5 | K6 Pi
P1 Pre-project and initiation 4 4 4 4 4 4 4.00
P2 Planning 4 4 4 3 4 4 3.83
S R R R R R R
P4 Resources and team 4 3 3 3 4 4 3.50
P5 Risk and issues 3 3 3 3 3 4 3.17
P6 Quality 4 4 3 3 4 4 3.67
P7 Schedule 4 4 4 4 4 4 4.00
P8 Cost 4 4 4 3 4 4 3.83
Er?alglg%mtormg, control and 4 3 3 3 4 4 350
P10 Closure and lessons learned 4 3 3 3 4 4 3.50
Baseline index B (equal weights) 3.67
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Table 7. lllustrative domain indicator scores

Domain Indicator scores Domain score
S — cybersecurity S§1=3,52=3,S3=2,54=4,55=3,S6=4 3.17
A — Al governance '16‘1 =LA2=2,A3=2,AM=1A5=3 A= 1.67
F-—forward-looking | £y _ 5 £5-0 F3=1,Fa=1,F5=1 1.00

cyber risk

Under the conventional approach—the arithmetic mean of practice scores with no
security or Al component—the project obtains 3.67 and is classified as L4 "Managed".
Under IPM3-DQ with the Class Il default weights, equation (3) gives M = 0.40 x 3.67 +
0.25x3.17+0.25 x 1.67 + 0.10 x 1.00 = 2.78, and the gating rule (4) gives M* = min(2.78,
417, 2.67) = 2.67, i.e., L3 "Defined", with Al governance as the binding constraint. The
domain profile makes the diagnosis explicit: the project has not performed an Al impact
assessment (Al = 1), has not tested the assistant against adversarial threat catalogues (A4 =
1) and has no audit trail (A6 = 1); the forward-looking domain shows that cyber risk is neither
quantified nor budgeted (F2 = 0, F5 = 1). The recommendations that follow are concrete and
standard-referenced: conduct an ISO/IEC 42005 impact assessment and classify the system
under the Law on Al before the next stage gate; commission red-team testing against the
OWASP LLM Top 10; and derive a cyber-risk reserve from a FAIR-type estimate. Had the
same scores been treated as a Class | project, M would equal 3.30 (L3) without gating—
showing that the class assignment, not only the scores, drives the result, which is the intended
behaviour.

5.2. Validation protocol

Design requirement R5 demands that the instrument be validated rather than merely
proposed. The following protocol is specified and is being implemented with project offices
participating in the Action Plan; its results will be reported separately. (a) Content validity:
a panel of 15-30 experts drawn from project offices of central state bodies, local executive
bodies and national companies, from the Digital Government Support Centre and from
information-security specialists, reviews the indicator set in two Delphi rounds; indicators
are retained when at least 75 % of the panel rates them relevant. (b) Weights: the panel
performs AHP pairwise comparisons for attributes, practice groups and domains separately
for each project class; matrices with consistency ratio above 0.10 are returned for revision;
group weights are obtained by geometric aggregation. (c) Expert agreement: Kendall's
coefficient of concordance W is computed for the rankings of practices and domains, with
W > 0.5 and p < 0.05 as the acceptance threshold. (d) Reliability: Cronbach's alpha is
computed for the attribute scales within each practice group and for each domain (threshold

JSDT | DGSC | Page 175



Journal of Secure Digital Technologies
ISSN (E): 3136-9340

0.70). (e) Inter-rater agreement: the intraclass correlation coefficient ICC(2,k) is computed
from independent scoring of the same projects by two or more assessors (threshold 0.75). (f)
Pilot application: the instrument is applied to 3-5 projects of different classes drawn from
Icebreakers 19 and 20, and the resulting profiles are compared with the outcomes of security
attestation and with the semi-annual reports, providing a first test of criterion validity. The
protocol follows the measurement-theory recommendations that recent psychometric
evaluations of public-sector digital-maturity frameworks have shown to be routinely
neglected.
6. Discussion
6.1. Positioning relative to existing models

Table 8 positions IPM3-DQ against the models reviewed in Section 2. Its distinctive
features are the combination of a project-life-cycle baseline with security and Al domains,
the forward-looking component and the non-compensatory aggregation. OPM3 and P3M3
provide richer process libraries but no security or Al content; C2M2 and NIST CSF 2.0 tiers
describe organisational cyber capability without a project life cycle; the public-sector Al
maturity model of Dreyling et al. [24] covers Al governance dimensions but not project
delivery; the Secure-by-Design extensions of Payette et al. [21] are the closest precedent but
predate the current standards, lack Al content and were not validated.

Table 8. Comparison of IPM3-DQ with related models

Model Llfe-cycle Securl_ty Al domain Forwgrd- Gating Public

baseline domain looking sector

OPM3/ Yes

PSM3 / (PMBOK No No No No Generic

Kerzner /

PMMM [13] |PRINCE2)

Secure-by-

Design Critical
Yes Yes (NIST, )

PMMM (P3M3) C2M2) No No No infra-

extensions structure

[21]

Cybersecurity

maturity

models [22]; | No Yes Partial Partial No Generic

NIST CSF

2.0 tiers [23]
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Model Llfe-cycle Securl_ty Al domain Forwgrd- Gating
baseline domain looking

Al maturity
modgl for the No Partial Yes No No Yes
public sector
[24]
Digital
maturity of
project . Yes
offices of Partial No No No No (Kazakhstan)
state bodies
[38]

Yes (ST | Yes Yes
IPM3-DQ RKISO |(27001/27005, Yes Yes
(this article) |21502- Unified (42001/42005/42006, | Yes (gating) | (Kazakhstan)

. Law on Al)
2022) Requirements)

6.2. Implications for project offices and the regulator
For project offices, the model converts a diffuse obligation—"take cybersecurity and

Al requirements into account"—into eighteen verifiable indicators tied to the stage gates
they already operate, and it produces a ranked list of practices to improve. Because the
indicator evidence coincides with the documentation that attestation and audit bodies
request, the assessment can be reused for compliance purposes. For the Ministry of Artificial
Intelligence and Digital Development, the integrated index offers a candidate component of
the digital development index of state bodies foreseen by measure 103 and a maturity-based
lens for sequencing the national cybersecurity standardisation programme under measure
117: domains with persistently low scores across many bodies indicate where national
standards, templates or training are most needed. For the Digital Government Support
Centre, which is both a co-executor of measure 117 and the publisher of this journal, the
model provides a basis for guidance material to project offices. The sectoral measures that
already call for maturity and risk KPIs (measure 50 in the energy sector; measure 62 in
agriculture; the data-governance maturity targets of Icebreaker 17) could adopt the same
scale and aggregation logic, improving comparability across sectors.

6.3. Limitations
The study has four limitations. First, the model is presented with a worked example

and a validation protocol, not with completed validation; the default weights in Table 4 are
policy-informed proposals that the AHP procedure will replace. Second, the one-point
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tolerance in the gating rule is a design choice whose sensitivity should be examined in the
pilot. Third, the Al-governance domain depends on standards whose national adoption is
still in progress (ISO/IEC 42005 and 42006), so indicators A1 and A6 will need to be re-
anchored to the final texts of the national standards; the model's modular structure is intended
to absorb such revisions. Fourth, self-assessment by project offices is exposed to optimism
bias, which the two-assessor requirement and the ICC threshold mitigate but do not
eliminate.

7. Conclusion

The Digital Qazagstan Action Plan places 136 digital and Al measures in the hands
of project offices that are obliged to follow ST RK 1SO 21502-2022 but have no instrument
for judging whether their project management is mature enough to meet the cybersecurity
and Al-governance requirements those measures entail. This article has proposed IPM3-DQ,
an integrated project management maturity model that keeps ST RK 1SO 21502-2022 as its
baseline and adds three cross-cutting domains—cybersecurity derived from ST RK ISO/IEC
27001-2023, ISO/IEC 27005 and the Unified Requirements; Al governance derived from
ISO/IEC 42001, 42005, 42006 and the Law on Al; and forward-looking cyber risk—scored
on one anchored scale, aggregated with class-specific weights and subjected to a non-
compensatory gating rule. The worked example shows that the model changes conclusions
in exactly the cases that matter: a project with strong conventional practices and weak Al
governance is downgraded from "Managed" to "Defined", and the reason is made explicit.
The validation protocol specifies how weights, agreement and reliability are to be
established. Future work will report the results of the expert panel and pilot applications,
examine the sensitivity of the gating tolerance, and extend the model to programme and
portfolio level under ST RK ISO 21503, where the aggregation of project-level maturity into
a portfolio-level cyber-risk posture is of direct interest to the Strategy's governance.
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Appendix A. Indicators and evidence for the baseline practice groups
The table lists, for each practice group of ST RK 1SO 21502-2022, the key performance

indicators and the evidence an assessor should examine when scoring attributes K1-K6 on
the scale of Table 2. The list consolidates and corrects the practitioner matrix from which
the model originated: all indicators now use the 0-5 scale and are mapped to the ten practice
groups of Section 4.3.

Table Al. Baseline indicator matrix

Practice group KPI Evidence Anchors (0/3/5)
P1 Pre-proiect and Project charter; business Approved charter; 0 — absent; 3 — partial; 5
r-L Fre-proj justification; stakeholder business case; stakeholder | —approved and linked
initiation A . )
identification register to Action Plan measure
Project management plan; 0 — absent; 3 —
P2 Plannin schedule; resource plan; Approved plan; baseline | approved without
g security and Al requirements | schedule; resource plan baselines; 5 — integrated
included plan with baselines
P3 Stakeholders and StakehoIQer map; . Stakeholgier map; . 0 - ab.sent; 3 -plan
- communication plan; communication plan; exists; 5 — executed and
communication . .
satisfaction survey results measured

0 — absent; 3 —roles
defined; 5 —
competence verified

Resource matrix; utilisation;
P4 Resources and team | role allocation; competence
(incl. security and Al)

RACI; utilisation reports;
training records

0 — absent; 3 — register

Risk register; probability- Risk register; risk matrix; | maintained; 5 —

P5 Risk and issues impact assessment; response . .
o response plan; issue log responses implemented
plan; issue log .
and reviewed at gates
. ) . . | Quality plan; test and 0 absenj[, 3 plan
P6 Quality Quality plan; quality control; review records: defect approved; 5 — controls

defect rate executed, defects

statistics L
minimal

0 — variance > 20 %; 3
Schedule variance; progress | Progress reports; schedule | — variance 5-20 %; 5 —
reporting; forecasting tools | analysis variance < 5 % with
forecasting

P7 Schedule
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Practice group

KPI

Evidence

Anchors (0/3/5)

P8 Cost

Budget approved; cost

variance; financial reporting;

cyber-risk reserve (F5)

Budget; cost reports

0 — variance > 20 %
either way; 3 — 5-20 %;
5 — < 5 % with reserve
analysis

P9 Monitoring, control
and change

Reporting regularity; KPI

control; change log

Reports; KPI dashboard;
change log

0 — absent; 3 — periodic;
5 — systematic with
corrective action

P10 Closure and
lessons learned

Completion act; final report;

knowledge base

Completion act; final
report; lessons-learned
repository

0 — absent; 3 —
prepared; 5 — lessons
reused in subsequent
projects
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