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SECURING THE PHYSICAL-DIGITAL FRONTIER: Al FOR ANOMALY DETECTION IN OT,
10T, AND CRITICAL INFRASTRUCTURE

Abstract: Operational Technology (OT) networks, heterogeneous Internet-of-
Things (loT) deployments, and the information-technology systems that increasingly
converge with them form a physical-digital frontier whose security properties differ
markedly from conventional enterprise IT, since legacy industrial protocols, decade-long
device lifecycles, and strict latency constraints rule out many controls that work well in cloud
and corporate environments while the consequence of compromise extends from data loss
to physical harm. This study reviews the use of artificial intelligence, specifically agentic,
large language model (LLM)-augmented systems, for anomaly detection across this frontier,
drawing on a comparative analysis of current detection literature, field-deployment reports
from energy utilities, and the detection requirements that distinguish OT, lIoT, and IT layers.
The review separates cognitive support, meaning the interpretation of noisy multi-source
telemetry, from execution support, meaning the automated isolation of compromised nodes,
and formalizes a defensive operational uplift metric U = T_manual / T_Al to quantify how
much Al assistance compresses the time between an anomaly occurring and a validated,
actionable alert. Reported field results show uplift ranging from 1.2-2x for novel anomaly
classes with no prior context to 4-10x for cross-source correlation and alert enrichment, with
transformer-based and LLM-correlation techniques consistently outperforming signature-
based and purely behavioral baselines while preserving the explainability that safety-critical
OT deployments require. The study concludes that the salient contribution of Al in this
domain is workflow acceleration rather than autonomy, that edge deployment of quantized
models is the dominant pattern where latency or data sovereignty rules out cloud inference,
and that defenders must anticipate a symmetric risk in which attackers use the same agentic
techniques to evade detection. These findings inform how critical-infrastructure operators
can prioritize Al investment toward analyst support rather than unsupervised automation.

Keywords: agentic Al; anomaly detection; critical infrastructure; defensive uplift;
edge Al; industrial control systems; loT security; LLM-based monitoring; operational
technology; explainable Al
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Oobecneyenue 0e30MACHOCTH HA rpaHuIe (PU3HIECKOr0 U HU(PPOBOTro MUPOB:
HUU nns oOHApYKeHUs] AHOMAJIUI B ONlePALIMOHHBIX TeXHOJI0TusAX, UHTepHeTe Belei
U KPUTHYECKON MH(PpPACTPYKTYype.

Annoramusi: Ceru omnepannoHHbIX TexHonorudt (OT), rereporeHHbIE Cpeabl
Nurtepnera Bemeit (10T) u Bce Oonee cOnmxaromumecs: ¢ HUMU HHPOPMALTMOHHBIE CUCTEMBI
(IT) dopmupyror dusuko-nudpoBoe mpocrpancTBo. CBOCTBa 0€30IMaCHOCTH 3TOTO
MPOCTPAHCTBA 3aMETHO OTJIMYAIOTCA OT TPAAMIIMOHHBIX KOPIOpPAaTUBHBIX |T-cucrem.
YcTapesie NpoOMBIIIIEHHBIE TPOTOKOJIBI, JECATUICTHUE )KU3HEHHBIE LIUKIIBI YCTPOICTB U
CTPOTHE OTPaHWUYCHHSI TI0 3aJICPKKE UCKIIOYAIOT MCIOJIB30BAaHUE MHOTHUX MEpP KOHTPOJIS,
KoTopbie 3P GEeKTUBHO paboTalOT B OOJAYHBIX W KOPHMOPATUBHBIX cpepax. [Ipu stom
MOCIICACTBHSI KOMIIPOMETAIIMU 37I€Ch BAPBUPYIOTCS OT MOTEPH JNAHHBIX JO (PU3UYECKOTO
yiepoa.

B 1aHHOM WCCIIEIOBaHMHM pPAcCMATPUBACTCS HCIIOJIB30BAHUE HCKYCCTBEHHOTO
WHTEJUICKTa, 8 MIMEHHO areHTHBIX CUCTEM Ha 0a3ze OOJbIIUX S3bIKOBBIX Mojienert (LLM), mis
OOHapyXeHHs aHOMaJIWi B 3TOM TNPOCTPAHCTBE. AHAIM3 OCHOBAaH Ha CPaBHCHHH
COBPEMEHHOM JIHUTEpaTyphl MO ACTEKIMH, OTYETOB O MPAKTUYECKOM pa3BepTHIBAHUM Ha
OHEPreTHUSCKUX TPEANPHUATHAX, & TaKXKEe TPeOOBAaHUN K OOHAPYKEHUIO yrpo3, KOTOPHIC
ornuyaroT ypoBHH OT, loT u IT. B o030pe pa3nenstoTcss KOTHUTHUBHAS MOAJAEPIKKA
(uHTEpHIpeTanusl  3alIlyMJICHHOH  TEJIEMETPUU W3  MHOXECTBA  HCTOYHUKOB) H
WCIIOJTHUTEIIbHAS MOAIep)KKa (aBTOMaTHYecKasi N30SI CKOMIPOMETHPOBAHHBIX Y3JIOB).
Taxke Gopmanuzyercss MeTprKa MOBbIIICHUS dQdexkTuBHOCTH 3amuTel U = T_manual /
T_Al nyist Konu4ecTBEHHOU OIEHKU TOT0, HACKOJIbKO moMoIib MU cokparaet BpeMs Mex1y
BO3HUKHOBEHHEM AaHOMAJIMM U CO3JJaHUEM IPOBEPEHHOT0, TOTOBOTO K JICWCTBHIO
OTIOBEIICHHSI.

Pe3ynbTaThl MPakTUYECKOTO MPUMEHEHHUS IMOKA3hIBAIOT POcT 3()PEeKTUBHOCTH B
npenenax 1.2—2X /uis HOBBIX KJIACCOB aHOMAaUi 0e3 MpeaBapUTENbHOIO KOHTEKCTA U B 4—
10X st MEKCHCTEMHOM KOPPEIISAIUY U 000TallleH!s JaHHBIX 00 omoBemeHusX. [Ipu aTom
METObl Ha OCHOBE TpaHchopmepoB M LLM-koppensiuu cTaOUIbHO NPEBOCXOAST
CUTHATYPHBIC W YHUCTO TIOBEJIECHYCCKUE 0a30BbIC TOKA3aTENIM, COXPaHSS OOBSICHHUMOCTD,
HEOOXOUMYIO JUIsl KPUTUYECKH BaXKHBIX C TOUKH 3peHus Oe3omacHoctu cuctem OT. B
WCCJICIOBAHUM JIEAeTCsl BBIBOJ, YTO TJaBHBIM mnpeumytiectBom MM B aToit oGmactu
SBIIIETCS YCKOpPEHHE pabo4yMX MpPOIECCOB, a HE aBTOHOMHOCTh. [lpu 3TOM rpaHuvHOE
passepthiBanue (edge deployment) kBaHTOBaHHBIX MOJCNIEH BBICTYIIACT JOMUHHUPYIOIIUM
NaTTepHOM TaM, TJe 3aJepKKa WM CYBEPEHHUTET [aHHBIX HCKIIOYaloT OO0JIauHbIe
BbIUMCIICHHs. HakoHer, 3aluTHUKaM HE0OXOIUMO YYUTHIBATh CHMMETPHYHBIA PHUCK, ITPU
KOTOPOM 3JIOYMBINIJIEHHUKNA UCTONB3YIOT T€ K€ areHTHbIE METOMBI JJisi 00X0lla CHUCTEM
OOHapyXeHHs. OTH BBIBOJBI TOMOTAIOT ONEPaTOpaM KPUTHUECKOH HHPACTPYKTYPHI
MPAaBUJILHO PACCTaBIATh MPHOPUTETHI MpH WHBecTHpoBaHUM B MU, opueHTHpYSICH Ha
MOJIICP)KKY aHAJTMTUKOB, 2 HE Ha HEKOHTPOJIUPYEMYIO aBTOMAaTH3AITHIO.
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KiroueBbie ciaoBa: aeenmmuviii HHU; obnapyscenue anomanuil;, Kpumuyeckas
ungpacmpykmypa;  nogvluienue  dpgexkmusnocmu  3awumvl;  epaHuyHvii  UU;
npoMbluLieHHble cucmemsl ynpasienus, oezonachocmo 10T, monumopune na daze LLM;
onepayuoHusie mexnoaocuu, oovacuumuli M.

POu3uKaAIbIK-CAaHABIK mekapanbl Kopray: OT, 3aTrTap nHTepHeTi KoHe
MaHbI3/1bl HHPPAKYPbLILIMAAFbl AHOMATUSAIAP/AbI AHBIKTAYFA APHAJIFAH KACAH/IbI
HHTEJUIeKT

Angatna: Onepammsuiblk TexHonormsuiap (OT) keminmepi, reTeporeHimi 3arTap
untepHeti (10T) >xylenepi >xoHe omapMeH OapFaH CaWbIH KIpIril aTKaH aKmapaTThIK
texHonorusutap (1T) xyiienepi GpusukanbIk-UPIBIK KeHICTIKTI Kypaiapl. Byl KeHICTIKTIH
Kayilci3aik  KacueTTepi JASCTypial  KopmopatuBTiK | T-xylenepaen — aiftapiblkrait
epekmeneHeni. Eckipren eHepKacinTik XarTamaiap, KYpbUIFbIIApABIH OH/IAFaH KbUIIapFa
CO3BLIATBIH OMIPIIIK UK KOHE KiJlipiC YaKbIThIHA KOWBUIATHIH KaTaH HIEKTeYyJep OYJITTHI
KOHE KOPIIOPAaTHBTIK OpTaga THIMII JKYMBIC ICTEWTIH KONTEreH Oakpliay MIapajapbiH
KoJJlaHyFa MYMKiHAIK Oepmeiini. CoHbIMEH KaTap, Oys KyilenepaiH Oy3buly caligapbl
JIepeKTEeP/Ii JKOFANITy1aH OacTar (GU3NKAIBIK 3USH KENTIpyre AeHiH jKeTyl MYMKIiH.

byn 3eprreyne atanfaH KEHICTIKTETI aHOMANUSUIapAbl aHBIKTAY YILIIH JKacaHJIbl
WHTEJUICKTTIH, aTan alTKaHIa YJIKeH TULIIK MoaenbaepMer (LLM) kymelTinres areHTTik
KYHeNepaiH KOJNAaHbUTYbl KapacTeIpbulalbl. Tangay Kasipri aHbIKTay o/eOHeTTepiH
CaANTBICTBIPMAJIBI  OaFrajiayra, JHEPTreTHKAIBIK KOCIMOPBIHIAPIBIH TPAKTHKAIBIK EHTI3y
ecenrepine xoHe OT, l0T sxone |IT neHreinepiH epekiuenelTiH KayinTepal aHBIKTAy
tanantapsiHa HerizaenreH. [llomyna KOTHUTHBTIK Kojaay (KemnTereH AepeKKe3nepicH
aNbIHFAaH MIyJdbl TEJIEMETPUSHBI TYCIHAIPY) MKOHE aTKapyIIbUIBIK Kojaay (Oy3blUiFaH
TYHIHIEP1 aBTOMATTHI TYPAE OKIIayiay) 0esek KapacTeipsuiaasl. Conpaii-ak, KM kemeri
AHOMAJUSHBIH Taiia 00JTybl MEH TEKCEPUITeH, OpPEeKeT eTyre NalblH €CKepPTYIiH Kacaaybl
apachIH/IaFbl YaKbITTHI KAHIMAIBIKTHI KBICKAPTATHIHBIH CaHJIBIK Oarayiay YIIiH KOPFaHBICTHIH
THIMALTITIH apTThIpy MeTpukackl U = T_manual / T_Al dopmaTranas.

[IpakTuKaabIK KOJNJIaHbIC HOTHIKEIEpl OypbIH KOHTEKCTI OOJIMaraH *aHa aHOMaJIHus
KJacTapbl YUIH THIMIUTIKTIH 1.2-2 ece, an KyiHeapasblK KOppesus MEH eCKepTynepl
nepexktepMeH OaiibITy yiniH 4—10 ece apTkaHbIH kepceTei. by perre Tpancdopmepiep Mexn
LLM-koppensiusicblHa HETI3[eNreH 9MicTep Kayilci3diK TYpFbIChIHAH MaHb3ael OT
KyHenepiHe KaXeTTl TYCIHIIPMENUIIKTI caKTail OTBIPBIIN, CUTHATYpAaJIbIK JK9HE Ta3a MiHE3-
KYJIBIKTHIK 0a3aiblK KOPCETKITEPACH YHEMI achin Tyceni. 3epTrey Oy cananarsl KU -mig
HETI3r1 yJeci aBTOHOMHSI €MEC, JKYMBIC TPOIIECTEPIH JKEISNNETY JCTeH KOPBITHIHIBIFA
keneni. Connaii-ak, Kijipic HemMece JAepeKTep ereMeHiri OYITThl ecenTeynepal Koaaanyra
MYMKIHIIK OEpMEUTIH Kepiep/ie KBaHTTaJIFaH MOJENbACPl MIEeTKI KYPhUIFbIIAp/Ia €HT13y
(edge deployment) werizri ynari Oonbin TaObutanbl. COHBIMEH Karap, KOpFaylIbLIap
KACKOMIep/iH Je KYHEeH1 aifHaIBIN OTY YIIiH JIOJ OCBIHAAW areHTTIK 9ICTEPal KOJIaHYbI
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MYMKIH CHMMETPHSUIBI TOYEKENAl ecKepyl KepeK. byl TyXbIpbIMAap KPUTHUKAIBIK
uH(ppakypbUlbIM  oneparopiapbiHa JKW-re uHBecTHIUS cally Ke3iHAe OaKbUIayChl3
aBTOMAaTTaHJbIPYFa eMec, caparuibliap/bl Koijgayra 0acbIMIbIK Oepyre KoMeKTece/Ii.

Tyiin ce3nep: acenmmix KU, anomanusanapovl auvlkmay, KpUmMuKaivlk
un@paxypoLivim,; Kopeanvlcmsl muimoinendipy; wemxi XU (edge Al),; ewuepkxocinmik
oackapy ocyuienepi; 10T kayincizoiei; LLM necizinoeci monumopume; onepayusivi
mexwnonoausnap, mycinoipmeni KU,

1. Introduction (Literature Review)

Critical infrastructure, including electricity, water, transportation, healthcare
delivery, and manufacturing, has spent the past two decades digitizing the link between
sensors and decisions. Programmable Logic Controllers (PLCs) talk to historians; Remote
Terminal Units (RTUs) report to SCADA over Ethernet rather than serial; building-
management I0T devices share networks with corporate laptops. The security properties of
these blended environments are not those of traditional IT. Devices were designed for
availability and safety, not confidentiality; firmware lifecycles are measured in years,
sometimes decades; protocol stacks such as Modbus, DNP3, IEC 60870-5-104, S7, and
BACnet authenticate poorly or not at all [1], [2]. The 2010 Stuxnet incident, the 2015 and
2016 Ukrainian grid attacks, the 2021 Colonial Pipeline shutdown, and the 2024 multi-utility
wiper campaigns have made clear that compromise in this domain produces physical, not
merely informational, consequences [3], [4].

The defensive challenge is structural. Attackers need only one usable path, such as a
single dropped packet that an intrusion-detection system misclassifies, one PLC firmware
write that the historian does not flag, or one engineering workstation that an analyst clears
too quickly. Defenders must process the full noise stream from thousands of sensors and tens
of thousands of network flows, and they must do so under latency budgets that, in OT, are
measured in milliseconds rather than seconds [5]. This defensive asymmetry mirrors the
asymmetric advantage discussed in the offensive-Al literature [6]: the attacker's economics
improve whenever Al lowers the cost of producing one useful output, while the defender's
economics improve only when Al lowers the cost of correctly classifying every input.
Because these two conditions are not symmetric, a naive transfer of offensive-Al patterns
onto the defensive side tends to disappoint in practice.

Literature Review. Detection research for OT and IoT environments has evolved
along three broad lines. The first line, signature-based and rule-based detection, relies on
predefined protocol dissectors and blacklists; it remains valued for being deterministic and
auditable but is structurally unable to recognize novel attacks or the absence of legitimate
behavior [7], [8]. The second line, behavioral and statistical detection using autoencoders,
recurrent networks, graph neural networks, and hidden-Markov models, learns a baseline of
normal operation and flags deviation, which captures stealthy process-variable manipulation
that signatures miss but produces high false-positive rates whenever legitimate process
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changes resemble incipient attack [9], [10], [11]. The third and most recent line introduces
agentic, LLM-augmented systems that unify heterogeneous telemetry, including PLC
variable streams, network flows, gateway syslogs, and free-text operator notes, into a single
interpretive narrative, drawing on the broader agentic-Al literature on reasoning-and-acting
architectures and tool use [12], [13], [14], [15]. Across this evolution, a consistent finding is
the analyst bottleneck: critical-infrastructure security operations centers (SOCs) are
constrained less by detection capability than by the rate at which alerts can be validated and
acted upon, since a single high-confidence alert on a turbine-control network may require
coordination across several teams and a documented decision before any containment action
[16].

Research Gap. Existing comparative work on Al-based intrusion and anomaly
detection in OT and loT settings concentrates heavily on detection accuracy reported in
isolated benchmark studies, with comparatively little attention paid to how that accuracy
translates into operational time savings for the human analyst who must still validate the
alert, or to how detection requirements and human-in-the-loop constraints differ across the
OT, 10T, and IT layers within the same organization. Studies that propose a quantitative
metric for the defensive value of Al assistance are scarce, and almost none address the
symmetric risk that the same agentic techniques deployed for defense can be repurposed by
attackers to evade detection.

Research Question(s). This study addresses the following research question: how
should the defensive contribution of agentic, LLM-augmented Al to OT, loT, and critical-
infrastructure anomaly detection be characterized and measured? Specifically, the paper
examines: (1) how Al-driven detection techniques differ in effectiveness and deployment
requirements across the OT, 10T, and IT layers; (2) how the defensive contribution of an Al
agent can be quantified in a way that is operationally meaningful to a security operations
center; and (3) what limitations and symmetric risks remain when Al is deployed for defense
in this domain.

Scientific Novelty. The scientific novelty of this work consists in adapting the
operational-uplift formula from the offensive-Al literature to the defensive context of OT
and 10T anomaly detection, formalized as U = T_manual / T_AlI, and in using this metric to
organize a comparative analysis of detection techniques across the OT, 10T, and IT layers.
This distinguishes the review from prior work in that it evaluates Al's contribution primarily
in terms of analyst workflow acceleration rather than detection accuracy alone, and it
explicitly maps the cognitive-support and execution-support roles of an Al agent onto the
differing human-in-the-loop requirements of each layer.

Contributions. The main contributions of this study are:

. A review of Al-driven anomaly detection techniques for OT, loT, and
critical-infrastructure environments, organized around the cognitive-support and execution-
support distinction;
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. A formalization of the defensive operational uplift metric U = T_manual /
T_Al, together with reported uplift ranges drawn from field deployments at energy utilities;

. A comparative analysis of detection requirements, noise characteristics,
latency budgets, and human-in-the-loop necessity across the OT, IoT, and IT layers;

. Identification of the symmetric risk that Al-driven evasion poses to Al-driven
detection, together with operational recommendations for critical-infrastructure operators.

The remainder of the paper is organized as follows: Section 2 presents the methods
and materials underlying this review; Section 3 reports the comparative results across
detection techniques and infrastructure layers; Section 4 discusses the findings and answers
the research questions; Section 5 concludes the paper.

2. Methods and Materials

This study employs a comparative literature review methodology, supplemented by
field-deployment data reported in industry and academic sources, to evaluate the use of
agentic Al for anomaly detection across OT, 10T, and IT layers of critical infrastructure. The
review draws on peer-reviewed journal articles, conference proceedings published between
2021 and 2026, standards documents (NIST SP 800-82, ISA/IEC 62443, IEC 61508), and
industry threat-landscape and field-study reports from organizations including ENISA,
MITRE, Dragos, and Microsoft Threat Intelligence.

The reviewed literature was classified into four categories of detection technique,
namely signature-based systems, behavioral and statistical machine learning approaches,
deep learning architectures, and agentic LLM-augmented systems. For each category, the
review extracted reported detection signal, deployment constraints, explainability
characteristics, and, where available, a quantitative defensive operational uplift value U =
T _manual / T_Al, defined as the ratio of the wall-clock time required for an unaided analyst
to move from raw telemetry to a validated, actionable alert (T_manual) to the corresponding
time when supported by an Al agent that pre-correlates, hypothesizes, and enriches the alert
(T_Al.

2.1 Cognitive and Execution Support

The review adopts the cognitive-support / execution-support decomposition
established in the agentic-Al literature [12], [13] and applies it to the OT/loT setting.
Cognitive support refers to agent functions whose output is interpretation rather than action,
such as synthesizing a hypothesis from a pressure-variable drift, an out-of-hours login, and
a firmware-upload event on the same VLAN. Execution support refers to functions whose
output materially changes the environment, such as isolating a node or throttling a control-
loop setpoint, and carries a sharper risk profile because erroneous execution can itself
produce a safety incident [17].

2.2 Comparative Criteria Across Infrastructure Layers

For the cross-layer comparison reported in Section 3, the review evaluated each of
the OT, loT, and IT layers against five criteria: data noise characteristics, latency budget, the
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primary benefit that Al contributes, the necessity of human-in-the-loop (HIL) review, and
the typical deployment pattern (edge-only, mixed edge/cloud, or cloud-native).

3. Results

The reviewed literature demonstrates a clear evolution from signature-based
detection toward behavioral machine learning, deep learning, and most recently agentic
LLM-augmented systems. Table 1 summarizes the comparative properties of Al-driven
anomaly detection across the OT, 10T, and IT layers.

Table 1. Comparative properties of Al-driven anomaly detection across OT,
10T, and IT layers (HIL = human-in-the-loop).

Property oT loT IT
Low-medium; High; heterogeneous, High; user-driven
Data noise deterministic process intermittent traffic, broad
signals connectivity legitimate variance
Latency Strict; ms-level for Mixed; real-time to Relaxed; seconds to
budget control loops batch by asset minutes acceptable
Primary Al Context fusion of Behavioral baselining Alert enrichment,

process, network, and

benefit across device classes | correlation, NL triage
operator events
Very high; safety- Moderate; varies by Low-moderate; many
HIL necessity | critical actions need criticality and actions safely
authorization reversibility automatable
Edge-only inference; Mlxe_d edge/cloud; Cloud-native
Deployment device-compute
no cloud egress acceptable

bound

Result 1 (Table 1) demonstrates Contribution 3 — the comparative analysis confirms
that OT, 10T, and IT layers impose substantially different latency budgets and human-in-the-
loop requirements, with OT requiring edge-only inference and very high HIL necessity while
IT can tolerate cloud-native deployment and lower-touch automation.

Table 2 reports Al detection techniques mapped to specific OT/IoT attack categories
together with the key indicator each technique relies on and the defensive operational uplift
U reported in field studies.

Table 2. Al detection techniques mapped to OT/loT attack categories, key
indicators, and reported uplift ranges.

Al Detection Key Signal /

Attack Category Technique Indicator

Uplift Range (V)
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. LSTM / autoencoder Deviation from
Process variable U . )
i . on historian time- physics-consistent 3-7x
manipulation : .
series baseline
Unauthorized LLM correlation of Out-of-hours write-
firmware write login, network, and enable with unknown 4-9x
(PLC) PLC event source IP
Protocol anomaly Slgr!ature plug ) Function code from
behavioral hybrid,; . . 2-5x
(Modbus / DNP3) non-engineering host
graph neural network
Lateral movement Cross-source LLM Sequential anomalies
; correlation of IT and spanning both 4-10x
via OT/IT boundary 4
OT telemetry domains
Adversarial be?](:l?/lijgrnaﬁez;:lz\llelsis Statistically normal
telemetry (Al Y residuals with decoy 1.5-3x
: plus honeypot
evasion) L access
tripwires

Result 2 (Table 2) demonstrates Contribution 2 — the reported uplift ranges show
that Al assistance provides the largest analyst time savings, 4 to 10x, for lateral-movement
and firmware-write scenarios that require correlating multiple heterogeneous sources, and
the smallest, 1.5 to 3x, for adversarial-telemetry cases where attackers actively craft inputs
to defeat the detector.

Across the reviewed studies, transformer-based and LLM-correlation techniques
consistently achieved the highest detection performance while preserving a deterministic
explanation path when paired with rule-based co-detectors, whereas purely behavioral
models without such pairing showed the highest false-positive rates and, in practice, were
frequently disabled by overwhelmed analysts [11]. Edge deployments using quantized small
language models in the 1-7B parameter range were the dominant pattern at latency-
constrained or air-gapped sites, trading a lower accuracy ceiling for compliance with data-
sovereignty and real-time requirements [18], [19].

4. Discussion

This study examined how the defensive contribution of agentic Al in OT, loT, and
critical-infrastructure anomaly detection should be characterized and measured. The findings
indicate that the central value of Al in this domain is acceleration of the analyst's workflow
rather than autonomous decision-making, a distinction that has direct implications for how
critical-infrastructure operators should plan Al adoption.

RQ1 asked how Al-driven detection techniques differ in effectiveness and
deployment requirements across the OT, 10T, and IT layers. The results presented in Table
1 demonstrate that the three layers cannot be treated as a single deployment target: OT's
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strict millisecond-level latency budget and very high human-in-the-loop necessity push
toward edge-only inference and conservative automation, 10T's intermittent connectivity and
heterogeneous device classes favor behavioral baselining with mixed edge/cloud
deployment, and IT's relaxed latency tolerance permits cloud-native alert enrichment and
correlation. This confirms the hypothesis that a single detection architecture transferred
uniformly across all three layers will be miscalibrated for at least one of them.

RQ2 asked how the defensive contribution of an Al agent can be quantified in a way
that is operationally meaningful to a security operations center. The defensive operational
uplift metric U = T_manual / T_Al, together with the per-attack-category ranges reported in
Table 2, demonstrates that uplift is most informative when measured per alert class rather
than in aggregate, since the same underlying agent architecture yields markedly different
time savings depending on whether the task is straightforward cross-source correlation (4-
10x) or adversarial-telemetry detection (1.5-3x). This partially supports the hypothesis that
a single uplift number can summarize Al's defensive value; it does so only when reported
per alert class, and an aggregate figure would obscure the categories where Al assistance is
weakest.

RQ3 asked what limitations and symmetric risks remain when Al is deployed for
defense in this domain. The results confirm that three limitations persist: first, advanced
detection models often function as black boxes, which is difficult to reconcile with the audit
requirements of safety regimes such as IEC 61508 and IEC 62443 [20]; second, dataset
quality and the rapidly evolving nature of attacker tradecraft mean that reported uplift figures
may not generalize to novel attack classes, consistent with the lower 1.2-2x uplift observed
for anomaly classes with no prior context; and third, the same agentic techniques that
produce defensive uplift are available to attackers, who can fingerprint a deployed detection
model and craft adversarial telemetry that produces statistically normal residuals [21]. This
confirms the hypothesis that Al detection is best treated as a productivity layer over robust
workflow controls rather than a substitute for them.

Practical Implications

The findings suggest that critical-infrastructure operators should prioritize Al
investment toward cognitive support, meaning alert enrichment and cross-source correlation,
before extending Al into execution support, and should measure uplift per alert class during
the first months of any deployment so that categories with weak uplift are identified early
rather than masked by an aggregate figure. Security operations teams should also retain rule-
based co-detection alongside transformer-based or LLM-correlation models specifically to
preserve the deterministic explanation path that safety-engineering audit regimes require.

Limitations of the Study

Several limitations should be acknowledged. First, this study is a comparative
literature review rather than an original empirical evaluation, and the uplift figures reported
in Table 2 originate from a small number of field studies at energy utilities, which may not
generalize to other critical-infrastructure sectors. Second, performance metrics across the
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reviewed studies were obtained using different datasets, telemetry sources, and experimental
settings, which limits direct comparability. Third, because generative Al techniques are
evolving rapidly on both the defensive and offensive sides, the attack and evasion patterns
surveyed here may shift before standardized cross-sector benchmarks become available.

5. Conclusion

The defensive use of Al in OT, 10T, and critical-infrastructure environments is best
understood as workflow acceleration rather than autonomy. Agents that interpret complex
telemetry, enrich alerts with industrial context, and rank candidate hypotheses lift the analyst
over the per-alert triage ceiling that has, for a decade, constrained critical-infrastructure
security operations centers.

The scientific novelty of this work, namely adapting the operational-uplift formula
U=T _manual / T_Al to the defensive OT/IoT context and using it to organize a comparative
analysis across infrastructure layers, has been confirmed by the per-attack-category uplift
ranges in Table 2 and by the cross-layer comparison in Table 1, which together demonstrate
that Al's defensive value depends systematically on both the layer in which it operates and
the specific class of alert it supports, rather than being a single, uniform quantity.

Three operational conclusions follow. First, Al should be treated as a productivity
layer over robust workflow controls, including network segmentation, change-control
authentication, and out-of-band confirmation for safety-critical actions, rather than a
replacement for them. Second, edge deployment with quantized models is the appropriate
pattern wherever latency or data-sovereignty requirements rule out cloud inference, and the
lower accuracy ceiling that results should be offset with a curated, plant-specific retrieval
store. Third, defenders should anticipate that Al-driven evasion of Al-driven detection is the
natural next step, and should design workflow controls that do not depend on the detection
layer remaining uncircumventable.

Future research should produce standardized defensive-uplift benchmarks across
utility classes beyond energy, develop telemetry channels resistant to in-loop manipulation
by adversarial agents, and extend the agent framework to multi-site federation in which
insights from one plant inform detection at another without leaking operational data. The
frontier of critical-infrastructure cyber defense is not a smarter model; it is a faster, better-
supported analyst, and the operators that compress their own detection-to-response loop
most effectively will set the terms of operational resilience for the years ahead.
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