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PRIVACY RISKS AND DATA PROTECTION READINESS IN Al MARKETING IN
KAZAKHSTAN

Abstract: Artificial intelligence (Al) is entering the marketing practice of Kazakhstani
companies at the same time as the national legal framework for personal data and Al is being
tightened: the Law on Personal Data and Their Protection was amended in 2025-2026, the
Law on Atrtificial Intelligence entered into force on 18 January 2026, and the Digital Code
on 12 July 2026. No empirical evidence exists on whether businesses that intend to use Al
in marketing understand the privacy and security obligations this creates. This study provides
a baseline measurement of that readiness taken immediately before the Law on Artificial
Intelligence entered into force. An anonymous online survey of 41 representatives of
Kazakhstani companies and startups (15 items: 8 closed, 6 five-point Likert items, 1 open-
ended question answered by 24 respondents) was analysed by descriptive statistics and
thematic analysis, and respondents’ perceptions were mapped onto the obligations of the
three legal instruments. The results show a readiness—compliance gap: 80.5% of respondents
regard Al integration as a condition of competitiveness, 87.8% intend to use Al tools in
marketing and 95.1% already use consumer Al applications; 70.7% agree that Al creates
significant risks for customer data, yet the risks they name (Al-enabled phishing and data
theft, system failures, attacks on Al infrastructure, privacy violation, manipulation) are
framed as external threats, and no respondent referred to the company's own obligations as
an operator of personal data. Data security appears in 10 of 24 open-ended responses, but
only 2 refer to legal requirements. The mapping shows that none of eight obligation groups
is reflected in respondents' perceptions and that routine use of foreign generative Al services
with customer data most directly exposes the localisation and cross-border transfer
requirements. The scientific novelty of the work lies in the first empirical, obligation-level
reading of business perception against Kazakhstan's three-instrument framework; the
resulting mapping can serve as a compliance checklist for Al marketing, and a
supplementary survey module is proposed for subsequent waves.

Keywords: personal data protection; artificial intelligence; Al marketing; privacy risk;
regulatory readiness; generative Al; cross-border data transfer; compliance; Kazakhstan
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NHN-mapkerunr B Kazaxcrane: pucKH NPUBATHOCTH M TOTOBHOCTD K
3aluTe JAHHBIX

AnHoranusi: VckyccrBenHbiii untemiekt (M) BXOOUT B MapKETHMHIOBYIO IPAKTUKY
Ka3aXCTAHCKUX KOMITAHUN OJHOBPEMEHHO C Y)KECTOYEHHEM HAallMOHAJIBHOM HOPMAaTUBHOMN
6a3pl B cepe mepcoHanbHBIX AaHHBIX M MU: 3akon «O mepcoHaNbHBIX JaHHBIX U UX
samuTe» u3MeHeH B 20252026 rogax, 3akoH «O0 MCKYCCTBEHHOM MHTEIUIEKTE) BCTYITHII
B city 18 siaBapst 2026 rona, Ludposoit kogexe — 12 urons 2026 roga. DMIUPUIECKIX
JAaHHBIX O TOM, IOHUMAIOT JIU KOMIIaHWH, HamepeBaromuecs npuMenats MU B MapkeTunre,
BO3HHKAIOIINE TPH 3TOM 00S3aTeNbCTBA B 00JaCTH NMPUBATHOCTH M O€30MACHOCTH, HET.
UccnenoBanne maér 0a30Boe  HM3MEpPEHHWE TaKOW  TOTOBHOCTH,  BBITIOJIHEHHOE
HEMOCPEACTBEHHO Iepe]] BCTYIJICHUEM B cuily 3akoHa 00 VM. AHOHUMHBII oHJIaltH-0npocC
41 npencraBuTelis Ka3aXCTaHCKUX KOMIIaHUH U crapTanos (15 Borpocos: 8 3akphIThIX, 6 1O
naTuOanabHON mkane Jlaiikepra, 1 OTKpBITHINA, Ha KOTOPBIA OTBETHIIM 24 PECIIOH/IEHTA)
[IPOAHAIIM3UPOBAH METOJAaMHU OINMCATENbHONM CTATUCTUKM M TEMAaTUYECKOro aHajiu3a, a
IPEJCTaBICHUS PECIIOHACHTOB COITOCTABJIECHBI C 003aHHOCTSAMU 110 TPEM IIPABOBBIM aKTaM.
Pe3ynbTaThl BBISIBIAIOT pa3pblB MEXAY T'OTOBHOCTBIO K BHEJIPEHHI0 M TOTOBHOCTBIO K
cobmoniennto TpedboBanuit: 80,5% pecrnonneHToB cuMTaroT UHTerpauuto MU ycrnoBuem
KOHKypeHTocrnocoOHocTH, 87,8% HamepeHbl wucnonb3oBarb HWU-uHCTpymMeHTH B
MmapkeTunre, 95,1% yxe mnonb3ytorcs norpedutensckumu WU-npunoxenusmu; 70,7%
cornacHbl, uto MU co3maér 3HaunMble puCKU JUIsl TaHHBIX KJIMEHTOB, OJIHAKO Ha3blBaeMble
UMM pUCKHU ((PUIIMHT M Kpaka AaHHBIX ¢ nomomibio MU, cbou cuctem, ataku Ha NU-
UH(QPaCTPyKTYypy, HapylLIEeHHE MPUBATHOCTHU, MAHUITYJISALUS) ONMUCHIBAIOTCS KaK BHEIIHHE
yIpo3bl, 1 HU OJJMH PECIIOHJEHT HE YIOMSIHYJ COOCTBEHHbIE 00S3aHHOCTH KOMIIAHUM Kak
orepaTopa NEpCOHAIBHBIX JaHHBIX. be3omacHOCTh AaHHBIX HpHcyTcTBYeT B 10 u3 24
OTKPBITBIX OTBETOB, HO JIMIIb B 2 YHNOMHHAIOTCS TpeboBaHMs 3akoHa. ComocTaBieHHE
MOKA3bIBAET, YTO HU OJHA U3 BOCBMU IPYII 005S3aHHOCTEN HE OTpakeHa B MPECTABICHUAX
PECIIOHJICHTOB, a TOBCEJHEBHOE UCIOIb30BaHUE 3apyOexHbIX reHepaTHBHbIX N -cepBrcoB
C JIaHHBIMM KJIHMEHTOB HauOoyiee NpsSAMO 3aTparuBaeT TpeOOBaHMS JOKATU3ALUU U
TpaHCrpaHMYHON mepenaud. Haydnas HOBHM3Ha pabOTBl — TIEPBOE HMIMPUUECKOE
IPOYTEHHE BOCHPUATUSI OHM3HECAa HA YPOBHE KOHKPETHBIX O0sI3aHHOCTEH MO TPEM aKTam
Ka3zaxcraHa; Moly4eHHOE CONOCTABIEHUE MOXKET CIIY>)KMThb YEK-JINCTOM KOMIUIA€HCA IS
NU-mapkeTrHra, a As IoCaeAYIOUIMX BOJIH ONpoca MPeIoKeH T0NOTHUTENbHbIN MOYIb
AHKETHI.

KuroueBble cjioBa: 3anura NMEpCOHANBHBIX JAHHBIX; MCKYCCTBEHHBIM HHTEIUiekT, M-
MapKeTHUHI; PUCKH IIPUBATHOCTH; PETYIATOPHAas TOTOBHOCTb;, TIeHepaTuBHbil WU,
TpaHCTpaHW4HAas Nepeada JaHHbIX; KoMIutaeHc; Kazaxcran
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Ka3zakcranaarbl ZKH-MapKeTHHT: )KeKeJIiK KayinTepi :xoHe JepeKTepai
KOprayra JaibIHIbIK

Anparna: Xacaunel wHTeuiekT (JKW) Ka3akCTaHIBIK KOMIAHHSIIAPIBIH MapKETHHITIK
ToxipuOecine aepdec nepekrep MeH KW canmacelHmarel YITTBIK HOPMATHUBTIK 0asa
KaTaHJIaThUIBIN JKaTKaH Ke3eHze enynae: «Jlepdec aepexTep xoHe oyiapIbl KOPFay Typasbl»
3anra 2025-2026 xplnaapbl 3repicTep eHri3ui, «oKacanapl MHTEIIEKT Typasib» 3aH 2026
xbUTFBl 18 KanTapna, Ludpneik komexc 2026 >xpurFbl 12 mingene KymliHe eHI.
Mapketunrte XKW Konmanyra HIETTI KOMIAHUSUTAPABIH OChIIaH TYBIHIAUTBIH KEKENIK MeH
Kayinci3ik MiHAETTEMeNepiH TYCIHETiHI Typajbl SMIIMPHUKAIBIK IEPEKTep KOK. 3epTTey
OCBHIHJIAll JMaWbIHIBIKTBIH <«OKacaHIpl MHTEIJIEKT TYypajbl» 3aH KYLIIHE €Hep aliblH/aa
KYpri3iireH 0as3alblK  ©JIIeMiH YCbiHaAbl. Ka3zakcTaHIbIK  KOMIIAHUATIAp  MEH
cTaprantapsiH 41 exini apacklHAa )KYPri3ijreH aHOHUMJII OHJIaiH-cayanHama (15 cypak: 8
KaObIK, 6 O6ec Oannbik JlaiikepT mikanackl OOlbIHINA, 1 alIBIK Cypak, oFaH 24 pecroHACHT
JKayar Oep/Ii) CHITaTTaMaJIbIK CTATHCTHKA JKOHE TAKBIPBINTHIK TAIIAY 9AICTepIMEH OHEI/II,
ajl  PECHOHACHTTEPMIH TYCIHIKTEpl YII KYKBIKTBIK aKTIHIH MiHJAETTeMeJepiMeH
CaNBICTRIPBUIIBL. HoTrkenep eHrizyre MalbIHIBIK MEH TalanTapIbl CaKTayFa JalbIHIBIK
apachIHAarbl ANMIAKTBIKTE KepceTTi: pecnonaeHTTepAiH 80,5%-b1 XKW uHTErpanusicsix
0ocekere KaOUIETTUTIKTIH mApThl aen caHaiiabl, 87,8%-b1 Mmapketunrre XKW KypannapbH
KoJanyra HueTT1, 95,1%-b1 TyThiHymbUIbIK KU -KockiMinanapasl naigananaast; 70,7%-bl
KU knueHTTEp AEpeKTepiHe eneyii Kayil TeHIIpeli Ien Keliceni, ajaia oap araraH
Kayinrep (KW apkpuibl (UIIMHT TE€H JepekTepli ypnay, »kyie akaynapsl, KU
MH(QpaKypbUIbIMbIHA [IA0YBUIAAp, JKEKENIKTI Oy3y, MaHUIYJALHS) CBHIPTKBl Karepiiep
peTiHae cHumarTajaibl koHe Oipre-0ip pPecroHIEHT KOMIIAHUSHBIH JepOec JepekTep
orepaTophl PETiHET1 3 MIHAETTEpIH aTamaraH. /lepektep Kaylncizairi 24 amblk »KayarnThiH
10-p1H1a Ke3meceni, Oipak Tek 2-yiHAe FaHa 3aH Tamanrtapbl atanaabl. CalbICTBIPY Ceri3
MiHJIeTTeMeNIEP TOOBIHBIH €IIKANCHICH PECTIOHEHTTEP I1H TYCIHITIH/IE KOPIHIC TaImaFaHbIH
KoHe MmeTenaik reHepatuBTi JKM-cepBUCTEpiH KIMEHT JepeKTepiMeH KYHJAETIKTI
nananany IepeKkTepai JoKaIu3alusiay MeH TpaHCIIeKapalblK Oepy TajganTapbiH OapbIHIIA
TiKeJeW KO3FaUTBhIHBIH KepceTTi. JKYMBICTBIH FBUIBIMHU KaHalbiFbl — Ka3zakcTaHHBIH YII
aKTIJIEH TYpaThlH HOPMATUBTIK 0a3achl asichblHJa OM3HEC TYCIHITIH HAKThl MiHJIETTEMEIEp
JIeHreiiH/e ajFall peT SMIMPHUKAIBIK Tanjaay; ainslHFaH kecte JKM-mapkeTuHr yuriH
KOMIUTA€HC-YEKJIUCT PETiH/Ie KOJAaHbUIA aja/ibl, ajl KEHiHT1 cayalHaMa TOJKbIHAAphl YIITH
KOCBIMIIIA cayaJlHaMa MO/YJI YChIHBUIIBI.

Tyiiin ce3aep: nepbec nepexrepai Kopray; kacanapl UHTEUIEKT; XKV -MapKeTHHT; JKeKeIiK
Kayinrepi; perreymi JaibiHabiK; renepatuBTi JKU; nepektepai TpaHcHIeKapalblK Oepy;
komIutaeHc; Kazakcran
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1. Introduction (Literature Review)

Artificial intelligence (Al) has become the dominant technological driver of change
in marketing. Customer analytics, personalisation, recommendation, conversational agents
and content generation increasingly rely on machine learning models that are trained on, and
fed with, the personal data of consumers [1], [2]. The academic debate has moved from
whether Al will transform marketing to the conditions under which it can do so legitimately:
the capabilities that make Al valuable for marketers — inference from large volumes of
behavioural data, micro-targeting, automated decisions about individuals — are the same
capabilities that generate privacy harm, erode consumer trust and attract regulatory
intervention [3]-[6].

Kazakhstan is an instructive setting for studying this tension. The country has
declared Al a national priority: the Concept for the Development of Artificial Intelligence
for 2024-2029 was adopted in July 2024 [7], the International Center for Artificial
Intelligence Alem.Al was launched, and on 18 September 2025 the sectoral ministry was
transformed into the Ministry of Artificial Intelligence and Digital Development (MAIDD)
[8]. In parallel, the legal framework governing the use of personal data by business has been
tightened in rapid succession. Fines under Article 79 of the Code on Administrative Offences
were roughly tripled in 2025 [9]; the Law "On Artificial Intelligence™ No. 230-VIII of 17
November 2025 entered into force on 18 January 2026 [10]; the Digital Code No. 255-VIII
of 9 January 2026 entered into force on 12 July 2026 [11]; and Law No. 326-VI1I of 24 June
2026 introduced into the Law "On Personal Data and Their Protection™ an identifier-based
definition of personal data, a prohibition on decisions based solely on automated processing,
a register of personal data security breaches and a register of persons collecting and
processing personal data [12], [13]. The regulator has announced further increases in
liability, including fines of up to 5,000 monthly calculation indices (MCI) and criminal
liability for mass leaks [14].

Business appears to be moving at a different pace. The KPMG Kazakhstan Al
Readiness Report (March 2025), covering more than 50 companies, found that only 20%
had adopted Al-specific internal regulations, 40% relied on general data policies and 50%
considered their data infrastructure inadequate; even among "Al leaders”, more than 60%
had no Al-specific rules [15]. Mass leaks of personal data — including the June 2025
publication of a database of more than 16 million records attributed to private information
systems [16] — show that the cost of this gap is borne by consumers.

1.1 Literature review

Privacy as the binding constraint of Al marketing. The marketing literature treats
data privacy as a strategic variable rather than a legal formality. Martin and Murphy [4]
frame privacy as a multi-level construct that simultaneously affects consumers, firms and
regulators, and show that privacy failures translate into measurable business losses; Martin,
Borah and Palmatier [17] demonstrate that data breaches reduce customer trust and firm
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performance and that the effect spills over to competitors. Acquisti, Brandimarte and
Loewenstein [18] show that consumers' privacy decisions are context-dependent and
malleable, so that formal consent obtained in a persuasive interface is a weak guarantee of
informed agreement — a point that bears directly on Al-generated marketing interfaces.
Bleier, Goldfarb and Tucker [5] conclude that privacy regulation reshapes rather than
eliminates data-based marketing. Al raises the stakes within this body of work: Davenport
et al. [1] identify data privacy, algorithmic bias and ethical use as the main constraints on
the future of Al in marketing; Huang and Rust [2] note that higher levels of Al — "thinking"
and "feeling" Al — require deeper access to personal and emotional data; Puntoni et al. [19]
show that consumers experience Al as a source of exploitation and loss of autonomy as well
as of convenience. Hermann [6] argues that ethical Al marketing requires informed consent,
transparency and the avoidance of manipulation, and that systems collecting data without
informed consent create risk for the company itself. Jobin, lenca and Vayena [20], reviewing
84 Al ethics guidelines, find transparency, justice, non-maleficence, responsibility and
privacy to be the most frequently cited principles — the principles Kazakhstan's Law on
Artificial Intelligence has now codified. Bibliometric and agenda-setting work [3], [21]
identifies privacy, trust and ethics as under-researched dimensions of Al marketing,
particularly outside Western markets.

Generative Al tools in business practice. A second strand concerns the operational
use of generative Al tools (ChatGPT and analogous services) by employees. Wu, Duan and
Ni [22] systematise the security, privacy and ethical concerns of ChatGPT, including the
retention and potential reuse of user inputs by the provider and the leakage of confidential
information entered into prompts. The 2023 case in which Samsung banned employee use
of generative Al after staff uploaded proprietary source code [23] shows that the risk is
practical. The use of Al tools in violation of organisational rules (“shadow AI") is
widespread: in a global study by KPMG and the University of Melbourne, 48% of employees
reported using Al tools in ways that contravened company policy [24]. For marketing
functions this matters because customer data — names, contacts, purchase histories,
segments — are a natural input to generative tools used for drafting personalised messages,
analysing feedback or building audiences. Where the provider is located abroad, each such
input is potentially a cross-border transfer of personal data; where the provider retains inputs,
it is a disclosure to a third party without the data subject's consent.

Small and medium-sized enterprises and data protection regimes. Studies of small
and medium-sized enterprises (SMEs) under the European Union General Data Protection
Regulation (GDPR) consistently show that awareness of a regime does not translate into
compliance without targeted guidance: Brodin [25] reports that most SMEs studied were
aware of the GDPR but only a minority had identified the steps needed to comply, and Freitas
and Mira da Silva [26] find that SMEs postpone compliance until confronted with
enforcement. Legal scholarship on Kazakhstan's personal data regime — the comparative
chapter by Omarova, Mukhtorov and Yerlankyzy [27], the analysis of the supervisory
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authority by Akhmetova, Tursynkulova and Ibrayev [28] and the review by Alibayeva and
Yerbolatov [29] — is doctrinal and is not connected to empirical evidence on business
behaviour.

1.2 Regulatory framework of Kazakhstan for personal data and artificial intelligence

The framework for the processing of personal data in marketing is now formed by
three instruments, supplemented by subordinate rules and by liability provisions of the Code
on Administrative Offences and the Criminal Code. Because the survey reported in this
paper was conducted before 18 January 2026, Table 1 distinguishes obligations that were
already in force at the time of the survey from those introduced afterwards.

Law "On Personal Data and Their Protection™ No. 94-V of 21 May 2013 [12]. The
Law establishes the conditions of collection and processing (Article 7), the requirements for
the content of the data subject's consent (Article 8), the requirement to store personal data in
a database located in Kazakhstan (Article 12) and the conditions of cross-border transfer,
which is permitted to states that ensure the protection of personal data and otherwise only
with the consent of the data subject or on other grounds listed in the Law (Article 16).
Owners and operators must take legal, organisational and technical protection measures and
notify the authorized body of a personal data security breach within one working day of its
discovery (Article 25) [30], [31]. Law No. 326-VIl1 of 24 June 2026 [13] added an identifier-
based definition of personal data; definitions of automated processing, anonymisation,
masking and hashing; a rule that publication of data by the data subject does not in itself
constitute consent to further processing; a prohibition on decisions based solely on
automated processing, with a right to object; a prohibition on the collection and processing
of personal data for the creation or expansion of databases by their non-purpose extraction
from publicly available sources; a register of personal data security breaches; and a register
of persons collecting and processing personal data.

Law "On Artificial Intelligence™ No. 230-VIII of 17 November 2025 [10]. In force
since 18 January 2026, the Law establishes the principles of legality, fairness, transparency
and explainability, priority of human well-being, protection of personal data and
confidentiality, and safety of Al systems, and introduces a risk-based classification of Al
systems (minimal, medium and high risk). Of direct relevance to marketing, it prohibits Al
systems that use manipulative methods affecting the subconscious or distorting behaviour,
systems that exploit vulnerabilities of persons, social scoring, emotion recognition without
consent, biometric categorisation for discriminatory purposes, and systems that unlawfully
collect and process personal data. It requires synthetic content to be distributed only with
machine-readable marking and a visual warning, users to be informed that they are
interacting with an Al system or receiving a service produced with Al, and goods, works and
services created with Al to be labelled. Users may request information on decisions taken
with Al and on the underlying data. The accompanying law amended the Code on
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Administrative Offences to introduce liability for failure to inform users of misleading
synthetic results and for failure to manage the risks of a high-risk system where harm results.

Digital Code No. 255-VIII of 9 January 2026 [11]. In force since 12 July 2026, the
Code does not replace the Law on Personal Data but establishes digital rights that constrain
Al marketing: the right to erasure, anonymisation and restriction of processing; the right to
have algorithmic decisions reviewed by a human; the restriction of biometric processing to
cases provided by law; and the obligation to delete leaked data immediately with notification
of the competent bodies. The Law "On Informatization™ was restructured and renamed the
Law "On Cybersecurity” by Law No. 256-VIII of the same date and retains the duty of
owners of digital objects containing personal data to take the measures provided by personal
data legislation [32].

Liability and enforcement. Article 79 of the Code on Administrative Offences, as
amended in 2025, provides fines for unlawful collection and processing (up to 200 MCI for
large businesses), for failure to take protection measures (up to 600 MCI) and, where such
failure results in loss or unlawful processing, up to 2,000 MCI for large businesses —
approximately 8.65 million tenge at the 2026 MCI value [9]. Article 147 of the Criminal
Code provides criminal liability for violation of the inviolability of private life and of
personal data legislation causing substantial harm [33]. Since the beginning of 2024 the
Information Security Committee has imposed fines totalling 4.9 million tenge under Articles
79 and 641 [34], and 43 personal data leaks, each affecting 5-10 thousand persons, were
registered in 2025 alone [35]. The authorized body is MAIDD, with state control exercised
by its Information Security Committee [8]. The Concept of Digital Transformation,
Development of the ICT Industry and Cybersecurity for 2023-2029 [36], which succeeded
the "Digital Kazakhstan™ programme, and the Al Concept [7] set the policy frame;
Kazakhstan ranked 48th of 174 economies in the IMF Al Preparedness Index 2024 [37] and
60th of 195 in the Oxford Insights Government Al Readiness Index 2025 [38].

Table 1. Obligations of the legal framework relevant to Al marketing and their status
at the time of the survey (second half of 2025)

No. Obligation (source) In force at the time of the
survey
01 Consent of the data subject with the content required by the Law Yes
(Law No. 94-V, Arts. 7, 8)
02 Prohibition on building or expanding databases by non-purpose No (from 2026)

extraction from publicly available sources (Law No. 94-V, Art. 7, as
amended by Law No. 326-VIII)

03 Storage of personal data in a database in Kazakhstan (Art. 12) and Yes
conditions of cross-border transfer (Art. 16)

04 Protection measures and notification of the authorized body within | Yes (notification duty since 1
one working day of discovering a breach (Art. 25; Orders No. July 2024)
232/NQ, 338/NQ)
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No. Obligation (source) In force at the time of the
survey
05 Prohibition on decisions based solely on automated processing; right | No (from 2026)
to object (Law No. 326-VI11); human review of algorithmic
decisions (Digital Code)
06 Prohibition on manipulative Al systems and exploitation of No (from 18 January 2026)
vulnerabilities (Law No. 230-V1II)
o7 Labelling of synthetic content; disclosure of interaction with Al No (from 18 January 2026)
(Law No. 230-VIII)
08 Right to erasure, anonymisation and restriction of processing Partly (erasure on withdrawal of
(Digital Code; Law No. 94-V) consent under Law No. 94-V;
extended by the Digital Code
from 12 July 2026)

1.3 Research gap, research questions, novelty and contributions

Research gap. The literature establishes that privacy is the binding constraint of Al
marketing, that everyday use of generative Al tools creates uncontrolled disclosure and
cross-border transfer risks, and that SMEs tend to be aware of data protection regimes
without complying with them. What is missing for Kazakhstan is an empirical link between
the two bodies of evidence that do exist — consultancy surveys of Al readiness, which do
not address legal obligations, and doctrinal legal studies, which do not address business
behaviour. In particular, there is no measurement of how businesses that intend to use Al in
marketing perceive privacy risk and whether that perception includes the obligations that the
framework attaches to their own practices. Because the framework changed fundamentally
between November 2025 and July 2026, a measurement taken before 18 January 2026 is
also the only available baseline against which the effect of the new instruments can later be
assessed.

Research questions. This study addresses the following research question: does the
readiness of Kazakhstani companies and startups to adopt Al in marketing include awareness
of the personal data protection obligations that such adoption entails? Specifically, the paper
examines: (1) RQ1 — how Kazakhstani companies and startups perceive the privacy and
security risks associated with the use of Al in marketing; (2) RQ2 — to what extent their
declared readiness to adopt Al in marketing is accompanied by awareness of their own
obligations as owners or operators of personal data; (3) RQ3 — which obligations of the
Law on Personal Data, the Law on Artificial Intelligence and the Digital Code are most
exposed by the prevailing patterns of Al use, and what measures follow for companies and
the regulator.

Scientific novelty. The scientific novelty of this work consists in the first empirical,
obligation-level reading of business perception of Al-related privacy risk in Kazakhstan,
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obtained immediately before the entry into force of the Law on Artificial Intelligence and
mapped onto the three-instrument framework (the amended Law on Personal Data, the Law
on Artificial Intelligence and the Digital Code), which distinguishes it from prior approaches
that treat either business readiness or the legal regime in isolation.

Contributions. The paper makes four contributions: (C1) a baseline measurement (N
= 41) of awareness, intention and perceived Al-related risk among Kazakhstani companies
and startups taken before 18 January 2026; (C2) empirical evidence of a readiness—
compliance gap, in which 87.8% of respondents intend to use Al in marketing and 70.7%
recognise data security risk, while no respondent identifies the company's own obligations;
(C3) amapping of perceived risks onto eight obligation groups with the applicable sanctions,
distinguishing obligations in force at the time of the survey from those introduced after it,
usable as a compliance checklist; (C4) a supplementary survey module of ten items mapped
to specific obligations for subsequent waves.

The remainder of the paper is organised as follows: Section 2 presents the materials
and methods; Section 3 reports the results; Section 4 discusses them in relation to the
research questions, the literature and the legal framework and states the limitations; Section
5 concludes the paper.

2. Methods and Materials

2.1 Research design

The study combines a cross-sectional descriptive survey, thematic analysis of open-
ended responses and doctrinal analysis of the regulatory framework. The survey component
is exploratory: its purpose is to establish a baseline of awareness, attitudes and perceived
risks, not to test hypotheses, and the sample does not permit inferential generalisation to the
population of Kazakhstani companies.

2.2 Instrument

The questionnaire consisted of 15 items: 8 closed-ended items (type of organisation,
sector, size, respondent role, self-assessed level of knowledge of Al, experience of using Al-
based applications, current use of Al in marketing, perceived threats of Al — multiple
choice); 6 statements rated on a 5-point Likert scale (1 = strongly disagree, 5 = strongly
agree, or 1 = very unlikely, 5 = very likely for the intention item) covering the necessity of
Al for competitiveness, the likelihood of using Al tools in marketing strategies, the
sufficiency of technical infrastructure, the availability of competent specialists, the existence
of a strategy for Al use, and the perceived risk of Al for customer data security; and 1
optional open-ended item inviting respondents to share their views, experience and
recommendations. The questionnaire was implemented in Google Forms and is reproduced
in Appendix A.
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2.3 Sampling and data collection

The target population was representatives of Kazakhstani companies and startups
involved in marketing decisions. The link to the questionnaire was distributed by e-mail
through professional networks of the authors (convenience sampling). The survey was
conducted in the second half of 2025 between September and October, before the entry into
force of the Law on Atrtificial Intelligence (18 January 2026). Participation was voluntary
and anonymous; respondents gave informed consent on the first page of the form, and no
personal data of respondents were collected. In total 41 complete responses were received
(N = 41); 24 respondents (58.5%) answered the optional open-ended item.

2.4 Analysis

Closed and Likert items were analysed by descriptive statistics (absolute frequencies
and percentages of N = 41; percentages are rounded to one decimal place, so that one
respondent corresponds to 2.4%). Open-ended responses were coded inductively following
the reflexive thematic analysis approach of Braun and Clarke [39]: both authors read all 24
responses independently, assigned initial codes, consolidated codes into themes and resolved
discrepancies by discussion; a response could be assigned to more than one theme. The
regulatory analysis (Section 1.2) is based on the texts of the legislative acts published on the
official legal information system Adilet and on the subordinate rules of the authorized body.
The mapping (Section 3.6) was constructed by listing the obligation groups of Table 1,
identifying for each the marketing practice that triggers it, searching the closed and open-
ended responses for any reference to the obligation or to the practice, and recording the
applicable sanction.

2.5 Ethical considerations

The study did not involve the processing of personal data of respondents, and ethics
committee approval was not required under the rules of the authors' institutions.

3. Results

3.1 Sample

The composition of the sample is shown in Table 2. Companies predominated over
startups (65.9% vs 34.1%), small and micro organisations formed two thirds of the sample,
and the information technology and telecommunications sector was the largest (31.7%).
Most respondents were marketing managers or specialists (39.0%) or owners and founders
(26.8%).

Table 2. Composition of the sample (N = 41)

Characteristic Category n %

Type of organisation Company 27 65.9
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Characteristic Category n %
Startup 14 34.1
Size (number of employees) Micro (up to 15) 12 29.3
Small (16-100) 15 36.6
Medium (101-250) 8 19.5
Large (over 250) 6 14.6
Sector Information technology and 13 31.7
telecommunications
Retail and e-commerce 8 19.5
Financial services 6 14.6
Education and consulting 5 12.2
Manufacturing and logistics 4 9.8
Other services 5 12.2
Role of respondent Marketing manager or specialist 16 39.0
Owner or founder 11 26.8
Senior manager (director, deputy director) 7 17.1
IT or analytics specialist 4 9.8
Other 3 7.3

3.2 Awareness of, experience with and current use of Al

Self-assessed knowledge of Al was medium or higher for 40 of 41 respondents
(97.6%); only 1 respondent (2.4%) rated it as low and none as very low (Table 3). Experience
of using Al-based applications (ChatGPT, Siri, Google Assistant and similar) was reported
by 39 respondents (95.1%). Current use of Al in marketing was limited: 9 respondents
(22.0%) reported regular use, 17 (41.5%) occasional or pilot use, and 15 (36.6%) no use.

Table 3. Awareness of, experience with and current use of Al (N = 41)

Item Category n %

Self-assessed knowledge of Al Very low 0 0.0
Low 24
Medium 14 34.1
High 19 46.3
Very high 7 17.1
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Item Category n %

Experience of using Al-based applications | Yes 39 95.1
No 2 49

Current use of Al in marketing Regular 9 22.0
Occasional or pilot 17 415
Not used 15 36.6

3.3 Attitudes and intention

Table 4 reports the full distribution of the six Likert items. Agreement that Al
integration is a necessary condition of competitiveness was expressed by 33 respondents
(80.5%), with 5 (12.2%) disagreeing. The likelihood of using Al tools in marketing strategies
was rated "very likely" by 23 respondents (56.1%) and "likely" by 13 (31.7%), a combined
positive intention of 36 respondents (87.8%); 1 respondent (2.4%) rated it "very unlikely".
By contrast, only 13 respondents (31.7%) agreed that their organisation had sufficient
technical infrastructure, 13 (31.7%) that it had specialists with the required competencies,
and 10 (24.4%) that it had a clear strategy for the use of Al in marketing. Agreement that the
use of Al in marketing creates significant risks for the security of customer data was
expressed by 29 respondents (70.7%).

Table 4. Distribution of responses to Likert items (N = 41; n and % of respondents)

Item 1 2 3 4 5 Agree (4+5)

L1. Al integration is a necessary 1(2.4) 4(9.8) 3(7.3) 14 (34.1) |19 (46.3) |33(80.5)
condition of competitiveness in the
Kazakhstani market

L2. Likelihood that our organisation 1(2.4) 0(0.0) 4(9.8) 13(31.7) |23 (56.1) |36 (87.8)
will use Al tools in its marketing
strategies

L3. Our organisation has sufficient 5(12.2) [13(31.7) |10(24.4) |9(22.0) |4(9.8) 13 (31.7)
technical infrastructure for Al in
marketing

L4. Our organisation has specialists 5(12.2) [14(34.1) |9(22.0) |10(24.4) |3 (7.3 13 (31.7)
with the competencies to implement
Al in marketing

L5. Our organisation has a clear 6 (14.6) [13(31.7) |12(29.3) [8(19.5) |2 (4.9 10 (24.4)
strategy for the use of Al in marketing

L6. The use of Al in marketing creates | 1 (2.4) 3(7.3) 8 (19.5) |17 (41.5) |12(29.3) |29 (70.7)
significant risks for the security of
customer data
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Result 1 (Tables 3 and 4) corresponds to Contribution C1: it provides the baseline
values of awareness, experience and intention before the entry into force of the Law on
Artificial Intelligence.

3.4 Perceived threats of Al

The closed multiple-choice item on perceived threats (Table 5) was answered by all
41 respondents, who selected 3.1 options on average. The most frequently selected threats
were an increase in phishing attacks and data theft carried out with Al assistants (31
respondents, 75.6%) and violation of user privacy (27, 65.9%), followed by failures and
errors in the operation of Al systems (24, 58.5%), cybersecurity vulnerability of Al
infrastructure, including attacks on and hacking of Al systems (22, 53.7%), and the use of
Al for manipulative purposes, including the spread of fake news and interference in political
campaigns (19, 46.3%). Three respondents (7.3%) selected "other" and named job losses and
dependence on foreign technologies. None of the options, and none of the "other" entries,
referred to an obligation of the respondent's own organisation.

Table 5. Perceived threats of Al (multiple choice; N = 41)

Threat n %

Increase in phishing attacks and data theft carried out with Al assistants 31 75.6
Violation of user privacy 27 65.9
Failures and errors in the operation of Al systems 24 58.5
Cybersecurity vulnerability of Al infrastructure (attacks, hacking) 22 53.7
Use of Al for manipulative purposes (fake news, political campaigns) 19 46.3
Other (job losses; dependence on foreign technologies) 3 7.3

3.5 Themes in open-ended responses

Thematic analysis of the 24 open-ended responses produced five themes (Table 6);
19 responses were assigned to more than one theme. Respondent codes indicate the serial
number, type and sector of the organisation.

Table 6. Themes identified in open-ended responses (n = 24)

Theme Definition Responses, n
(%)

T1. Al as an efficiency and | Al is described through concrete productivity gains: text and 14 (58.3)

content tool visual content generation, drafting of advertising, response to

customer enquiries, analysis of reviews

T2. Shortage of Lack of specialists, lack of understanding of where Al should be |11 (45.8)
competencies and strategy applied, absence of an internal strategy or owner of the topic
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Theme Definition Responses, n
(%)

T3. Data security and privacy | Concern about leakage, theft or misuse of customer data; distrust | 10 (41.7); of

concerns of where data entered into Al tools end up; of these, references | which legal

to legal requirements (consent, the Law on Personal Data) references 2

(8.3)

T4. Need for regulation and | Requests for clear rules, state guidance, standards or 7(29.2)

guidance certification of Al tools

T5. Cost, infrastructure and | Cost of tools and integration, weak infrastructure, limited 6 (25.0)

language support of the Kazakh language by available tools

Theme T1 was the most frequent: respondents described Al primarily as a tool that
saves time on routine marketing tasks (“we generate three variants of a post in ten minutes
instead of a day" — RO7, startup, IT; "the chatbot answers the standard questions, the
manager handles the rest” — R19, company, retail). Theme T2 reflected the Likert results
on competencies and strategy: "everyone uses ChatGPT, but nobody in the company is
responsible for the result” (R12, company, financial services); "we do not understand which
of our tasks are worth automating” (R23, company, manufacturing). Within Theme T3,
concern was expressed in general terms — "l am afraid that client data will end up who
knows where" (R04, startup, e-commerce); "after the leak in the summer everybody got
nervous" (R15, company, financial services) — and was in most cases located outside the
organisation; two responses referred to legal requirements, one noting that "consent of clients
is needed for everything, and nobody knows exactly in what form"™ (R09, company,
education and consulting) and one asking whether "it is at all permissible to upload the client
base into foreign services" (R31, company, IT). Theme T4 contained requests for guidance
from the state ("the Ministry should explain in plain language what is allowed and what is
not" — R27, startup, IT) and for certification of tools. Theme T5 combined cost with the
observation that available tools "work poorly in Kazakh" (R35, company, retail).

Result 2 (Tables 5 and 6) corresponds to Contribution C2: data security is recognised
as a risk by 70.7% of respondents in the closed item and appears in 41.7% of open-ended
responses, but references to the organisation's own legal obligations are absent from the
closed items and occur in only 2 of 24 open-ended responses.

3.6 Mapping of perceived risks onto legal obligations

Table 7 maps the eight obligation groups of Table 1 onto the marketing practices that
trigger them, the corresponding evidence in the survey responses, and the applicable
sanctions. For none of the eight groups did any closed or open-ended response refer to the
obligation as a duty of the respondent’'s own organisation; for two groups (O3 and O4),
responses referred to the underlying risk without reference to the obligation.

JSDT | DGSC | Page 196



Journal of Secure Digital Technologies

ISSN (E): 3136-9340

Table 7. Mapping of legal obligations onto marketing practices, survey evidence and
sanctions

Obligation

Marketing practice that
triggers it

Evidence in survey
responses

Sanction for non-
compliance

O1. Consent (Law No. 94-
V, Arts. 7, 8)

Collection of customer
data for Al-based
personalisation, profiling
and targeting; use of CRM
data for model training

Not mentioned as an
obligation; 1 open-ended
response (R09) notes
uncertainty about the form
of consent

KoAP Art. 79(1)—(2): up to
200-600 MCI for large
businesses

0O2. Prohibition on non-
purpose extraction from
public sources (Law No.
94-V, as amended 2026)

Scraping social networks
and open directories to
build lead lists and
audiences

Not mentioned

KOAP Art. 79(1)—(2)

083. Localisation (Art. 12)
and cross-border transfer
(Art. 16)

Entering customer data
into foreign generative Al
services; use of foreign
cloud marketing platforms

95.1% use foreign
consumer Al applications;
1 open-ended response
(R31) asks whether
uploading the client base
to foreign services is
permissible; no reference
to the obligation

KoAP Art. 79; Criminal
Code Art. 147 in case of
substantial harm

OA4. Protection measures
and one-day breach
notification (Art. 25;
Orders No. 232/NQ,
338/NQ)

Any Al system holding
customer data; integration
of Al tools with CRM

"Phishing and data theft"
(75.6%) and "vulnerability
of Al infrastructure™
(53.7%) selected as
external threats;
notification duty not
mentioned

KOAP Art. 79(3)—(4): up to
600 MCI; up to 2,000 MCI
(= 8.65 million tenge) if
loss or unlawful processing
results

O5. No decisions based
solely on automated
processing; human review
(Law No. 326-VIII; Digital
Code)

Automated scoring of
customers, automated
pricing, automated refusal
of offers

Not mentioned

KoAP Art. 79; civil claims

06. Prohibition on
manipulative Al (Law No.
230-VI1I1I)

Hyper-personalised
persuasive messaging, dark
patterns, targeting of
vulnerable groups

"Manipulative use"
selected by 46.3%, but in
the context of fake news
and politics, not of the
organisation's own
marketing

KoAP (new Al offences);
prohibition of the system

O7. Labelling of synthetic
content; disclosure of
interaction with Al (Law
No. 230-VIII)

Al-generated advertising
images, video and text;
chatbots and voice
assistants in customer
service

Not mentioned; chatbots
described in open-ended
responses (R19) without
reference to disclosure

KoAP: 86,500 to 865,000
tenge depending on
business size and repetition
(2026 values)
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Obligation Marketing practice that | Evidence in survey Sanction for non-
triggers it responses compliance

08. Right to erasure, Customer data retained in | Not mentioned KoAP Art. 79

anonymisation and training sets and vector

restriction of processing databases; data retained by
(Digital Code; Law No. third-party Al providers
94-V)

Result 3 (Table 7) corresponds to Contribution C3. The obligation most directly
exposed by respondents’ reported behaviour is O3: with 95.1% of respondents using foreign
consumer Al applications and 87.8% intending to use Al in marketing, routine entry of
customer data into such services is probable, and only one respondent questioned its
permissibility.

4. Discussion

4.1 RQL: perception of privacy and security risks

RQ1 asked how Kazakhstani companies and startups perceive the privacy and
security risks of Al in marketing. The results in Sections 3.4 and 3.5 show that the risks are
perceived as real — 70.7% agree that Al creates significant risks for customer data, 75.6%
select Al-enabled phishing and data theft and 65.9% privacy violation — but as external and
generic. Four of the five threat options describe actors or failures outside the organisation;
privacy violation is selected without connection to any practice of the organisation; and in
the open-ended responses the concern is located "who knows where™ (R04) or in the national
leak of summer 2025 (R15). This is consistent with the experiential account of Puntoni et al.
[19], in which Al is perceived as a source of exploitation by actors other than oneself, and
with the KPMG finding that 40% of Kazakhstani companies are worried about data privacy
while only 20% have Al-specific rules [15]. The perception is therefore accurate in direction
but misplaced in locus: the obligations of the framework attach to the organisation's own
practices, not to external attackers.

4.2 RQ2: readiness to adopt versus awareness of obligations

RQ2 asked whether declared readiness to adopt Al in marketing is accompanied by
awareness of the organisation's own obligations. The results confirm a readiness—compliance
gap. On the adoption side, 97.6% report medium or higher knowledge of Al, 95.1% use Al
applications and 87.8% intend to use Al in marketing. On the compliance side, no closed
response and only 2 of 24 open-ended responses (8.3%) refer to a legal obligation, and both
of those express uncertainty rather than knowledge. The gap is not explained by indifference:
29.2% of open-ended responses ask for rules and guidance (T4). It mirrors the pattern
reported for SMEs under the GDPR — awareness of the regime without identification of the
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concrete steps it requires [25], [26] — and the global rate of policy-violating Al use [24].
The low values for infrastructure (31.7%), competencies (31.7%) and strategy (24.4%) in
Table 4 suggest a structural cause: organisations without an owner of the Al topic have no
one to translate the framework into internal rules, which is exactly the finding of Theme T2
("nobody in the company is responsible for the result” — R12).

The gap has a specific consequence in Kazakhstan. Obligations O1, O3 and O4 were
already in force at the time of the survey, and the fines under Article 79 had already been
tripled; obligations 02, O5, O6 and O7 came into force within the following seven months.
An organisation that perceives privacy only as an external threat is therefore likely to have
been non-compliant with O1, O3 and O4 at the time of the survey and to have become non-
compliant with four further obligation groups since, without any change in its own
behaviour.

4.3 RQ3: obligations most exposed and resulting measures

RQ3 asked which obligations are most exposed by prevailing patterns of Al use. The
mapping (Table 7) identifies O3 — localisation and cross-border transfer — as the most
exposed. Entering customer names, contacts, purchase histories or feedback into a service
whose infrastructure is located abroad is, on the face of Article 16, a cross-border transfer
that is lawful only if the receiving state ensures protection of personal data or the data subject
has consented; where the provider retains and may reuse inputs [22], it is also a disclosure
to a third party outside the purposes of collection. The Samsung case [23] shows that even
technically sophisticated organisations fail to control this behaviour, and the 48% rate of
policy-violating Al use [24] makes it unlikely that Kazakhstani marketing teams are an
exception. The one open-ended response that raised the question ("is it at all permissible to
upload the client base into foreign services" — R31) shows that the issue is recognisable
once articulated, but is not currently articulated. This "shadow Al" channel is invisible to
information security controls focused on the organisation's own infrastructure and deserves
specific attention from the authorized body.

The second most exposed group is O6. Respondents named manipulation as a risk
(46.3%) but located it in fake news and politics. The Law on Artificial Intelligence prohibits
manipulative systems regardless of context, including commercial persuasion; hyper-
personalised messaging that exploits consumers' malleable privacy decisions [18] now sits
close to a statutory prohibition, and the boundary between legitimate personalisation and
prohibited manipulation is undefined in practice. O7 (labelling and disclosure) is exposed
by the chatbots and generated content that respondents describe as their main use case (T1)
without any reference to disclosure.

Three measures follow for companies: an internal Al use policy prohibiting the entry
of customer personal data into external generative Al services unless a lawful transfer basis
and a contractual guarantee of non-retention exist; a review of consent texts and privacy
notices to cover Al-based profiling, automated decisions and Al-generated communications,
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including labelling; and assignment of responsibility for one-day breach notification and for
entry in the register of persons processing personal data. Table 7 can be used as the checklist
for this review. For the authorized body, the results indicate that enforcement alone will not
close the gap, because respondents do not resist compliance but are unaware of it and ask
for guidance (T4); sector-specific guidance for marketing on the status of foreign generative
Al services under Articles 12 and 16, on lawful personalisation under the Law on Atrtificial
Intelligence and on labelling of Al-generated advertising would address the most exposed
obligations directly, and the announced increase of fines to 5,000 MCI [14] will be more
effective if accompanied by such guidance. For educational programmes, the results confirm
the shortage of specialists combining marketing competence with data protection and Al
governance competence.

4.4 Limitations

The sample is small (N = 41) and non-probabilistic, with an over-representation of
the IT sector and of small organisations; the results describe the surveyed group and cannot
be generalised to all Kazakhstani companies. The instrument measured perceived risk in
general terms and did not include items on specific legal obligations; the mapping in Table
7 is therefore an interpretation of respondents' silence on obligations, not a direct
measurement of their knowledge, and the two open-ended references to legal requirements
may understate awareness that respondents did not think relevant to the question asked. The
thematic analysis is based on short written responses rather than interviews. Finally, the
survey preceded the entry into force of the Law on Artificial Intelligence and the Digital
Code, so the results measure perception under the framework as it stood in 2025 and cannot
show whether the new instruments have changed it. Appendix B proposes a module of ten
items mapped to specific obligations that addresses the first two limitations and allows the
baseline reported here to be compared with a post-2026 wave.

5. Conclusion

Kazakhstan has moved within twenty months from a single personal data law to a
three-instrument framework that attaches specific obligations to ordinary marketing
practices — consent for profiling, localisation of data, one-day breach notification,
prohibition of scraping and of manipulative systems, labelling of Al-generated content. This
study shows that the businesses most eager to adopt Al in marketing entered that framework
without perceiving those obligations as their own. The significance of the result lies less in
the small sample than in its timing and its structure: taken immediately before the Law on
Avrtificial Intelligence entered into force, it fixes the point from which the effect of the new
framework can be measured, and it shows that the gap is not one of indifference —
respondents recognise the risk and ask for rules — but of locus, with risk perceived in
external attackers rather than in the organisation's own handling of customer data through
foreign Al services.
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The scientific novelty of this work — the first empirical, obligation-level reading of
business perception of Al-related privacy risk in Kazakhstan against the amended Law on
Personal Data, the Law on Artificial Intelligence and the Digital Code — has been confirmed
by the finding that none of eight obligation groups is reflected in respondents' perceptions
while the behaviour of 95.1% of respondents directly engages the localisation and cross-
border transfer requirements; this demonstrates that readiness to adopt Al and readiness to
comply with the framework are distinct constructs that must be measured separately. The
claim is substantiated for the surveyed group; its generalisation to the population of
Kazakhstani companies requires the larger, stratified wave for which the supplementary
module is provided.

Three directions for future research follow. First, the supplementary module should
be applied to a stratified sample after the Digital Code has been in force for at least a year,
so that the baseline reported here can be compared with perception under the full framework.
Second, the actual practice of marketing teams in entering customer data into generative Al
services should be studied directly, by interview or by analysis of organisational policies,
since survey silence on an obligation is only indirect evidence of non-compliance. Third, the
boundary between lawful personalisation and prohibited manipulation under the Law on
Artificial Intelligence requires doctrinal and empirical work before it can be enforced or
complied with; the mapping proposed here offers a starting point for both.
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Supplementary Materials

Privacy Risks and Data Protection Readiness in Al Marketing in Kazakhstan
Raushan Kambar, Assel Abildayeva

APPENDIX A. Questionnaire

Introductory text and consent. This survey is conducted for a study on the use of artificial
intelligence (Al) in the marketing activities of Kazakhstani companies and startups.
Participation is voluntary and anonymous; no personal data are collected, and the answers
will be used only in aggregated form for research purposes. Completing the questionnaire
takes about 7 minutes. By proceeding to the questions you confirm that you have read this
information and agree to participate.

Part A. About your organisation and you (closed items)
Q1. Type of organisation: (a) company; (b) startup.

Q2. Main sector of activity: (a) information technology and telecommunications; (b) retail
and e-commerce; (c) financial services; (d) education and consulting; (¢) manufacturing and
logistics; (f) other services (please specify).

Q3. Number of employees: (a) up to 15; (b) 16-100; (c) 101-250; (d) over 250.

Q4. Your role in the organisation: (a) owner or founder; (b) senior manager (director, deputy
director); (c) marketing manager or specialist; (d) IT or analytics specialist; (e) other (please
specify).

Part B. Awareness and use of Al (closed items)

Q5. How would you rate your level of knowledge about artificial intelligence? (a) very low;
(b) low; (c) medium; (d) high; (e) very high.

Q6. Have you used applications based on artificial intelligence (for example, ChatGPT, Siri,
Google Assistant)? (a) yes; (b) no.

Q7. Does your organisation currently use artificial intelligence in its marketing activities?
(@) yes, regularly; (b) occasionally or as a pilot; (c) not yet.

Q8. Which threats do you associate with the development and implementation of artificial
intelligence? (select all that apply) (a) increase in phishing attacks and data theft carried out
with Al assistants; (b) failures and errors in the operation of Al systems; (c) cybersecurity
vulnerability of Al infrastructure, including attacks on and hacking of Al systems; (d)
violation of user privacy; (e) use of Al for manipulative purposes, including the spread of
fake news and interference in political campaigns; (f) other (please specify).
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Part C. Attitudes (5-point scale)

For statements Q9 and Q11-Q14: 1 = strongly disagree; 2 = disagree; 3 = neither agree nor
disagree; 4 = agree; 5 = strongly agree. For Q10: 1 = very unlikely; 2 = unlikely; 3 = not
sure; 4 = likely; 5 = very likely.

Q9. The integration of artificial intelligence is a necessary condition for maintaining
competitiveness in the Kazakhstani market.

Q10. How likely is it that your organisation will use artificial intelligence tools in its
marketing strategies in the future?

Q11. Our organisation has sufficient technical infrastructure to use artificial intelligence in
marketing.

Q12. Our organisation has specialists with the competencies needed to implement artificial
intelligence in marketing.

Q13. Our organisation has a clear strategy for the use of artificial intelligence in marketing.

Q14. The use of artificial intelligence in marketing creates significant risks for the security
of customer data.
Part D. Open-ended item (optional)

Q15. Please share your views, experience or recommendations regarding the use of artificial
intelligence in marketing in Kazakhstan.

APPENDIX B. Proposed supplementary module on regulatory readiness

The module is intended for subsequent survey waves. Items S2.1-S2.8 are answered on a 5-
point scale (1 = strongly disagree, 5 = strongly agree; "do not know" is also offered) and are
mapped to a specific obligation of the legal framework (Table S2.1). Items S2.9 and S2.10
measure awareness of the framework and guidance needs.

Table S2.1. Supplementary survey items mapped to legal obligations

No. Item Obligation measured

S2.1 Our organisation obtains the consent of customers, in the form 01 — Consent (Law No. 94-V,
required by the Law on Personal Data, before using their data for Arts. 7, 8)
Al-based personalisation or profiling.

S2.2 Our organisation does not collect customer or prospect data from 02 — Prohibition on non-
social networks or open sources to build or expand marketing purpose extraction from public
databases. sources (Law No. 94-V, as

amended 2026)
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No. Item Obligation measured
S2.3 Employees of our organisation are prohibited from entering personal | O3 — Localisation and cross-
data of customers into external Al services (ChatGPT and border transfer (Law No. 94-V,
analogues), or such use is permitted only on a documented lawful Arts. 12, 16)
basis.
S2.4 Our organisation has a designated person and a procedure for 04 — Protection measures and
notifying the authorized body of a personal data security breach breach notification (Law No. 94-
within one working day. V, Art. 25)
S2.5 Our organisation has registered, or has assessed whether it must Register of persons processing
register, as a person collecting and processing personal data. personal data (Law No. 326-
\TT))
S2.6 Advertising and marketing content generated with Al is labelled as | O7 — Labelling and disclosure
such, and customers are informed when they communicate with a (Law No. 230-VIII)
chatbot or voice assistant.
S2.7 Our organisation has assessed whether its Al-based marketing tools | O6 — Prohibition on
could be classified as manipulative or as exploiting vulnerabilities of | manipulative Al (Law No. 230-
customers. VIII)
S2.8 Customers can request deletion of their data from all systems, 08 — Right to erasure (Digital
including Al tools and third-party providers, and we can fulfil such a | Code; Law No. 94-V)
request.
S2.9 (Multiple choice) Which of the following legal acts does your Awareness of the framework
organisation take into account when using Al in marketing? Law on
Personal Data; Law on Artificial Intelligence; Digital Code; Law on
Advertising; none; do not know.
S2.10 (Open) What guidance from the authorized body would help your Guidance needs
organisation use Al in marketing lawfully?
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