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ON-CHAIN AND OFF-CHAIN DATA PLACEMENT IN HYBRID BLOCKCHAIN HEALTH
SYSTEMS

Abstract: Which clinical data belongs on the ledger? Hybrid blockchain designs
answer class by class, quietly, and the answer usually hardens into habit before anyone writes
down why. We formalise it. Placement becomes constrained optimisation over storage tiers
— each carrying its own verifiability, erasability, exposure, read latency and ledger footprint
— and over clinical data classes carrying regulatory and service-level duties. The problem
turns out to be a multiple-choice knapsack instance, hence NP-hard; compliance then prunes
it so hard that the hardness stops mattering. Kazakhstan supplies the setting, and its statutory
duties supply the constraints. Nine FHIR-aligned classes, six tiers, one worked instance.
Regulatory and latency limits alone shrink 10,077,696 candidate assignments to 48; a ledger
budget takes it to 12; and every uniform placement policy in common use lands outside that
region entirely. The optimiser then buys per-item commitments for seven classes and
batched commitments for the two carrying the heaviest instance counts — volume drives
that split, not sensitivity. Re-running the model ten thousand times with every estimated
parameter perturbed by up to twenty-five per cent left the pruning and the infeasibility of
uniform policies intact in every draw, while the batching assignment held in 76.1 per cent of
draws. Parameters are illustrative and tabulated in full, and every number reported here
comes out of the model rather than off a deployment.

Keywords: hybrid blockchain; electronic health records; data placement; multiple-
choice knapsack; right to erasure; design space analysis; HL7 FHIR

Pasmemenne lannbix B Peectpe 1 Bue Ero B I'nopuanbsix Meanuunckux biokyenn-
Cucremax

Annoranusi: Kakue xiIMHMYECKHWE JaHHBIE [OJDKHBI TIOMaaaTh B peecTp?
['uOpunHbie OIOKYEHH-apXUTEKTYphl OTBEYAIOT Ha 3TOT BOIPOC Kiacc 3a Kiaccowm,
HEIJIACHO, W OTBET OOBIYHO 3aKPEIUIAeTCS KaK TMPUBBIYKA paHbIIE, 4YeM KTO-JIH00
3aMuchIBaeT ero o0ocHoBanue. Mol (hopmanuzyem 3TOT BeIOOp. Pasmerenue cranoBUTCS
3a71a4eil ONTUMHU3ALMHA C OTPAHUYEHUSIMU HAJl YPOBHSIMHM XPAHEHUS, KOKIbIA U3 KOTOPBIX
XapaKkTEPU3YETCs CBOEU MPOBEPSAEMOCTBIO, BO3MOXHOCTBIO  YIAJEHUS, CTEIIEHBIO
PACKpBITHS, 33IEPKKOM YTeHHUs] U O0BEMOM B peecTpe, M HaJ KJIaccaMH KIMHHYECKUX
JMaHHBIX, HECYIIUMH pPErylsTOpHble o00s3aTenscTBAa H  TpeOOBaHHWS K  YPOBHIO
oOciyxuBaHus. 3a/1a4a OKa3bIBAETCS SK3EMIUISIPOM 33/1a4d O MHOTOBAPHAHTHOM PIOK3aKe
u mnoromy NP-TpymHa; omHako TpeOOBaHUS COOTBETCTBUS OTCEKAIOT MPOCTPAHCTBO
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pelleHni HACTOJIBKO CHJIBHO, YTO 3Ta TPYJHOCTH MepecTaér uMeTh 3HaueHue. KoHTtekcer
3amaér KazaxcraH, a ero 3akoHOJAaTeNIbHbIE TPEeOOBAHWS 33JAl0T OrPAHUYCHUS.
PaccmoTpeHs! AeBATH KJIacCOB IaHHBIX, coryiacoBaHHbix ¢ FHIR, mects ypoBHeil xpanenus
U onuH pabounii npumep. OTHU TONBKO PErYISITOPHBIC OTPAHWYCHUSI U OTPAHHUYCHUS TIO
3anepxkke cokpamaror 10 077 696 Bo3MOXHBIX HasHaueHHH 110 48; OIOKET peecTpa
ocrapisieT 12; W Kaxnas pacmpocTpaHEHHas eAMHOOOpa3Has MOJIMTUKA Pa3MEIICHHUS
OKa3bIBaeTCs LIETUKOM 3a MpefenaMu 3Toi obmactu. OnTuUMH3aTOp 3aTeM BBIOMpAET
MO3JIEMEHTHBIE 00s3aTeNLCTBA JJII CEMU KJIACCOB W TMAKETHhIE — I JIBYX KJIACCOB C
HauOOJBIIUM YHCIOM 3K3EMIULIPOB: 3TO pa3felieHue onpeaenser o0bEM JaHHbBIX, a HE UX
YyBCTBUTEIBHOCTh. Jl€CATh THICSY TOBTOPHBIX IIPOTOHOB MOJIECIHU ITPU OTKJIOHEHUH KaXKI0TO
OIICHOYHOT'O T[apamMeTpa 10 [BaJIlaTH ISATH MPOLEHTOB COXPAHUIM OTCEYCHHE W
HEJIOMYCTUMOCTh €IMHOOOpa3HBIX TOJUTUK BO BCEX MPOroHAaX, a pachpeneiecHue
nakeTupoBanus — B 76,1 mporeHTa nporoHoB. [lapameTpbl HOCAT WILTIOCTPATUBHBIN
XapaxkTep ¥ NPUBEACHBI MOJTHOCTHIO, @ BCE YMCIIA MOTYUYEHBI U3 MOJICNH, a HE U3 PEAIbHOTO
pa3BEPTHIBAHUS.

KuioueBble cioBa: cubOpuoHvlil O10KUYEliH, IIeKMPOHHbIE MEOUYUHCKUE 3ANUCU,
pazmeujerue OaHHbIX, 3a0a4a 0 MHO208APUAHMHOM PIOK3aKe, Npago HA YOaleHue, aHalu3
npocmpancmea npoexmuwix pewtenuut;, HL7 FHIR

Menununauasik I'nopuari biokyeiinge Jlepexrepai Tizinimae sone Onan Troic
OpHasacteIpy

Anparna: KaHpnall KIMHUKaJIBIK JiepeKkTep Ti3iaimre Tycyl kepek? I'mOpuari
OJIOKUYEHH apXUTEKTypajiapbl OYJI cypakka op Kjiacc OOMbIHIIA, YHCI3 xKayarn Oepei, an Oy
JKayarl o/IeTTe OHBIH HEri3ieMeci ’a3bUIMail TYphIN-aK dJeTKe aiHanbil KeTeli. bi3 ockl
TaHaayabl popmanmaiimei3. JlepekTep/l OpHAIacThIpy cakray JeHreiiepi OoMbIHIIA
niekTeysepi 0ap oHTalnaHAbIPY eceOiHe alfHaNa bl op JCHTEH/IIH 63 TEKCepily Jopexeci,
KO0 MYMKIHZITI, albUly JopeXkeci, OKy KIJAipicl >KOHE TI3UIMJeri KesieMi Oap, ai
KJIMHUKAJIBIK JIEPEKTEp KJIACTapbhl HOPMATUBTIK MIHJETTEP MEH KbI3MET KOpCeTy JeHTreiiHe
KOWBUTATHIH TayanTapisl ketepeai. Ecen kem HycKallbl prok3ak eceOiHiH aepoec Karmaibl
Oonbin mbiFaael, geMek NP-kypaeni; anaiina colikecTik TananTapbl HIEHIiMAEp KEeHICTIrH
COHIUANBIKTBI KaTThl KbICKAPTATBIHABIKTAH, OYJ KYPAEIUIKTIH IC Y31HAE MAaHbI3bI
KaJaMaiasl. 3epTTeyliH KOHTeKCiH KaszakcTaH aHBIKTalWbpl, al OHBIH 3aHHAMAaJIbIK
MiHAETTepl mekTeynaepal Kypailnpl. FHIR crangapTeiMen yinecTipiireH TOFBI3 JepeKTep
KJIaChl, aJIThl CaKTay JACHIreHi jkoHe Oip )KYMBIC MBICANIbI KapaCThIPbUIAbL. TeK HOPMATHUBTIK
XoHe Kimipic mekteynepinig o31 10 077 696 wikTuMan TaralbiHAayabl 48-Te NeliH
KBICKapTaJIbl; Ti3UIiM OrOKETI onapabl 12-re AeifiH azalTapl; al KeH TapalfaH OipbIHFail
OpHAJIACTBIPY CasCaTTapbhIHBIH OpPKAWCBICHI OCHI alMaKTaH TOJBIKTal THIC KaJlaIbl.
OHTalaaHIpIPYIIbI JKET1 KJIAacC YIIIiH JKeKe MiHAeTTeMesep/l, aj JaHanap CaHbl €H Koll €Ki
KJIacC VIIIH TONTaMaJlbIK MIHACTTEMENepAl TaHmauapl: Oy OeriHICTI AepeKTepIliH
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Ce3IMTAJIJIBIFBl €MEC, OJIAPJIbIH KOJIeMi aHBIKTal bl OpOip OaranaHFaH MmapaMeTp KHUbIpMa
Oec maifpI3ra JEiiH e3repTUIreH OH MBIH KalTalama ecenTey MIenlimMaep KeHICTITiHIH
KBICKapybIH oHE OipbIHFall cascaTTapAblH KapaMChI3bIFbIH OapJIbIK JKaFaaiaa CaKTalbl,
an rtomramanay OemiHici ecenrteynepain 76,1 maifpi3biHga cakranabl. [lapamerpriep
WLTIOCTPAIMSUTBIK CHIIATTA YKOHE TOJIBIK KENTIPUITeH, all 0apiblK caHAap HAKThI CHIIPYACH
eMec, MOJICTIbJICH AJIbIHFaH.

Tyitin ce3mep: eubpuomi OI0KuelH, INeKMPOHOLIK MEOUYUHALIK Hca30anap;
oepekmepoi opHanacmvlpy; KON HYCKAlbl DPIOK3aK ecebi;, Oepekmepoi Hcolo KYKblbl,
arcobanay keyicmiein manoday;, HL7 FHIR

1. Introduction (Literature Review)

Placement decides the rest. Once an architect has settled which clinical data classes
go on a ledger, which go off it behind a commitment, and which never touch a ledger at all,
the compliance posture, the storage bill and the audit story are largely determined — and
reversing the choice later means migrating live patient records, which nobody does willingly.

The literature treats this decision unevenly. Payloads off-chain, hashes on-chain —
proposals state it, then hurry on to consensus tuning or key management, as though the split
were self-evident. It is not. Ask what each option actually proves. A hash on a permissioned
ledger, a Merkle commitment anchored in public, and a batched commitment covering sixty-
four records differ in what they demonstrate, what they leak, what they cost, and whether
anyone can ever undo them. Health data is exactly where those differences bite: statutory
retention pulling one way, erasure duties the other [1], [2].

Kazakhstan gives this work its concrete setting. Clinical documentation across the
national system already runs electronically; the Code on Public Health defines personal
medical data and the aggregator role that handles it [3]; a WHO-supported programme has
been reshaping statutory forms toward a digital-friendly information model [4]. Walk a
ledger-based service into that environment and it inherits the whole obligation set before a
single design choice gets made.

This work converts those obligations into constraints and the architectural
preferences into an objective, then asks what remains. The contribution is fourfold. A tier
model separates the properties an architect actually trades off, rather than the platform labels
usually compared. Regulatory duties, audit duties and service-level targets become hard
constraints over that model. The resulting placement problem turns out to be a multiple-
choice knapsack instance, which locates it precisely in a well-studied complexity class. And
an instantiation on nine FHIR-aligned classes reports a design-space contraction of five
orders of magnitude, together with an optimal placement that no uniform policy reproduces.

Three strands bear on the problem, and they have largely developed apart from one
another.

1.1 Deciding Whether and Where to Use a Ledger
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Wiist and Gervais handed the field its decision flowchart: do you need a blockchain
at all, or will a managed database do [5]? Eberhardt and Tai catalogued the off-chaining
patterns whose trade-offs we formalise here [6]. Xu and colleagues built a taxonomy meant
to carry architectural reasoning [7]. Useful work, all of it. It classifies. Nobody optimises,
and nobody carries regulatory duty into the constraint set.

1.2 Ledger Architectures for Health Records

MedRec put permission management on a public ledger [8]. Ancile added proxy re-
encryption and interoperable access control [9]; BBDS and MedBlock went after cloud-
resident sharing [10], [11]; Healthcare Data Gateways moved the patient to the centre of risk
control [12], and later work carried that pattern into mobile-cloud settings [13]. Permissioned
substrates followed — Fabric as the usual base [14], PREHEALTH bolting on anonymous
credentials [15], latency behaviour by now reasonably well charted [16]. Off-chain custody
hardened into practice through IPFS-backed designs [17], [18], [19], [20], [21], and reviews
map what resulted [22], [23], [24]. Every one of these systems fixes a placement. Not one
derives it.

1.3 Mutability and Erasure

Ateniese and colleagues opened the redactable-blockchain line with chameleon
hashing [25]; Derler et al. sharpened rewriting down to attribute-level policies [26]; Deuber
et al. threw out trapdoor custody in favour of on-chain voting [27]. Politou's group
documents the legal pressure driving all of it [28], [2]. We do not treat redactability as the
answer. It is one tier among six, carrying its own price and its own weakened verifiability.

The remainder of the paper is organized as follows. Section 2 sets out the system
model, the problem formulation, the solution method and the experimental setup. Section 3
reports the results, Section 4 discusses their implications and the threats to validity, and
Section 5 concludes.

2. Methodology

2.1 System Model

Let I index clinical data classes and T index storage tiers. A placement isamap X : |
— T assigning every class to exactly one tier.

2.1.1 Data Classes

Class i carries eight parameters. Payload size s;, instances per patient-year n;, reads
per instance fi. Then the duties: a required verifiability level 0i, a required erasability level
ei, and a ledger-presence flag pi marking classes whose existence has to be independently
attestable. Finally a read-latency ceiling A; and a sensitivity weight o;, the latter standing in
for how much damage a disclosure would do.

Two deserve comment. Erasability and ledger presence fight each other by
construction — consent grants and access log entries have to survive for audit, so they carry
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pi = 1 and ¢; = 0, while ordinary clinical records carry the reverse. Uniform placement dies
right there. The model puts that tension on the table instead of burying it.

2.1.2 Storage Tiers

Tier t carries a ledger cost rate «;, a verifiability level ver;, an erasability level era,, a
presence flag pres;, an exposure coefficient p;, a read latency lat,, and a per-instance ledger
footprint. Table 2 lists the six tiers used here. They span the practical range: full payload on
a public chain, full payload on a permissioned chain, redactable payload via chameleon
hashing [25], [26], off-chain custody with a per-item commitment, off-chain custody with
commitments batched into a Merkle tree of sixty-four [29], and off-chain custody with no
ledger record whatsoever.

Batching is where the interesting economics live. A batched commitment costs one
sixty-fourth of the ledger bytes but proves membership at coarser granularity, so an auditor
learns that a record belonged to a batch rather than that it stood alone. The model encodes
that difference as ver = 0.75, against 0.95 for per-item commitments.

2.1.3 Cost Components

Three costs and one quality loss feed the objective. Storage combines ledger and off-
chain bytes at their respective rates. Read latency piles up as n; f; lat,, disclosure exposure as
n; o; pr. Verification granularity loss accumulates as n; o; (1 — ver;), which docks the cheap
tiers for weakening what an auditor can establish. Each component gets normalised by its
maximum over | x T. That puts the four weights on one scale and lets a reader treat them as
priorities rather than as unit conversions.

2.2 Problem Formulation

2.2.1 Hard Constraints

Compliance does not belong in an objective function. A regulator does not accept a
slightly cheaper design that is slightly less lawful, so duties enter as feasibility constraints,
and cost operates only inside the region they leave.

C1 verifiability. ver, > 0;. Integrity of the class must be demonstrable to an external
auditor at the level the class demands.

C2 erasability. era; > ei. Classes subject to withdrawal of consent must sit where the
data can be rendered irrecoverable [1], [2], through destruction of the key material that
protects it [30].

C3 ledger presence. pres; = 1 whenever p; = 1. Audit-bearing classes must leave a
trace no operator can silently drop.

C4 latency. lat; < Ai. Interactive classes cannot be parked behind public-chain
confirmation.

C5 ledger budget. Z; L(i, x(i)) < B, where L is the annual on-ledger footprint of class
I under its tier and B is the budget per patient-year. This is the only constraint that couples
classes to one another, and it is what makes the problem combinatorial rather than separable.
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Residency slips in implicitly. Every tier from the fourth onward keeps payloads
inside the national perimeter, so a jurisdiction that forbids foreign replication simply deletes
the first tier from every admissible set.

2.2.2 Optimisation Problem
Writing xi € {0,1} for the indicator that class i lands on tier t, the problem becomes
min Z; X X (0% + Bl + yri + 6 di) 1)
subject to X xi = 1 for every i, to x; = 0 whenever tier t violates any of C1 through
C4 for class i, and to %; X x; Li < B.

The structure is exact, and it deserves a name. Classes partition into disjoint groups;
exactly one option gets picked from each; one linear capacity constraint ties the picks
together. That is the multiple-choice knapsack problem in minimisation form [31],
equivalent by negation to the maximisation form people have studied since the late nineteen-
seventies. MCKP generalises 0-1 knapsack and inherits its NP-hardness [32], [33].

Hardness is not the practical obstacle here, though. Pruning is so severe that the
surviving space is trivially enumerable, and the useful observation is which constraint does
the pruning.

2.3 Solution Method

C1 through C4 apply class by class and hand back admissible sets A; © T. Enumerate
IT; |Ai| candidates exactly, drop whatever breaches the budget. At the scale reported below,
that runs in milliseconds.

Real deployments will not stay this small. Several hundred classes across multiple
facility types, separate budgets per consortium channel — that instance leaves enumeration
far behind. Standard MCKP machinery covers the regime: prune dominated options, order
what survives within each class by incremental efficiency, solve the linear relaxation in O(n)
by partitioning, then close the integrality gap with branch and bound along the lines of
Pisinger's minimal algorithm [34]. The relaxation throws in a bound as well, telling an
architect the most a given budget increase could possibly buy. In a procurement conversation
that bound is often worth more than the optimum itself.

2.4 Experimental Setup

The instantiation uses nine data classes aligned to FHIR resource types [35], [36] and
the six tiers of Section 2.1.2. Parameters appear in Tables 1 and 2. They are illustrative: sizes
and instance counts reflect plausible ambulatory workloads, and sensitivity weights encode
ordinary clinical intuition about relative disclosure damage. Tables 1 and 2 state them in full,
so a reader who disagrees can substitute their own and rerun the model.

Weights are o = 0.25 for storage, p = 0.15 for latency, y = 0.35 for exposure and 6 =
0.25 for granularity loss. The ledger budget is B = 8 KB per patient-year, chosen to bind: the
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minimum feasible budget under C1 through C4 is 5.22 KB, so the constraint has real force
without making the instance infeasible.

1.0 4 T1
admissible for 6 = 0.90 classes (@) O t

0.8 4

0.6 4

T2+
041 8
T3*

0.2 1

verifiability ver;

0040

-0.2 1

100 100 102 10 10%
ledger bytes committed per instance (log)
Fig. 1. The six tiers in the footprint—verifiability plane. Marker area scales with exposure
p.. T = not erasable, * = redactable only.

Fig. 1 places the six tiers in the plane that matters most for this decision, ledger
footprint against verifiability, with marker area scaling to exposure. The 6 = 0.90 line cuts
through it and eliminates most of the plane for the strictest classes.

Table 1. Data classes (illustrative parameters, per patient-year)

Class Size n 0; e Ai (ms) Gi

Patient demographics 2 KB 1 0.00 1.0 400 0.60
Encounter metadata 4 KB 6 0.40 1.0 400 0.40
Observation 1 KB 120 0.75 1.0 250 0.50
DiagnosticReport 30 KB 8 0.90 1.0 500 0.80
ImagingStudy 25 MB 1.5 0.90 1.0 2000 0.90
MedicationRequest 2 KB 14 0.75 1.0 250 0.70
Dispense record * 1 KB 10 0.90 0.0 600 0.55
Consent grant * 0.3 KB 20 0.90 0.0 200 0.15
Access log entry * 0.2 KB 180 0.75 0.0 600 0.20
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* audit-bearing: p; = 1, so a ledger trace is mandatory.

Table 2. Storage tiers

Tier Ledger B/ inst. ver era p lat
T1 public, payload Si 1.00 0.00 1.00 2500
T2 permissioned, payload Si 0.45 0.00 0.35 300
T3 redactable payload Si 0.35 0.85 0.40 420
T4 off-chain, per-item 120 0.95 1.00 0.05 180
T5 off-chain, batched/64 1.875 0.75 1.00 0.07 150
T6 off-chain only 0 0.00 1.00 0.04 120
3. Results

3.1 Contribution of the Compliance Envelope

Six tiers, nine classes, 6° = 10,077,696 unconstrained placements. Verifiability alone
cuts that to 10,368. Erasability takes it to 288. Ledger presence removes nothing further —
the classes demanding it already sit on tiers that supply it. The latency ceiling leaves 48. The
budget leaves 12. Fig. 2 shows the funnel.

10,077,696

107 _

106 4

105 _

10,368

104_

103 4
288 288

admissible assignments (log)

102 - A8

12
101 5

I I
none +ver +erase +ledger +latency +budget
presence

constraints applied cumulatively

Fig. 2. Compliance constraints remove five orders of magnitude from the design space
before any cost term is evaluated.
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Five orders of magnitude vanish before anyone consults a single cost coefficient.
That is probably the most transferable thing in this paper, and it flips the usual emphasis:
architects tune weights and argue storage economics while the compliance envelope has
already decided nearly everything. Optimise without writing that envelope down and you
are searching a region you never characterised.

3.2 Infeasibility of Uniform Policies

Table 3 evaluates the four uniform policies that recur in the literature against the
optimum. Not one of them is feasible. Placing payloads on a permissioned ledger consumes
38,866 KB per patient-year, roughly 4,858 times the budget, and the ImagingStudy class
alone accounts for most of it. The budget is not its only problem: a permissioned payload
tier cannot clear a 0.75 verifiability floor, cannot erase, and cannot answer inside 250 ms, so
C1, C2 and C4 fall with C5. Committing every class per-item needs 42.25 KB, over budget
by a factor of five. Batching every class is cheap at 0.66 KB but fails C1 for the four classes
demanding 6 = 0.90. Pure off-chain storage fails both C1 and C3.

Table 3. Policies compared at B = 8 KB per patient-year

Policy Ledger KB J Gran. loss Status

All payload, permissioned 38 866 0.584 68.8 C1, C2, C4, C5 fail
All per-item commitment 42.25 0.082 6.25 C5 fails

All batched commitment 0.66 0.063 31.3 C1 fails

All off-chain only 0.00 0.059 125.1 C1, C3 fail

Model optimum 7.64 0.172 25.5 feasible

The unconstrained objective values of the infeasible policies are lower than the
optimum’s, which is exactly as it should be. Feasibility costs something. A design that
ignores C1 through C5 will always look cheaper on paper, and that is precisely how ledger
pilots reach procurement before failing legal review.

3.3 Volume Rather Than Sensitivity Governs Batching

The optimum assigns per-item commitments to seven classes and batched
commitments to two: Observation and Access log entry. Those are the two classes with the
highest instance counts, 120 and 180 per patient-year. They are not the two least sensitive
classes — Consent grant carries the lowest sensitivity in Table 1 at o = 0.15, yet it receives
a per-item commitment, because 6 = 0.90 forbids anything coarser.
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Granularity is therefore rationed by volume subject to a verifiability floor, not by
how much anyone would mind the data leaking. That result is not obvious from the outside,
and it contradicts the intuition that cheap proofs should be spent on unimportant data.

B T4 per-item T5 batched B T6 off-chain only infeasible

Patient demographics -
Encounter metadata
Observation -
DiagnosticReport
ImagingStudy -
MedicationRequest
Dispense record
Consent grant -

Access log entry

:B:SKE

104
ledger budget B (bytes / patient / year, log)
Fig. 3. Optimal placement as the ledger budget grows. Per-item commitments are bought
first for low-volume classes; high-volume classes migrate last.

Fig. 3 traces how the placement evolves as B grows from 4 KB to 64 KB. The
optimiser buys per-item commitments first for low-volume classes, and the high-volume
classes migrate last, at budgets several times the minimum. An architect reading this chart
can see directly what an extra kilobyte of ledger budget buys and where it stops mattering.

JSDT | DGSC | Page 152



Journal of Secure Digital Technologies
ISSN (E): 3136-9340

—— Pareto front
’ selected optimum

o
w
1

[\e]
(=]
1

—
w
1

verification granularity loss

—
o
1

5 10 115 20 2I5 30 3I5 40
on-ledger footprint (KB / patient / year)
Fig. 4. All 48 admissible assignments. The budget line selects one point on the front;
relaxing it buys granularity at a decreasing rate.

Fig. 4 shows all 48 admissible assignments in the footprint—granularity plane together
with the Pareto front. The front is short and steep near the minimum feasible budget, then
flattens: past roughly 42 KB per patient-year, further ledger spending buys almost no
additional verification granularity, because every class that can use a per-item commitment
already has one.

3.4 Sensitivity to Parameter Error

Fair question, and the honest answer needs numbers rather than a promise. Tables 1
and 2 hold estimates. An estimate that drifts twenty-five per cent, in a health system nobody
has instrumented yet, is ordinary rather than alarming. So the model was rerun ten thousand
times with every payload size, instance count and sensitivity weight drawn independently
from £25 per cent of its tabulated value. 6, e, p and A stayed fixed throughout, because those
are duties and service targets rather than measurements — a jurisdiction does not jitter its
own retention law.

Two of the three headline results never broke. Pruning stayed above four orders of
magnitude in every draw. All four uniform policies stayed infeasible in every draw. Neither
result touches the numbers at all: both turn on which tier clears a verifiability floor and which
does not, and moving a payload size does not move a floor.

The third result is softer, and saying so costs nothing. Batching landed on the highest-
volume classes in 76.1 per cent of draws. In the remaining quarter the instance counts had
shuffled far enough that a mid-volume class captured the batched commitment instead.
Volume rations granularity robustly; which classes end up batched does not survive the same
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abuse. An architect substituting their own counts should expect the assignment to move even
where the principle holds.

A reference implementation accompanies this paper. It reads Tables 1 and 2 and
recomputes the funnel, Table 3, the optimum and the budget sweep from scratch, so every
figure reported above can be checked against the parameters that produced it rather than
taken on trust.

4. Discussion and Future Trends

4.1 Implications for Practice

Three implications follow for anyone building a hybrid ledger service in a regulated
health system.

First, publish the envelope before the architecture. If constraints eliminate 99.9995
percent of the design space, then a paper reporting a placement without reporting its
constraints has withheld the part that did the reasoning. Future system descriptions should
tabulate 0, e, p and A as routinely as they already tabulate throughput.

Second, treat batching as a budgeted resource. The literature usually sells batched
commitments as a scalability trick. Here they behave like currency — spent where volume
runs highest, withheld where an auditor needs to isolate one record — and the allocation
shifts predictably as the budget moves.

Third, be careful comparing objective values across feasibility boundaries. Every
infeasible policy in Table 3 scores better than the optimum. Any benchmark that ranks
architectures on cost or latency alone, without checking the envelope first, will reliably
recommend designs that cannot be deployed.

4.2 Threats to Validity

Parameters are illustrative. Nothing here claims that the specific numbers in Tables
1 and 2 describe any particular health system. The qualitative results follow from the
ordering of the parameters rather than their exact values, and Section 3.4 puts numbers on
how far that holds: severe pruning and the infeasibility of every uniform policy survived all
ten thousand perturbed draws, while the batching assignment survived roughly three in four.
A system whose ordering differs will reach different conclusions, and the model provides
the instrument for finding that out.

The cost model is linear and additive, which understates interactions. Storing a class
off-chain changes the operational burden of key management for every other class sharing a
key hierarchy [37], [38], and attribute-based access control shifts the exposure coefficients
in ways a single p; cannot capture [39]. Exposure itself collapses to a scalar here; a serious
risk treatment would use a distribution.

The model also assumes placement is static per class. Real records change status —
a study under active care is not a study under statutory retention twelve years later — and a
lifecycle-aware version of this model, in which classes migrate between tiers on defined
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events, is the obvious next step. That version is not a straightforward extension: migration
costs and backup semantics interact awkwardly with erasure duties [40].

Finally, no deployed system has yet tested the model. Nothing here rests on measured
latencies, throughput or storage figures from running infrastructure, and the reader should
treat every number here as a consequence of stated assumptions.

5. Conclusion

Placement in hybrid blockchain health systems is a constrained optimisation
problem, and naming it as one changes what an architect can say about their design. This
paper gave the model, located it as a multiple-choice knapsack instance, and instantiated it
on nine FHIR-aligned classes. The compliance envelope removed five orders of magnitude
from the design space; all four uniform policies in common use turned out infeasible; and
the optimum rationed proof granularity by data volume under a verifiability floor. Perturbing
every estimated parameter by a quarter left the first two findings untouched and the third
standing in three draws out of four. The next step is the lifecycle-aware formulation, together
with a Fabric testbed that will replace the illustrative latency and storage parameters with
measured ones.
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