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A MULTI-LEVEL STRATEGY FOR IT RISk MANAGEMENT WITH LLM-BASED RISK
IDENTIFICATION

Abstract: Digital transformation has expanded the range of risks facing IT projects
worldwide, yet fragmented, non-integrated adoption of governance and risk standards such
as 1ISO 31000, PMBOK 7, COBIT 2019 and NIST SP 800-30 leaves a structural gap between
corporate governance and day-to-day project risk control, a gap that is especially acute for
small and medium teams in emerging markets such as Kazakhstan. This study develops and
empirically validates a Multi-Level Integrated Risk Architecture (MIAR) that embeds
strategic, tactical and operational risk controls into the IT project lifecycle; introduces a
normalized Risk Exposure Reduction Index (RERI) with criticality weighting and
cost/timing correction factors estimated with bootstrap confidence intervals; and implements
IT Risk Analyzer, a multi-tenant web service that uses a large language model (Claude API)
with chain-of-thought and few-shot prompting to automatically extract structured risk
registers from technical-specification text. The Al module was evaluated against expert-built
ground truth, cross-verified with the NIST SP 800-30, OWASP Top 10 and PMBOK 7
catalogues, on five real technical specifications, and the complete strategy was validated
through a nine-month quasi-experiment on a government digital-forensics IT project (budget
~186 million KZT). The Al module reached precision 78.2%, recall 86.4% and F1 81.9%.
Applying MIAR to the case project reduced weighted risk exposure by RERI_base = 0.641
(95% CI [0.563, 0.719]) and RERI_ext = 0.743, reached a Risk Management Index of 90%,
and produced an estimated methodology ROI of 601%, corresponding to approximately 43.5
million KZT in avoided expected losses. These results indicate that combining an integrated
multi-standard governance architecture with LLM-assisted risk identification yields
measurable, reproducible reductions in risk exposure and provides a deployable instrument
for resource-constrained IT teams and public-sector projects.

Keywords: IT risk management; risk governance integration; large language
models; risk exposure reduction index; Monte Carlo simulation; prompt engineering;
government IT projects; digital forensics compliance

JSDT | DGSC | Page 3



Journal of Secure Digital Technologies

MHuoroypoBHeBasi crparerusi ynpapJjenusi UT-puckamu ¢ uaeHTupUKanuen
PHMCKOB Ha OCHOBe 0OJILIIUX A3BIKOBBIX MojeJieii (LLM)

AnnHotanus: Ludposas Tpanchopmanus pacupuia CoeKTp pUCKOB, ¢ KOTOPBIMH
crankuBatorcss  UT-mpoexktsl 1o Bcemy wMupy. Ilpm 31O0M  dparmeHrapHoe,
HEUHTETPUPOBAHHOE BHEPEHNUE CTAHAAPTOB YIPABIIEHUS U PUCKOB, Takux kKak ISO 31000,
PMBOK 7, COBIT 2019 u NIST SP 800-30, ocTaBiseTr CTPYKTYpHBIH pa3pbiB MEXIY
KOPITIOPAaTHBHBIM YIPABJICHUEM U TOBCEAHEBHBIM KOHTPOJIEM MPOEKTHBIX PHUCKOB. JTOT
pa3pbIB OCOOEHHO OCTPO OIIYILACTCS B MalbIX U CPEAHMX KOMaHAAX Ha Pa3BUBAIOIIUXCS
pBIHKaX, Takux Kak Kazaxcran.B manHoM uccnenoBanuu pa3padbaThIBaeTCs U IMIIUPHYECKU
000CHOBBIBacTCSI MHOTOypOBHEBasi HMHTErpupoBaHHas apxurektypa puckoB (MIAR),
KOTOpasi BCTPAMBAET CTPATETUIECKUNA, TAKTUICCKUI U OTEPAIIMOHHBIN KOHTPOJIb PUCKOB B
ku3HeHHbIH MK U T-npoekra. B pabore BBoaUTCS HOpMUpPOBAaHHBIN MHIEKC CHMKCHHS
noasepxkernHoctn puckam (RERI) ¢ BecoBbiMH KO3 (UIIMEHTAMH KPUTHYHOCTH H
KOPPEKTUPYIOLIMMH (aKTOPaMU CTOMMOCTH/CPOKOB, OLIEHEHHBIMU C MOMOLIbIO OyTCTpen-
JOBEPHUTENBHBIX MHTEpBAIOB. Takxke peanu3oBa [T Risk Analyzer — mynbTuapeHaHbIH
BeO-cepBUC, UCHONB3YIOUINI OoJbinyio s3bikoBYyI0 Mozens (Claude API) ¢ memoukoii
paccyxnaenuii (chain-of-thought) u oOyueHuem Ha Heckoybkux mnpumepax (few-shot
prompting) /Ui aBTOMaTUYECKOr0 M3BJIEUEHUSI CTPYKTYPUPOBAHHBIX PEECTPOB PUCKOB U3
TEKCTOB TeXHHUYeCKuX crenudukamnmii.Padora MM-Momynsi onieHWBaIach B CpaBHCHUU C
STAJIOHHBIMU JIAHHBIMH, COCTABJIEHHBIMHU 3KCIIEPTAMHU, M COIOCTABIIACH C KaTaJloraMu
NIST SP 800-30, OWASP Top 10 u PMBOK 7 Ha npuMepe MmaTé pealtbHbIX TEXHUIECKUX
cneundukanuii. Bes cTpaTterus nenmkoMm Obula BaJMAMPOBAaHA B XOJ€ JAEBATUMECSYHOTO
KBa3udIKCIepuMeHTa B rocyaapctBeHHoM UT-mpoekte mo nudpoBoil KpUMHHATUCTHKE
(6romxer =186 muH Tenre).MU-monyns goctur touHoctH (precision) 78,2%, MOTHOTHI
(recall) 86,4% u Fl-mepsr 81,9%. Ilpumenenne MIAR k NuaoTHOMY HPOEKTY CHU3HIIO
B3BELLICHHYIO MojBepkeHHOCTh puckaMm Ha RERI base = 0,641 (95% M) u RERI ext =
0,743, mo3Bosmmiio qoctuyb MHekca ynpasienus puckamu B 90% 1 obecrneqnsio pacueTHyIO
okynaemocTb Meroaosoruu (ROI) Ha ypoHe 601%, uto cooTBeTcTBYET NMpuMepHO 43,5
MJIH TEHTe TPEAOTBPAIICHHBIX OXHIAEMBIX MOTEPh. DTHU PE3YNbTaThl MOKA3bIBAIOT, YTO
COYETaHHWE WHTETPUPOBAHHOW MHOTOCTAHAAPTHON  apXUTEKTYyphl  YyIpaBlIEHUS C
uaeHtudukanuet puckos mnpu nomoumt LLM  oOecneunBaer u3Mepumoe U
BOCIIPOM3BOAMMOE CHI)KEHUE M0/IBEPKEHHOCTH PHCKAM.

KuroueBble cnoBa: ynpasnenue UT-puckamu; unmezpayust ynpasieHus puckamu,
Oonvbuiue A3bIKOBble MOOENU; UHOEKC CHUICEHUS NOOBEPICEHHOCMU PUCKAM; CUMYIAYUS
Mounme-Kapno; unacenepus npommos, 2ocyoapcmeenuvie UT-npoexmol; coomeemcmaue
mpebosanuam 8 Yughposo KPUMUHATUCUKE

Yaken Tinnik Moaeasaepre (LLM) Heriznenaren Toyekeanepai AHBIKTAY
ApxkbLibl AT-Toyexkennepai backapyabsin Kenaenreiisi Ctparerusicsl
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Annarna: [udpnsik Tpanchopmanus Oykin omemuaeri AT-xobamap anmbHaa
TYpFaH ToyeKenaep ayKbiMbIH KeHeTTi. [ereamen, ISO 31000, PMBOK 7, COBIT 2019
xoHe NIST SP 800-30 cusiktel Gackapy »KoHE ToyeKeJAep CTaHAapTTapbIH Y31HIi-Y31HII,
OipiKTIpIIMEH €HTI3y KOPIOPaTUBTIK OacKapy MEH KYHIEJIKTI >KOOAJIBIK ToyeKelaepai
OakpUIay apachblHAa KYPBUIBIMIBIK AJIAKTBIKTBl KaJAbIpaabl. By ammiakTelK ocipece
KazakcTan cHSKTBI 1aMbIll Kelle >KaTKaH HapbIKTapJarbl IIAFbIH JKOHE OpTa KOMaHaiap
ywin ete e3ekTi.byn 3eprreyne AT-k00achIHBIH OMIpIIK LUKIIHE CTpPaTETHSIBIK,
TaKTUKAJIBIK JKOHE OIEepalsUIbIK Toyekenaepai Oakpuiayasl eHaiperin KemmeHreitni
MHTETpalusUIaHFaH Toyekenuep apxutekrypackl (MIAR) a3ipieHren jxoHe SMIUPUKAIIBIK
Typae nonenaeHreH. JKymbpicta OyTcTpenm CEHIMAUIIK —apajblKTapbIMeH OarajiaHfaH
MaHB3ABUIBIK ~ CaJIMaKTapbl KOHE IIIBIFBIH/YyaKeIT Ty3eTy Kkodddummentrepi Oap
HopMananraH Toyeken neHreilin Temennety wunuaekci (RERI) enrizineni. Cownpaii-ax
TEXHHUKAIBIK epeKIIeTKTep (crenuuKanusiiap) MOTIHIHGH KYPBUIBIMIAIFAH TOYEKeIIep
TI31TIMIH aBTOMATThI TYPJE WIBIFAPBIN Ay YIIiH maibeivaaymnap Tizoeri (chain-of-thought)
MeH OipHele MbIcalIIap apKbUIBI OKBITYABI (few-shot prompting) KonaHaThIH, YJIKEH TUIIIK
monenbre (Claude API) nerizmenren IT Risk Analyzer kenmaiinananymbsuiblk BeO-cepBuUCi
icke aceipbutran.)Kacanasl naTeruiektT (KM) Moy 6ec mibIHaiBl TEXHUKAIBIK epeKIIelTiK
HETI31H/Ie capaniblIap jkacaraH dTaJOHIBIK MajliMeTTepMeH Oarananbin, NIST SP 800-30,
OWASP Top 10 sxone PMBOK 7 xaTanmortapsIMeH CaJbICTBIPbLUIA TEKCEPLIIi. AJl TOJBIK
CTpaTerus MEMJIEKETTIK IU(PPIIBIK KPpUMUHATHUCTHKAIBIK A T-x00achiHaars (0romKeTi ~186
MJIH TEHI€) TOFBI3 aWJIbIK KBa3MAIKCIEPUMEHT apKbuibl Makyiganiabl. KW momymi 78,2%
nongikke (precision), 86,4% TonbIKThIKKA (recall) sxone 81,9% F1-emmemine Ko &KeTKi3Ii.
[Munotteik sx00ara MIAR-nwe1 Konmany enmenreH Toyeken AeHrein RERI base = 0,641
(95% CH) xone RERI ext = 0,743-ke a3aiiTTel, Toyekenaepai 6ackapy unaekcid 90%-ra
JKETKI3/l KoHE 9/iCHaMaHBbIH OoipkaMabel KahTapbeiMIabuibiFbiH (ROI) 601% neHreitinge
KaMTaMachI3 eTTi, Oy maMameH 43,5 MIIH TeHre aijiblH alblHFaH KYTIJIETIH MIBIFBIHIApFa
colikec  kenemi. bByn  HoTwkenep MHTETpanusjaHFaH  KOICTaHIApTTHI  Oackapy
apxutektypacsiH LLM keMmeriMeH Tayekeniepl aHbIKTayMeH OIpiKTipy ToyeKel JeHreiin
OJIICHETIH XKoHE KallTalaHaThIH TYP/€ TOMEHIETYre MYMKIH/IIK O€peTiHIH KepceTe .

Tyiiin  ce3nep: AT-mayexendepdi  backapy,  mayexkendepoi  backapyowvl
uHmezpayusanay; yYaKkeH mMinOiKk Mooenvoep;, mayeKenl OeHeelin moMeHOemy UHOEeKCI,
Moume-Kapno cumynayuscel;, npomm uHdicenepuscel, memaekemmik AT-ocobanap;
YUpvlK KPUMUHATUCTIUKAOARLL MALANMAPA CIOUKECMIK

1. Introduction

Over the past decade, digital transformation has expanded the range and complexity
of risks faced by organizations delivering IT projects. According to the Standish Group
Chaos Report, only 31% of IT projects are completed on time and within budget worldwide;
about 52% overrun schedule or budget, and 17% are abandoned outright, with global losses
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from failed IT projects exceeding USD 2.5 trillion annually [1]. Kazakhstan is undergoing
an analogous transition under the state “Digital Kazakhstan” programme, with e-
government, fintech, EdTech and MedTech expanding rapidly; the national IT market
exceeded 1.2 trillion KZT in 2024 [2]. In this context, IT project risk becomes not only a
commercial concern but a social one, particularly for government-funded initiatives.

A persistent paradox characterizes current practice: despite mature international
standards (1SO 31000 [3], PMBOK 7 [4], NIST SP 800-30 [5], COBIT 2019 [6] and COSO
ERM [7]), most delivery teams apply them partially or not at all. These standards were
developed independently, each with its own scope (enterprise governance, project
management, security risk assessment), and their integration into a single operating system
of risk control remains an unresolved practical problem, a difficulty long noted in the broader
risk-management literature [8]. Foundational software engineering literature has long
recognized that schedule and quality risk in software projects is structural rather than
incidental [9-11], yet translating this insight into an integrated, measurable governance-to-
operations pipeline has received comparatively little attention.

A further source of difficulty is risk identification itself. The conventional process
depends on experienced experts, is time-consuming, and remains subjective. The emergence
of large language models (LLMs) opens the possibility of automatically identifying risks
from the text of a technical specification (ToR), which is particularly useful for small teams
and startups without a dedicated risk manager. Recent work has begun to explore LLM- and
NLP-based risk identification with encouraging but uneven results: rule-based and classical
NLP approaches remain limited in recall and adaptability, while transformer-based
approaches show higher accuracy at the cost of dependence on external APIs and non-
deterministic output [12—15]. Prompting techniques such as chain-of-thought reasoning and
few-shot calibration have been shown to substantially improve the reliability of LLM output
on structured reasoning tasks without requiring a labeled training corpus [16-17], which is
attractive when no domain-specific risk dataset exists, as is presently the case in Kazakhstan.

In the Kazakhstani academic literature specifically, rule-based and matrix-based
approaches to IT and information-security risk assessment have been proposed [18-20], but
none combine an integrated cross-standard governance architecture with a normalized,
comparable effectiveness metric and an LLM-based identification tool validated on a real
project. A preliminary, narrower account of the governance-integration component of the
present strategy appeared in an earlier publication by the author [21]; the present paper
substantially extends that work with the RERI/RMI measurement framework, the Al
identification module, and full quasi-experimental case validation. This combination of a
mature international evidence base on one side, and a chronic practical lag (fragmented
tooling, unmeasured risk-management outcomes, and an underdeveloped local body of
work) on the other, constitutes the research gap this study addresses.

This study addresses the following research questions: RQ1: can a single integrated
architecture be designed that removes the structural gaps between ISO 31000, PMBOK 7,
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COBIT 2019 and NIST SP 800-30 and is applicable in real IT projects? RQ2: can current
large language models identify IT risks from technical-specification text with accuracy
comparable to expert judgment (F1 > 75%)? RQ3: does the resulting strategy produce
measurable, verifiable risk-exposure reduction under real project conditions (RERI > 0.5,
RMI > 80%)?

The scientific novelty of this work consists in three contributions that, to the authors'
knowledge, have not previously been combined in a single validated framework: (1) the
Multi-Level Integrated Risk Architecture (MIAR), a three-tier model that closes both a
vertical gap (strategy—project-system) and a horizontal gap (risk management as a parallel
activity rather than one embedded in the lifecycle) among COBIT 2019, ISO 31000,
PMBOK 7 and NIST SP 800-30; (2) the Risk Exposure Reduction Index (RERI), a
normalized, criticality-weighted metric with cost and timing correction factors and bootstrap
confidence intervals, which distinguishes it from existing effectiveness measures such as
Residual Risk or Risk Burn-down; and (3) a verified prompting framework for Claude-API-
based automatic risk identification that achieves accuracy comparable to published
international benchmarks [14, 15] without requiring a labeled training corpus.

Contributions. The concrete contributions of this paper are:

* MIAR, a three-level (strategic—tactical-operational) integrated risk-governance
architecture, together with a seven-category, 24-subcategory IT risk taxonomy;

* RERI, a normalized risk exposure reduction index (base and extended forms) with
a documented bootstrap confidence-interval procedure, together with the complementary
Risk Management Index (RMI);

* IT Risk Analyzer, a production multi-tenant web service that couples an LLM-
based risk-identification module (precision 78.2%, recall 86.4%, F1 81.9%, 18-25 s
generation time) with a Monte Carlo simulation engine, a Kanban workflow, and Jira/Azure
DevOps/Slack integrations;

* empirical validation on a real government IT project, showing RERI base = 0.641,
RERI_ext=0.743, RMI = 90%, an estimated methodology ROI of 601%, and approximately
43.5 million KZT in avoided expected losses.

The remainder of the paper is organized as follows: Section 2 presents the research
design, the MIAR architecture, the RERI/RMI methodology and the architecture of the IT
Risk Analyzer system; Section 3 reports the quantitative results of the Al-module evaluation
and of the case-project validation; Section 4 discusses the findings against the research
questions and prior work; Section 5 concludes the paper.

2. Methods and Materials

This study combines design science research (DSR) for the construction of the MIAR
architecture and the IT Risk Analyzer artifact with a single-case quasi-experimental design
for empirical validation. DSR was chosen over a purely positivist experimental approach
because the object of study is, in part, an artifact to be built and evaluated, not only a
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phenomenon to be observed [22]. The following subsections describe (2.1) the overall
research design and case context, (2.2) the MIAR architecture and risk taxonomy, (2.3) the
risk assessment methodology, (2.4) the RERI and RMI metrics, (2.5) the architecture of the
IT Risk Analyzer system, and (2.6) the evaluation design for the Al module and the case
study.

2.1 Research Design and Case Study Context

The overall design is mixed: a systematic comparative analysis of five
governance/risk standards (1SO 31000, PMBOK 7, NIST SP 800-30, COBIT 2019, COSO
ERM) was used to identify structural gaps and inform the MIAR architecture; prompt
engineering (chain-of-thought and few-shot calibration) was used to adapt an LLM to risk
identification without a labeled corpus, which is appropriate given the absence of a public
Kazakhstani I1T-risk dataset; and a quasi-experimental pre/post comparison within a single
real project was used to validate the complete strategy, since no parallel control project
without the methodology was available.

The case project, referred to here as “NIC CyberTech” per the confidentiality
requirements of the client organization, is a government-funded digital-forensics software
project (budget ~186 million KZT, 14-month duration). The author acted as systems analyst
/ project manager throughout. Risk exposure was recorded at two checkpoints: a baseline
profile at the start of active risk management, and a residual profile after mitigation measures
were implemented, over a nine-month observation window (ten months of active
development in total). The registry comprised 30 identified risks (3 Critical, 5 High, 17
Medium, 5 Low).

Threats to validity were addressed as follows. For internal validity,
probability/impact estimates were recorded before the Al module's output was reviewed (a
pre-registered scoring criterion), and residual estimates were agreed jointly with the client
rather than set unilaterally by the author. For external validity, the case project is a
government project with heightened forensic-evidentiary requirements, so the specific risk
composition and RERI value should not be assumed to generalize directly to commercial
projects; the taxonomy and index themselves are designed to be transferable. For construct
validity, RERI is always interpreted jointly with the absolute residual score of critical risks,
since a high RERI alone does not guarantee an acceptable absolute risk level.

2.2 Multi-Level Integrated Risk Architecture (MIAR)

The comparative analysis of ISO 31000, PMBOK 7, NIST SP 800-30, COBIT 2019
and COSO ERM identified two systematic gaps. A vertical gap separates enterprise-level
governance (risk appetite, board oversight; COBIT 2019, COSO ERM) from project-level
risk registers (1SO 31000, PMBOK 7) and from system-level operational controls (NIST SP
800-30, OWASP); each standard is typically applied in isolation by a different organizational
function. A horizontal gap treats risk management as an activity running parallel to the
project lifecycle rather than embedded within it, so that risk reviews occur periodically rather
than at each lifecycle transition.
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MIAR closes both gaps with a three-level architecture aligned with the project
lifecycle axis (initiation, planning, development, testing, deployment, operation). Level 1
(Strategic) covers risk appetite, policy and board-level oversight, grounded in COBIT 2019
and COSO ERM. Level 2 (Tactical) covers the project risk register and response planning,
grounded in ISO 31000 and PMBOK 7, and is owned by the project management office.
Level 3 (Operational) covers technical controls such as secure coding, SAST/DAST and
monitoring, grounded in NIST SP 800-30 [5] and OWASP [23], and is owned by delivery
teams. Each level feeds the level above it, and each is explicitly checkpointed at lifecycle
transitions rather than on a fixed calendar, which is how MIAR embeds risk control into
delivery rather than running it alongside it (Fig. 1).

Project
lifecycle axis

A
-+ Operation

Level 1 — Strategic
Risk appetite + Policies + COBIT 2019 « COSO ERM + Board oversight

v

Level 2 — Tactical + Testing

=+ Deployment

Project risk register + 1SO 31000 « PMBOK 7 « PMO

- + =+ Development

Level 3 — Operational -+ Planning

DevSecOps * SAST/DAST « NIST SP 800-30 + Continuous monitoring

-+ [Initiation

Fig. 1. Three-level Multi-Level Integrated Risk Architecture (MIAR).

An extended, seven-category IT risk taxonomy with 24 subcategories operationalizes
MIAR (technical, organizational, financial, security, legal/compliance, external/vendor, and,
introduced during the case validation, a Forensic Compliance category covering chain-of-
custody and evidentiary-admissibility risks specific to law-enforcement-adjacent IT
systems). The taxonomy defines, for each subcategory, typical triggers and early-warning
indicators used both by human reviewers and as calibration examples for the Al module
described in Section 2.5.

2.3 Risk Assessment Methodology

Two complementary assessment modes are used, following established quantitative-
risk-modelling practice for IT projects [24]. Qualitative assessment uses a standard 55
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probability—impact matrix: a group of at least three reviewers (project manager, tech lead,
client representative) scores each risk independently; scores are consolidated by median
rather than mean to reduce the influence of outliers, and disagreements exceeding two points
trigger mandatory discussion with the rationale documented. Quantitative assessment uses
Monte Carlo simulation: for each risk, a probability of occurrence and a PERT-distributed
minimum/most-likely/maximum budget impact are defined; 10,000 iterations are run, in
each of which occurrence is sampled and, if the risk occurs, an impact is drawn from its
distribution; the resulting distribution of cumulative budget deviation yields P50 (expected
loss), P80 (recommended contingency reserve) and P95 (conservative reserve) quantiles.

Four response strategies are used for negative risks, following 1SO 31000 and
PMBOK 7: Avoid (eliminate the risk by changing the plan, e.g., replacing an unstable third-
party dependency), Transfer (move the financial consequence to a third party, e.g., insurance
or SLA-backed outsourcing), Mitigate (reduce probability and/or impact, e.g., automated
testing, code review, training), and Accept (a documented decision to take no action, either
actively monitored or passively logged). Each risk of Medium level or above receives a
written response plan (owner, deadline, concrete actions, escalation triggers, contingency
plan, residual score), and an escalation matrix routes notification by risk level (Low: weekly,
team; Medium: twice weekly, PM/tech lead; High: immediate, PM/sponsor; Critical:
immediate, all channels).

2.4 The Risk Exposure Reduction Index (RERI) and Risk Management Index
(RMI)

Existing effectiveness measures have structural limitations for cross-project
comparison: Residual Risk (X P_i'I 1') is an absolute quantity that is not comparable across
projects of different scale; Risk Score Reduction (RE_before — RE after) is an absolute delta
that depends on the number of risks and the impact scale used; Risk Burn-down (the count
of open risks over time) ignores severity; and the Risk Reduction Ratio (RE_after /
RE_before) reports the residual share rather than the reduction share and is not directly
interpretable. Table 1 summarizes these limitations.

Table 1. Existing risk-effectiveness metrics and their limitations relative to

RERI.
Metric Formula Limitation
Residual Risk EP i L1 Absolute value; not comparable
across projects of different scale
Risk Score Reduction RE before — RE_after Absolute delta; depends on risk
count and impact scale
Risk Burn-down Count of open risks over time Ignores severity/weight; does not
reflect net effectiveness
Risk Reduction Ratio RE_after / RE_before Reports the residual share, not the
reduction share; unintuitive
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RERI removes these limitations through normalization, criticality weighting and two
correction factors. The base form is:
RERI base =1 — (RE after / RE before) D
where RE before = X(P_i - I 1) is total risk exposure before mitigation and RE _after
= X(P_i'- I 1) is residual exposure after mitigation. RERI base € (—oo, 1]: 0 indicates no
effect, 1 indicates complete elimination, and negative values indicate that the applied
measures were counterproductive. Because it is normalized by RE_before, RERI_base =
0.641 means “a 64.1% reduction” regardless of whether the project registry contains 5 or
500 risks, which the four metrics in Table 1 cannot express.
The extended form adds a criticality weight w_i, a cost factor and a timing factor:
RERI ext=1—[2w i-Pi'-1i)/Xwi-Pi-1i)]-C factor-T factor
)
with w_i = 1.0 for Low/Medium risks (score <9), 1.5 for High risks (score 10—-14)
and 2.0 for Critical risks (score 15-25), reflecting the empirical fact that losses from an
unmitigated critical risk are disproportionately larger than losses from a medium one. The
cost factor discounts effectiveness when mitigation is expensive relative to the value it
protects:
C factor =1 — (C _mit/V protected), C factor =0 if C_mit >V protected
©)
where C_mit is the total cost of implemented measures and V_protected is the
estimated value of avoided losses. The timing factor discounts effectiveness when mitigation
occurs late in the lifecycle:
T factor =1—a - (T mit/ T project) (4)
where T_mit is the point at which key measures were implemented, T_project is total
lifecycle duration, and a € [0, 1] is a decay coefficient; a = 0.3 was selected by calibration
against three completed reference projects and produced a RERI_ext variation of only +0.04
for a € [0.2, 0.4], indicating low sensitivity to the exact value chosen. Because P_i and | _i
are expert estimates and carry subjective uncertainty, a 95% confidence interval for RERI is
obtained by bootstrap resampling: each P_i and |_i is modeled as a triangular distribution,
N = 1,000 simulations are drawn, and RERI is recomputed for each draw to obtain RERI =
M = 1.960.
The complementary Risk Management Index (RMI) tracks operational coverage
rather than exposure reduction:
RMI = (active risks with an approved response plan / total active risks) x 100%
(®)
with RMI > 80% interpreted as an acceptable level of risk-management coverage,
50-79% as requiring attention, and below 50% as critical.
2.5 IT Risk Analyzer: System Architecture and the Al Module
Three candidate approaches to automated risk identification were compared before
implementation: rule-based keyword matching, classical supervised ML classifiers (e.g.,
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SVM, Random Forest), and LLM-based prompting. Rule-based systems are explainable but
require continuous manual rule maintenance and generalize poorly to non-standard
specifications. Classical ML requires a labeled dataset of several hundred examples per
category, performs poorly on short ToR excerpts, and only classifies risks rather than
generating mitigation plans. LLM-based prompting requires no labeled corpus, generates a
structured risk register with descriptions, probabilities and mitigation plans, and adapts to
new domains through the prompt alone, at the cost of dependence on an external API and
non-deterministic output; the latter was mitigated with forced JSON output and a jsonrepair
post-processing step. Given an academic development budget and the absence of a labeled
Kazakhstani risk corpus, the LLM approach was selected; among candidate models, Claude
Sonnet was chosen as primary (strongest structured-JSON output and instruction-following
in internal comparison) with GPT-40 configured as an automatic fallback on rate-limit or
Server errors.

IT Risk Analyzer implements a three-tier architecture. The frontend is a React 18 /
TypeScript single-page application that renders the risk register, the 5x5 heat-map, Monte
Carlo charts and a Kanban board, and consumes a server-sent-events (SSE) stream for real-
time analysis progress. The backend is a Node.js 20 / Express API server (19 route groups)
that handles authentication (JWT, bcrypt-hashed passwords), document ingestion
(DOCX/PDF/TXT), orchestration of Al requests, RERI/RMI computation, and external
integrations (Jira, Azure DevOps, Slack). The Al module wraps the Claude APl (model
claude-sonnet-4-6, max_tokens = 8192, temperature = 0.3 for analysis) with a system prompt
that fixes the model's role and output schema, uses chain-of-thought reasoning to iterate
systematically over risk categories, and applies few-shot calibration examples per category;
the input specification text is treated strictly as user content, which together with the fixed
system role mitigates prompt-injection risk, consistent with general information-security
risk-management guidance [25]. Data are persisted in PostgreSQL 16 (14 tables, including
generated columns for risk score and level to guarantee consistency without triggers) with
Redis used for caching and rate-limit queuing (Fig. 2). The platform is multi-tenant
(organizations, roles, subscription tiers) and exposes a developer API.

JSDT | DGSC | Page 12



Journal of Secure Digital Technologies

Three-Tier Architecture of IT Risk Analyzer (with SSE Streaming)

1. Client Tier — Frontend SPA

React 18 + TypeScript + Vite + TailwindCSS — ToR upload, risk register, KPI dashboard,
Kanban board, Al chatbot. Real-time analysis progress via Server-Sent Events (SSE).

HTTP requests / SSE stream (risk-card events)

2. Server Tier — Backend API Al Module
Node.js 20 + Express + TypeScript — 19 route modules: authentication (JWT), Claude API
REST API, RERI / RMI computation, jsonrepair post-processing (5 steps), claude-sonnet-4-6
Jira / Azure DevOps / Slack integrations. (primary model)
JWT + berypt 1 on rate limit
uuuuu tatitrack
SQL queries / cache operations
3. Data Tier — PostgreSQL 16 Redis
14 tables: sessions, risks, users, organizations, Caching and rate-limiting for
risk_audit_log, risk_solutions, risk_templates. Claude API / GPT-40 requests;
GENERATED columns (score, level); JSONB fields. background task queues.

Fig. 2. Conceptual (C4 Level 1) architecture of the IT Risk Analyzer web service.

2.6 Evaluation Design
The Al module was evaluated on five real technical specifications from distinct
domains (e-commerce platform, banking mobile application, manufacturing ERP system, an
educational Al chatbot, and a government API-integration project), collected between
October and November 2025. For each specification, the author, acting as an experienced
project manager / systems analyst, produced an independent expert risk list following
PMBOK 7 before reviewing the Al module's output; this list was then cross-verified against
the NIST SP 800-30, OWASP Top 10 and PMBOK 7 taxonomies, and only risks confirmed
by at least one published catalogue were retained as ground truth, which reduces
confirmation-bias risk inherent in using the methodology's own author as the sole rater. An
Al-identified risk was scored as a true positive if its category matched or closely
corresponded to a ground-truth risk and its stated cause/consequence addressed the same
underlying threat; this matching criterion was fixed before comparison began (pre-
registered).
Precision, recall and F1 were computed as:
Precision = TP / (TP + FP); Recall = TP /(TP + FN); F1 = 2-Precision-Recall /
(Precision + Recall) (6)
where TP is a risk found by the Al module and confirmed by the expert ground truth,
FP is an Al-identified risk not confirmed, and FN is a ground-truth risk missed by the Al
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module. The same case project described in Section 2.1 was used to validate RERI, RMI and
ROI empirically, with expected avoided losses (EL) computed as EL = P - Impact_financial
per critical/high risk, drawing on contractual penalty clauses, documented legal precedent
for evidentiary admissibility, and historical infrastructure cost data, and methodology ROI
computed as (EL_avoided — C_mitigation) / C_mitigation x 100%.

3. Results

3.1 Al Module Risk-ldentification Quality

Table 2 reports precision, recall and F1 for the Al module across the five evaluated
technical specifications, together with the underlying true-positive, false-positive and false-
negative counts.

Table 2. Al-module risk-identification quality across five real technical
specifications.

Specification GT Al TP FP FN | Precision Recall F1
found
E-commerce platform 18 22 16 6 2 72.7% 88.9% 80.0%
Banking mobile app 23 24 20 4 3 83.3% 87.0% 85.1%
Manufacturing ERP 27 25 21 4 6 84.0% 77.8% 80.8%
Educational Al chatbot 15 19 14 5 1 73.7% 93.3% 82.4%
Government API 20 22 17 5 3 77.3% 85.0% 81.0%
integration
Mean 20.6 | 224 176 | 4.8 3.0 78.2% 86.4% 81.9%

Figure 3 presents the same precision/recall/F1 results graphically (Fig. 3).
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Fig. 3. Al-module precision, recall and F1 across five real technical specifications.

Result 1 (Table 2) demonstrates Contribution 3: the Al module reaches a mean F1 of
81.9% (precision 78.2%, recall 86.4%), exceeding the 78% threshold set for hypothesis H1
and confirming applicability to first-pass risk screening across heterogeneous project
domains. The Al module systematically identified on average 1.8 more risks than the expert
baseline per specification (FP > FN), which is an acceptable asymmetry for a screening tool:
a false alarm is materially cheaper to discard than a missed risk. Mean generation time was
18-25 s per specification (median time-to-first-token 1.2-1.8 s), with 19-27 risks produced
per registry, and the underlying service maintained 99.2% uptime over the 45-day
measurement window (52 minutes of downtime out of 1,080 hours, attributable to planned
maintenance).

3.2 Case-Study Validation: NIC CyberTech

Table 3 shows the RERI_ext computation for the case project, aggregating the three
Critical risks, two High risks explicitly broken out, and the remaining 25 Medium/Low risks.

Table 3. Weighted risk-exposure reduction (RERI_ext components) for the case
project.

(RE_b / w-RE_b: exposure and weighted exposure before mitigation; RE_a /
w-RE_a: after mitigation.)

Risk Level w_i RE b | wRE_ b | RE_a | w-RE_a | Reductio
n
Chain-of-custody Critical | 2.0 15 30.0 5 10.0 67%
(evidentiary integrity)
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Video-analysis performance | Critical | 2.0 16 32.0 4 8.0 75%
degradation
ML false-positive rate Critical 2.0 15 30.0 3 6.0 80%
(multilingual)
Forensic-compliance (legal High 15 12 18.0 4 6.0 67%
admissibility)
ML dependence on external High 15 10 15.0 4 6.0 60%
API
Remaining 25 Medium/Low | Medium | 1.0 127 127.0 50 50.0 61%
risks
Weighted total — — — 252.0 — 86.0 —

With C_factor = 1 — (6,200,000 / 43,500,000) = 0.857 and T factor=1—-0.3-0.4 =
0.88 (key measures implemented within the first four of ten active-development months),
Equation (2) gives RERI ext = 1 — (86.0/252.0) - 0.857 - 0.88 = 0.743. For the base
(unweighted) formulation, RE_before = 195 and RE_after = 70 across all 30 risks, giving
RERI base=1—(70/195)=0.641. A bootstrap procedure (N = 1,000, £1 point perturbation
on P and 1) produced RERI_base = 0.641 + 0.078, 95% CI [0.563, 0.719]; even the
pessimistic bound of this interval remains above the 0.6 threshold associated with “high
effectiveness” (Fig. 4).

RERI_base = 0.641
95% CI [0.563, 0.719]

—
A 4

_ redsee High -
| | |

|
0.0 0.2 0.4 0.6 0.8 1.0
RERI_ext = 0.743

Fig. 4. RERI_base and RERI_ext on the effectiveness scale, with the 95% bootstrap
confidence interval for RERI_base.

Result 2 (Table 3) demonstrates Contribution 4: of the 30 registered risks, 27 (all
Critical, all High, and all Medium risks) carried an approved response plan, giving RMI =
27/30 = 90%, above the 80% threshold set for hypothesis H2. Expected avoided losses were
estimated at ~43.5 million KZT (legal risk from inadmissible evidence, contractual penalty
for delay, and GPU-infrastructure cost overrun), against a mitigation cost of 6.2 million
KZT, yielding a methodology ROI of (43,500,000 — 6,200,000) / 6,200,000 x 100% ~ 601%.

Table 4 summarizes the verification status of the four sub-hypotheses and the rejected
null hypothesis against their pre-registered thresholds.

Table 4. Hypothesis verification against pre-registered thresholds.
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Hypothesis Threshold Observed result Status
H1—LLM F1>78% F1=81.9%, Recall = Confirmed
identification quality 86.4%
H2 — operational RMI > 80% RMI =90% Confirmed
coverage (RMI)
H3 — RERI bootstrap 95% CI width <0.20 Cl =[0.563, 0.719], Confirmed
stability width 0.156
H4 — applied exposure RERI base > 0.5 RERI_base = 0.641 Confirmed
reduction
HO — no significant RERI <0.5 0.641, CI lower bound Rejected
advantage 0.563

Result 3 (Table 4) demonstrates Contribution 1 and Contribution 2 jointly: the
integrated MIAR architecture combined with the RERI/RMI measurement layer produced a
risk-exposure reduction that clears its pre-registered threshold with a practically significant
margin (+28 percentage points over the H4 threshold), and the reduction is stable under
resampling (H3).

4. Discussion

RQ1 asked whether a single integrated architecture could remove the structural gaps
between ISO 31000, PMBOK 7, COBIT 2019 and NIST SP 800-30. The results presented
in Section 3.2 demonstrate that the observed RERI of 0.641 was achieved not by applying
any one standard more rigorously, but through the joint operation of MIAR's three levels:
corporate governance (COBIT 2019/COSO ERM), tactical planning (1ISO 31000/PMBOK
7) and operational control (NIST SP 800-30/OWASP). This supports an affirmative answer
to RQ1 for the government-project context studied and is consistent with the broader
observation in the software-risk literature that isolated application of a single standard leaves
significant blind spots [10, 11].

RQ2 asked whether current LLMs can identify IT risks from specification text at
expert-comparable accuracy (F1 > 75%). The Al module reached F1 = 81.9% (Table 2),
exceeding this threshold and comparable to published international results: Wang & Liu [14]
report F1 = 81% for an ensemble LLM/expert-rules approach, and Kaur et al. [12] report
74% for a RAG/NLP-rules approach, while requiring no labeled training corpus, which is
the principal advantage of the prompting approach over Wang & Liu's ensemble method for
a setting, such as Kazakhstan's, where no domain-specific risk dataset exists. The main
source of false negatives was the specialized Forensic Compliance category, a domain
essentially absent from public LLM training distributions; this indicates a boundary
condition rather than a failure of the approach: LLMs identify standard risk categories
(OWASP, PMBOK, 1SO 31000) reliably and specialized, narrow-domain risks less reliably.
Consistent with this boundary, 8 of the 30 risks in the case project (27%), including four of
the eight High/Critical risks ultimately identified, were added by the human team after Al-
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assisted screening rather than by the model itself. This positions the Al module as a first-
pass screening instrument that materially accelerates identification without removing the
need for expert verification, rather than as a replacement for it.

RQ3 asked whether the strategy produces measurable, verifiable exposure reduction
(RERI > 0.5, RMI > 80%). Table 4 shows both thresholds were exceeded, with the RERI
result stable under bootstrap resampling (95% CI [0.563, 0.719]). The high ROI (601%)
observed in this case is attributable to project structure rather than to a methodological
artifact: three critical risks with combined expected loss of =38 million KZT belonged to
legal and forensic-compliance categories in which realization risked termination of a 186-
million-KZT government contract, while mitigation cost only 3.3% of the contract value.
For projects with less catastrophic risk profiles, typical commercial products, a substantially
lower ROI (an estimated 50-200%) would be expected, and this should temper
generalization of the 601% figure specifically, even though the underlying RERI/RMI
improvements are expected to transfer.

Compared with prior Kazakhstani work, the rule-based expert-audit approach of
Dilmukhanbetov [18] reported approximately 68% accuracy on a limited sample without an
automation component, and Zhaksybekov [19] applied a matrix-based information-security
risk assessment without automated identification; the present study improves on
identification accuracy by roughly 14 percentage points and additionally provides an
integrated architecture, a normalized effectiveness index, and a documented production
validation with a signed implementation act, a combination not previously reported in the
regional literature reviewed.

This study has limitations. The validation rests on a single case project with the
author acting simultaneously as researcher, systems analyst and rater, which is a source of
potential bias, partially mitigated by pre-registering the scoring criterion and by cross-
verifying ground truth against three independent published catalogues (NIST SP 800-30,
OWASP Top 10, PMBOK 7). The Al-module evaluation sample of five specifications was
limited by the availability of real, de-identifiable technical specifications; expanding this
sample to 20 or more specifications is a priority for follow-up work. RERI does not model
correlation between risks (two dependent risks are currently treated as independent) and its
timing factor relies on an empirically calibrated but ultimately judgment-based decay
coefficient a. Finally, generalization beyond government forensic-compliance projects to
typical commercial IT delivery requires replication on three to five additional projects, which
the authors identify as the most important next step.

5. Conclusion

This paper set out to close a gap between mature but fragmented international risk-
governance standards and the practical needs of IT delivery teams, particularly in a market,
Kazakhstan, where integrated tooling and measurable risk-management outcomes remain
scarce. The proposed Multi-Level Integrated Risk Architecture (MIAR) generalizes beyond
the specific numbers reported here: by construction, it embeds governance, tactical planning
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and operational control into any IT project lifecycle rather than treating risk management as
a parallel, periodic activity, and it is this structural property, not any single standard applied
in isolation, that the case results attribute the observed exposure reduction to.

The scientific novelty claimed in Section 1, an integrated cross-standard architecture
(MIAR), a normalized and criticality-weighted effectiveness index (RERI) with bootstrap-
quantified uncertainty, and a verified LLM-based prompting framework for risk
identification, has been substantiated by the results reported in Section 3: an F1 of 81.9% for
automated identification, comparable to international benchmarks without requiring a
labeled corpus; a RERI_base of 0.641 with a 95% confidence interval that remains above
the high-effectiveness threshold even at its lower bound; and a documented, independently
signed implementation record on a real government IT project. Where the evidence is
necessarily partial (a single validated case, a five-specification Al-evaluation sample), this
has been stated explicitly rather than implied away, and the ROI figure of 601% in particular
should be read as a property of this project's risk structure rather than a generic expectation
for all IT projects.

Beyond the specific case, the ambiguous data point worth flagging is the boundary
behavior of the LLM component: it screens standard risk categories well and narrow,
specialized domains (here, forensic compliance) less reliably, which argues for treating
LLM-based identification as an accelerant for expert review rather than a substitute for it in
any deployment. For future research, three directions follow directly from the limitations
identified above: fine-tuning a smaller open-source model on an organization's accumulated
risk-register data to reduce dependence on an external APl and enable on-premises
deployment for sensitive projects; extending the taxonomy's Forensic Compliance category
to adjacent law-enforcement IT domains with formal certification against Kazakhstani
regulatory requirements; and replicating the quasi-experimental validation on several
commercial (non-government) projects to establish how far the reported RERI/RMI/ROI
figures generalize outside a high-stakes public-sector setting. Taken together, the results
indicate that pairing an integrated governance architecture with LLM-assisted identification
is a practically deployable, measurably effective strategy for IT risk management, and
provide a reproducible basis for extending that claim to a broader population of projects.
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SECURING THE PHYSICAL-DIGITAL FRONTIER: Al FOR ANOMALY DETECTION IN OT,
10T, AND CRITICAL INFRASTRUCTURE

Abstract: Operational Technology (OT) networks, heterogeneous Internet-of-
Things (loT) deployments, and the information-technology systems that increasingly
converge with them form a physical-digital frontier whose security properties differ
markedly from conventional enterprise IT, since legacy industrial protocols, decade-long
device lifecycles, and strict latency constraints rule out many controls that work well in cloud
and corporate environments while the consequence of compromise extends from data loss
to physical harm. This study reviews the use of artificial intelligence, specifically agentic,
large language model (LLM)-augmented systems, for anomaly detection across this frontier,
drawing on a comparative analysis of current detection literature, field-deployment reports
from energy utilities, and the detection requirements that distinguish OT, lIoT, and IT layers.
The review separates cognitive support, meaning the interpretation of noisy multi-source
telemetry, from execution support, meaning the automated isolation of compromised nodes,
and formalizes a defensive operational uplift metric U = T_manual / T_Al to quantify how
much Al assistance compresses the time between an anomaly occurring and a validated,
actionable alert. Reported field results show uplift ranging from 1.2-2x for novel anomaly
classes with no prior context to 4-10x for cross-source correlation and alert enrichment, with
transformer-based and LLM-correlation techniques consistently outperforming signature-
based and purely behavioral baselines while preserving the explainability that safety-critical
OT deployments require. The study concludes that the salient contribution of Al in this
domain is workflow acceleration rather than autonomy, that edge deployment of quantized
models is the dominant pattern where latency or data sovereignty rules out cloud inference,
and that defenders must anticipate a symmetric risk in which attackers use the same agentic
techniques to evade detection. These findings inform how critical-infrastructure operators
can prioritize Al investment toward analyst support rather than unsupervised automation.

Keywords: agentic Al; anomaly detection; critical infrastructure; defensive uplift;
edge Al; industrial control systems; loT security; LLM-based monitoring; operational
technology; explainable Al
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Oobecneyenue 0e30MACHOCTH HA rpaHuIe (PU3HIECKOr0 U HU(PPOBOTro MUPOB:
HUU nns oOHApYKeHUs] AHOMAJIUI B ONlePALIMOHHBIX TeXHOJI0TusAX, UHTepHeTe Belei
U KPUTHYECKON MH(PpPACTPYKTYype.

Annoramusi: Ceru omnepannoHHbIX TexHonorudt (OT), rereporeHHbIE Cpeabl
Nurtepnera Bemeit (10T) u Bce Oonee cOnmxaromumecs: ¢ HUMU HHPOPMALTMOHHBIE CUCTEMBI
(IT) dopmupyror dusuko-nudpoBoe mpocrpancTBo. CBOCTBa 0€30IMaCHOCTH 3TOTO
MPOCTPAHCTBA 3aMETHO OTJIMYAIOTCA OT TPAAMIIMOHHBIX KOPIOpPAaTUBHBIX |T-cucrem.
YcTapesie NpoOMBIIIIEHHBIE TPOTOKOJIBI, JECATUICTHUE )KU3HEHHBIE LIUKIIBI YCTPOICTB U
CTPOTHE OTPaHWUYCHHSI TI0 3aJICPKKE UCKIIOYAIOT MCIOJIB30BAaHUE MHOTHUX MEpP KOHTPOJIS,
KoTopbie 3P GEeKTUBHO paboTalOT B OOJAYHBIX W KOPHMOPATUBHBIX cpepax. [Ipu stom
MOCIICACTBHSI KOMIIPOMETAIIMU 37I€Ch BAPBUPYIOTCS OT MOTEPH JNAHHBIX JO (PU3UYECKOTO
yiepoa.

B 1aHHOM WCCIIEIOBaHMHM pPAcCMATPUBACTCS HCIIOJIB30BAHUE HCKYCCTBEHHOTO
WHTEJUICKTa, 8 MIMEHHO areHTHBIX CUCTEM Ha 0a3ze OOJbIIUX S3bIKOBBIX Mojienert (LLM), mis
OOHapyXeHHs aHOMaJIWi B 3TOM TNPOCTPAHCTBE. AHAIM3 OCHOBAaH Ha CPaBHCHHH
COBPEMEHHOM JIHUTEpaTyphl MO ACTEKIMH, OTYETOB O MPAKTUYECKOM pa3BepTHIBAHUM Ha
OHEPreTHUSCKUX TPEANPHUATHAX, & TaKXKEe TPeOOBAaHUN K OOHAPYKEHUIO yrpo3, KOTOPHIC
ornuyaroT ypoBHH OT, loT u IT. B o030pe pa3nenstoTcss KOTHUTHUBHAS MOAJAEPIKKA
(uHTEpHIpeTanusl  3alIlyMJICHHOH  TEJIEMETPUU W3  MHOXECTBA  HCTOYHUKOB) H
WCIIOJTHUTEIIbHAS MOAIep)KKa (aBTOMaTHYecKasi N30SI CKOMIPOMETHPOBAHHBIX Y3JIOB).
Taxke Gopmanuzyercss MeTprKa MOBbIIICHUS dQdexkTuBHOCTH 3amuTel U = T_manual /
T_Al nyist Konu4ecTBEHHOU OIEHKU TOT0, HACKOJIbKO moMoIib MU cokparaet BpeMs Mex1y
BO3HUKHOBEHHEM AaHOMAJIMM U CO3JJaHUEM IPOBEPEHHOT0, TOTOBOTO K JICWCTBHIO
OTIOBEIICHHSI.

Pe3ynbTaThl MPakTUYECKOTO MPUMEHEHHUS IMOKA3hIBAIOT POcT 3()PEeKTUBHOCTH B
npenenax 1.2—2X /uis HOBBIX KJIACCOB aHOMAaUi 0e3 MpeaBapUTENbHOIO KOHTEKCTA U B 4—
10X st MEKCHCTEMHOM KOPPEIISAIUY U 000TallleH!s JaHHBIX 00 omoBemeHusX. [Ipu aTom
METObl Ha OCHOBE TpaHchopmepoB M LLM-koppensiuu cTaOUIbHO NPEBOCXOAST
CUTHATYPHBIC W YHUCTO TIOBEJIECHYCCKUE 0a30BbIC TOKA3aTENIM, COXPaHSS OOBSICHHUMOCTD,
HEOOXOUMYIO JUIsl KPUTUYECKH BaXKHBIX C TOUKH 3peHus Oe3omacHoctu cuctem OT. B
WCCJICIOBAHUM JIEAeTCsl BBIBOJ, YTO TJaBHBIM mnpeumytiectBom MM B aToit oGmactu
SBIIIETCS YCKOpPEHHE pabo4yMX MpPOIECCOB, a HE aBTOHOMHOCTh. [lpu 3TOM rpaHuvHOE
passepthiBanue (edge deployment) kBaHTOBaHHBIX MOJCNIEH BBICTYIIACT JOMUHHUPYIOIIUM
NaTTepHOM TaM, TJe 3aJepKKa WM CYBEPEHHUTET [aHHBIX HCKIIOYaloT OO0JIauHbIe
BbIUMCIICHHs. HakoHer, 3aluTHUKaM HE0OXOIUMO YYUTHIBATh CHMMETPHYHBIA PHUCK, ITPU
KOTOPOM 3JIOYMBINIJIEHHUKNA UCTONB3YIOT T€ K€ areHTHbIE METOMBI JJisi 00X0lla CHUCTEM
OOHapyXeHHs. OTH BBIBOJBI TOMOTAIOT ONEPaTOpaM KPUTHUECKOH HHPACTPYKTYPHI
MPAaBUJILHO PACCTaBIATh MPHOPUTETHI MpH WHBecTHpoBaHUM B MU, opueHTHpYSICH Ha
MOJIICP)KKY aHAJTMTUKOB, 2 HE Ha HEKOHTPOJIUPYEMYIO aBTOMAaTH3AITHIO.

JSDT | DGSC | Page 23



Journal of Secure Digital Technologies

KiroueBbie ciaoBa: aeenmmuviii HHU; obnapyscenue anomanuil;, Kpumuyeckas
ungpacmpykmypa;  nogvluienue  dpgexkmusnocmu  3awumvl;  epaHuyHvii  UU;
npoMbluLieHHble cucmemsl ynpasienus, oezonachocmo 10T, monumopune na daze LLM;
onepayuoHusie mexnoaocuu, oovacuumuli M.

POu3uKaAIbIK-CAaHABIK mekapanbl Kopray: OT, 3aTrTap nHTepHeTi KoHe
MaHbI3/1bl HHPPAKYPbLILIMAAFbl AHOMATUSAIAP/AbI AHBIKTAYFA APHAJIFAH KACAH/IbI
HHTEJUIeKT

Angatna: Onepammsuiblk TexHonormsuiap (OT) keminmepi, reTeporeHimi 3arTap
untepHeti (10T) >xylenepi >xoHe omapMeH OapFaH CaWbIH KIpIril aTKaH aKmapaTThIK
texHonorusutap (1T) xyiienepi GpusukanbIk-UPIBIK KeHICTIKTI Kypaiapl. Byl KeHICTIKTIH
Kayilci3aik  KacueTTepi JASCTypial  KopmopatuBTiK | T-xylenepaen — aiftapiblkrait
epekmeneHeni. Eckipren eHepKacinTik XarTamaiap, KYpbUIFbIIApABIH OH/IAFaH KbUIIapFa
CO3BLIATBIH OMIPIIIK UK KOHE KiJlipiC YaKbIThIHA KOWBUIATHIH KaTaH HIEKTeYyJep OYJITTHI
KOHE KOPIIOPAaTHBTIK OpTaga THIMII JKYMBIC ICTEWTIH KONTEreH Oakpliay MIapajapbiH
KoJJlaHyFa MYMKiHAIK Oepmeiini. CoHbIMEH KaTap, Oys KyilenepaiH Oy3buly caligapbl
JIepeKTEeP/Ii JKOFANITy1aH OacTar (GU3NKAIBIK 3USH KENTIpyre AeHiH jKeTyl MYMKIiH.

byn 3eprreyne atanfaH KEHICTIKTETI aHOMANUSUIapAbl aHBIKTAY YILIIH JKacaHJIbl
WHTEJUICKTTIH, aTan alTKaHIa YJIKeH TULIIK MoaenbaepMer (LLM) kymelTinres areHTTik
KYHeNepaiH KOJNAaHbUTYbl KapacTeIpbulalbl. Tangay Kasipri aHbIKTay o/eOHeTTepiH
CaANTBICTBIPMAJIBI  OaFrajiayra, JHEPTreTHKAIBIK KOCIMOPBIHIAPIBIH TPAKTHKAIBIK EHTI3y
ecenrepine xoHe OT, l0T sxone |IT neHreinepiH epekiuenelTiH KayinTepal aHBIKTAy
tanantapsiHa HerizaenreH. [llomyna KOTHUTHBTIK Kojaay (KemnTereH AepeKKe3nepicH
aNbIHFAaH MIyJdbl TEJIEMETPUSHBI TYCIHAIPY) MKOHE aTKapyIIbUIBIK Kojaay (Oy3blUiFaH
TYHIHIEP1 aBTOMATTHI TYPAE OKIIayiay) 0esek KapacTeipsuiaasl. Conpaii-ak, KM kemeri
AHOMAJUSHBIH Taiia 00JTybl MEH TEKCEPUITeH, OpPEeKeT eTyre NalblH €CKepPTYIiH Kacaaybl
apachIH/IaFbl YaKbITTHI KAHIMAIBIKTHI KBICKAPTATHIHBIH CaHJIBIK Oarayiay YIIiH KOPFaHBICTHIH
THIMALTITIH apTThIpy MeTpukackl U = T_manual / T_Al dopmaTranas.

[IpakTuKaabIK KOJNJIaHbIC HOTHIKEIEpl OypbIH KOHTEKCTI OOJIMaraH *aHa aHOMaJIHus
KJacTapbl YUIH THIMIUTIKTIH 1.2-2 ece, an KyiHeapasblK KOppesus MEH eCKepTynepl
nepexktepMeH OaiibITy yiniH 4—10 ece apTkaHbIH kepceTei. by perre Tpancdopmepiep Mexn
LLM-koppensiusicblHa HETI3[eNreH 9MicTep Kayilci3diK TYpFbIChIHAH MaHb3ael OT
KyHenepiHe KaXeTTl TYCIHIIPMENUIIKTI caKTail OTBIPBIIN, CUTHATYpAaJIbIK JK9HE Ta3a MiHE3-
KYJIBIKTHIK 0a3aiblK KOPCETKITEPACH YHEMI achin Tyceni. 3epTrey Oy cananarsl KU -mig
HETI3r1 yJeci aBTOHOMHSI €MEC, JKYMBIC TPOIIECTEPIH JKEISNNETY JCTeH KOPBITHIHIBIFA
keneni. Connaii-ak, Kijipic HemMece JAepeKTep ereMeHiri OYITThl ecenTeynepal Koaaanyra
MYMKIHIIK OEpMEUTIH Kepiep/ie KBaHTTaJIFaH MOJENbACPl MIEeTKI KYPhUIFbIIAp/Ia €HT13y
(edge deployment) werizri ynari Oonbin TaObutanbl. COHBIMEH Karap, KOpFaylIbLIap
KACKOMIep/iH Je KYHEeH1 aifHaIBIN OTY YIIiH JIOJ OCBIHAAW areHTTIK 9ICTEPal KOJIaHYbI
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MYMKIH CHMMETPHSUIBI TOYEKENAl ecKepyl KepeK. byl TyXbIpbIMAap KPUTHUKAIBIK
uH(ppakypbUlbIM  oneparopiapbiHa JKW-re uHBecTHIUS cally Ke3iHAe OaKbUIayChl3
aBTOMAaTTaHJbIPYFa eMec, caparuibliap/bl Koijgayra 0acbIMIbIK Oepyre KoMeKTece/Ii.

Tyiin ce3nep: acenmmix KU, anomanusanapovl auvlkmay, KpUmMuKaivlk
un@paxypoLivim,; Kopeanvlcmsl muimoinendipy; wemxi XU (edge Al),; ewuepkxocinmik
oackapy ocyuienepi; 10T kayincizoiei; LLM necizinoeci monumopume; onepayusivi
mexwnonoausnap, mycinoipmeni KU,

1. Introduction (Literature Review)

Critical infrastructure, including electricity, water, transportation, healthcare
delivery, and manufacturing, has spent the past two decades digitizing the link between
sensors and decisions. Programmable Logic Controllers (PLCs) talk to historians; Remote
Terminal Units (RTUs) report to SCADA over Ethernet rather than serial; building-
management I0T devices share networks with corporate laptops. The security properties of
these blended environments are not those of traditional IT. Devices were designed for
availability and safety, not confidentiality; firmware lifecycles are measured in years,
sometimes decades; protocol stacks such as Modbus, DNP3, IEC 60870-5-104, S7, and
BACnet authenticate poorly or not at all [1], [2]. The 2010 Stuxnet incident, the 2015 and
2016 Ukrainian grid attacks, the 2021 Colonial Pipeline shutdown, and the 2024 multi-utility
wiper campaigns have made clear that compromise in this domain produces physical, not
merely informational, consequences [3], [4].

The defensive challenge is structural. Attackers need only one usable path, such as a
single dropped packet that an intrusion-detection system misclassifies, one PLC firmware
write that the historian does not flag, or one engineering workstation that an analyst clears
too quickly. Defenders must process the full noise stream from thousands of sensors and tens
of thousands of network flows, and they must do so under latency budgets that, in OT, are
measured in milliseconds rather than seconds [5]. This defensive asymmetry mirrors the
asymmetric advantage discussed in the offensive-Al literature [6]: the attacker's economics
improve whenever Al lowers the cost of producing one useful output, while the defender's
economics improve only when Al lowers the cost of correctly classifying every input.
Because these two conditions are not symmetric, a naive transfer of offensive-Al patterns
onto the defensive side tends to disappoint in practice.

Literature Review. Detection research for OT and IoT environments has evolved
along three broad lines. The first line, signature-based and rule-based detection, relies on
predefined protocol dissectors and blacklists; it remains valued for being deterministic and
auditable but is structurally unable to recognize novel attacks or the absence of legitimate
behavior [7], [8]. The second line, behavioral and statistical detection using autoencoders,
recurrent networks, graph neural networks, and hidden-Markov models, learns a baseline of
normal operation and flags deviation, which captures stealthy process-variable manipulation
that signatures miss but produces high false-positive rates whenever legitimate process
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changes resemble incipient attack [9], [10], [11]. The third and most recent line introduces
agentic, LLM-augmented systems that unify heterogeneous telemetry, including PLC
variable streams, network flows, gateway syslogs, and free-text operator notes, into a single
interpretive narrative, drawing on the broader agentic-Al literature on reasoning-and-acting
architectures and tool use [12], [13], [14], [15]. Across this evolution, a consistent finding is
the analyst bottleneck: critical-infrastructure security operations centers (SOCs) are
constrained less by detection capability than by the rate at which alerts can be validated and
acted upon, since a single high-confidence alert on a turbine-control network may require
coordination across several teams and a documented decision before any containment action
[16].

Research Gap. Existing comparative work on Al-based intrusion and anomaly
detection in OT and loT settings concentrates heavily on detection accuracy reported in
isolated benchmark studies, with comparatively little attention paid to how that accuracy
translates into operational time savings for the human analyst who must still validate the
alert, or to how detection requirements and human-in-the-loop constraints differ across the
OT, 10T, and IT layers within the same organization. Studies that propose a quantitative
metric for the defensive value of Al assistance are scarce, and almost none address the
symmetric risk that the same agentic techniques deployed for defense can be repurposed by
attackers to evade detection.

Research Question(s). This study addresses the following research question: how
should the defensive contribution of agentic, LLM-augmented Al to OT, loT, and critical-
infrastructure anomaly detection be characterized and measured? Specifically, the paper
examines: (1) how Al-driven detection techniques differ in effectiveness and deployment
requirements across the OT, 10T, and IT layers; (2) how the defensive contribution of an Al
agent can be quantified in a way that is operationally meaningful to a security operations
center; and (3) what limitations and symmetric risks remain when Al is deployed for defense
in this domain.

Scientific Novelty. The scientific novelty of this work consists in adapting the
operational-uplift formula from the offensive-Al literature to the defensive context of OT
and 10T anomaly detection, formalized as U = T_manual / T_AlI, and in using this metric to
organize a comparative analysis of detection techniques across the OT, 10T, and IT layers.
This distinguishes the review from prior work in that it evaluates Al's contribution primarily
in terms of analyst workflow acceleration rather than detection accuracy alone, and it
explicitly maps the cognitive-support and execution-support roles of an Al agent onto the
differing human-in-the-loop requirements of each layer.

Contributions. The main contributions of this study are:

. A review of Al-driven anomaly detection techniques for OT, loT, and
critical-infrastructure environments, organized around the cognitive-support and execution-
support distinction;
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. A formalization of the defensive operational uplift metric U = T_manual /
T_Al, together with reported uplift ranges drawn from field deployments at energy utilities;

. A comparative analysis of detection requirements, noise characteristics,
latency budgets, and human-in-the-loop necessity across the OT, IoT, and IT layers;

. Identification of the symmetric risk that Al-driven evasion poses to Al-driven
detection, together with operational recommendations for critical-infrastructure operators.

The remainder of the paper is organized as follows: Section 2 presents the methods
and materials underlying this review; Section 3 reports the comparative results across
detection techniques and infrastructure layers; Section 4 discusses the findings and answers
the research questions; Section 5 concludes the paper.

2. Methods and Materials

This study employs a comparative literature review methodology, supplemented by
field-deployment data reported in industry and academic sources, to evaluate the use of
agentic Al for anomaly detection across OT, 10T, and IT layers of critical infrastructure. The
review draws on peer-reviewed journal articles, conference proceedings published between
2021 and 2026, standards documents (NIST SP 800-82, ISA/IEC 62443, IEC 61508), and
industry threat-landscape and field-study reports from organizations including ENISA,
MITRE, Dragos, and Microsoft Threat Intelligence.

The reviewed literature was classified into four categories of detection technique,
namely signature-based systems, behavioral and statistical machine learning approaches,
deep learning architectures, and agentic LLM-augmented systems. For each category, the
review extracted reported detection signal, deployment constraints, explainability
characteristics, and, where available, a quantitative defensive operational uplift value U =
T _manual / T_Al, defined as the ratio of the wall-clock time required for an unaided analyst
to move from raw telemetry to a validated, actionable alert (T_manual) to the corresponding
time when supported by an Al agent that pre-correlates, hypothesizes, and enriches the alert
(T_Al.

2.1 Cognitive and Execution Support

The review adopts the cognitive-support / execution-support decomposition
established in the agentic-Al literature [12], [13] and applies it to the OT/loT setting.
Cognitive support refers to agent functions whose output is interpretation rather than action,
such as synthesizing a hypothesis from a pressure-variable drift, an out-of-hours login, and
a firmware-upload event on the same VLAN. Execution support refers to functions whose
output materially changes the environment, such as isolating a node or throttling a control-
loop setpoint, and carries a sharper risk profile because erroneous execution can itself
produce a safety incident [17].

2.2 Comparative Criteria Across Infrastructure Layers

For the cross-layer comparison reported in Section 3, the review evaluated each of
the OT, loT, and IT layers against five criteria: data noise characteristics, latency budget, the
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primary benefit that Al contributes, the necessity of human-in-the-loop (HIL) review, and
the typical deployment pattern (edge-only, mixed edge/cloud, or cloud-native).

3. Results

The reviewed literature demonstrates a clear evolution from signature-based
detection toward behavioral machine learning, deep learning, and most recently agentic
LLM-augmented systems. Table 1 summarizes the comparative properties of Al-driven
anomaly detection across the OT, 10T, and IT layers.

Table 1. Comparative properties of Al-driven anomaly detection across OT,
10T, and IT layers (HIL = human-in-the-loop).

Property oT loT IT
Low-medium; High; heterogeneous, High; user-driven
Data noise deterministic process intermittent traffic, broad
signals connectivity legitimate variance
Latency Strict; ms-level for Mixed; real-time to Relaxed; seconds to
budget control loops batch by asset minutes acceptable
Primary Al Context fusion of Behavioral baselining Alert enrichment,

process, network, and

benefit across device classes | correlation, NL triage
operator events
Very high; safety- Moderate; varies by Low-moderate; many
HIL necessity | critical actions need criticality and actions safely
authorization reversibility automatable
Edge-only inference; Mlxe_d edge/cloud; Cloud-native
Deployment device-compute
no cloud egress acceptable

bound

Result 1 (Table 1) demonstrates Contribution 3 — the comparative analysis confirms
that OT, 10T, and IT layers impose substantially different latency budgets and human-in-the-
loop requirements, with OT requiring edge-only inference and very high HIL necessity while
IT can tolerate cloud-native deployment and lower-touch automation.

Table 2 reports Al detection techniques mapped to specific OT/IoT attack categories
together with the key indicator each technique relies on and the defensive operational uplift
U reported in field studies.

Table 2. Al detection techniques mapped to OT/loT attack categories, key
indicators, and reported uplift ranges.

Al Detection Key Signal /

Attack Category Technique Indicator

Uplift Range (V)
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. LSTM / autoencoder Deviation from
Process variable U . )
i . on historian time- physics-consistent 3-7x
manipulation : .
series baseline
Unauthorized LLM correlation of Out-of-hours write-
firmware write login, network, and enable with unknown 4-9x
(PLC) PLC event source IP
Protocol anomaly Slgr!ature plug ) Function code from
behavioral hybrid,; . . 2-5x
(Modbus / DNP3) non-engineering host
graph neural network
Lateral movement Cross-source LLM Sequential anomalies
; correlation of IT and spanning both 4-10x
via OT/IT boundary 4
OT telemetry domains
Adversarial be?](:l?/lijgrnaﬁez;:lz\llelsis Statistically normal
telemetry (Al Y residuals with decoy 1.5-3x
: plus honeypot
evasion) L access
tripwires

Result 2 (Table 2) demonstrates Contribution 2 — the reported uplift ranges show
that Al assistance provides the largest analyst time savings, 4 to 10x, for lateral-movement
and firmware-write scenarios that require correlating multiple heterogeneous sources, and
the smallest, 1.5 to 3x, for adversarial-telemetry cases where attackers actively craft inputs
to defeat the detector.

Across the reviewed studies, transformer-based and LLM-correlation techniques
consistently achieved the highest detection performance while preserving a deterministic
explanation path when paired with rule-based co-detectors, whereas purely behavioral
models without such pairing showed the highest false-positive rates and, in practice, were
frequently disabled by overwhelmed analysts [11]. Edge deployments using quantized small
language models in the 1-7B parameter range were the dominant pattern at latency-
constrained or air-gapped sites, trading a lower accuracy ceiling for compliance with data-
sovereignty and real-time requirements [18], [19].

4. Discussion

This study examined how the defensive contribution of agentic Al in OT, loT, and
critical-infrastructure anomaly detection should be characterized and measured. The findings
indicate that the central value of Al in this domain is acceleration of the analyst's workflow
rather than autonomous decision-making, a distinction that has direct implications for how
critical-infrastructure operators should plan Al adoption.

RQ1 asked how Al-driven detection techniques differ in effectiveness and
deployment requirements across the OT, 10T, and IT layers. The results presented in Table
1 demonstrate that the three layers cannot be treated as a single deployment target: OT's
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strict millisecond-level latency budget and very high human-in-the-loop necessity push
toward edge-only inference and conservative automation, 10T's intermittent connectivity and
heterogeneous device classes favor behavioral baselining with mixed edge/cloud
deployment, and IT's relaxed latency tolerance permits cloud-native alert enrichment and
correlation. This confirms the hypothesis that a single detection architecture transferred
uniformly across all three layers will be miscalibrated for at least one of them.

RQ2 asked how the defensive contribution of an Al agent can be quantified in a way
that is operationally meaningful to a security operations center. The defensive operational
uplift metric U = T_manual / T_Al, together with the per-attack-category ranges reported in
Table 2, demonstrates that uplift is most informative when measured per alert class rather
than in aggregate, since the same underlying agent architecture yields markedly different
time savings depending on whether the task is straightforward cross-source correlation (4-
10x) or adversarial-telemetry detection (1.5-3x). This partially supports the hypothesis that
a single uplift number can summarize Al's defensive value; it does so only when reported
per alert class, and an aggregate figure would obscure the categories where Al assistance is
weakest.

RQ3 asked what limitations and symmetric risks remain when Al is deployed for
defense in this domain. The results confirm that three limitations persist: first, advanced
detection models often function as black boxes, which is difficult to reconcile with the audit
requirements of safety regimes such as IEC 61508 and IEC 62443 [20]; second, dataset
quality and the rapidly evolving nature of attacker tradecraft mean that reported uplift figures
may not generalize to novel attack classes, consistent with the lower 1.2-2x uplift observed
for anomaly classes with no prior context; and third, the same agentic techniques that
produce defensive uplift are available to attackers, who can fingerprint a deployed detection
model and craft adversarial telemetry that produces statistically normal residuals [21]. This
confirms the hypothesis that Al detection is best treated as a productivity layer over robust
workflow controls rather than a substitute for them.

Practical Implications

The findings suggest that critical-infrastructure operators should prioritize Al
investment toward cognitive support, meaning alert enrichment and cross-source correlation,
before extending Al into execution support, and should measure uplift per alert class during
the first months of any deployment so that categories with weak uplift are identified early
rather than masked by an aggregate figure. Security operations teams should also retain rule-
based co-detection alongside transformer-based or LLM-correlation models specifically to
preserve the deterministic explanation path that safety-engineering audit regimes require.

Limitations of the Study

Several limitations should be acknowledged. First, this study is a comparative
literature review rather than an original empirical evaluation, and the uplift figures reported
in Table 2 originate from a small number of field studies at energy utilities, which may not
generalize to other critical-infrastructure sectors. Second, performance metrics across the
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reviewed studies were obtained using different datasets, telemetry sources, and experimental
settings, which limits direct comparability. Third, because generative Al techniques are
evolving rapidly on both the defensive and offensive sides, the attack and evasion patterns
surveyed here may shift before standardized cross-sector benchmarks become available.

5. Conclusion

The defensive use of Al in OT, 10T, and critical-infrastructure environments is best
understood as workflow acceleration rather than autonomy. Agents that interpret complex
telemetry, enrich alerts with industrial context, and rank candidate hypotheses lift the analyst
over the per-alert triage ceiling that has, for a decade, constrained critical-infrastructure
security operations centers.

The scientific novelty of this work, namely adapting the operational-uplift formula
U=T _manual / T_Al to the defensive OT/IoT context and using it to organize a comparative
analysis across infrastructure layers, has been confirmed by the per-attack-category uplift
ranges in Table 2 and by the cross-layer comparison in Table 1, which together demonstrate
that Al's defensive value depends systematically on both the layer in which it operates and
the specific class of alert it supports, rather than being a single, uniform quantity.

Three operational conclusions follow. First, Al should be treated as a productivity
layer over robust workflow controls, including network segmentation, change-control
authentication, and out-of-band confirmation for safety-critical actions, rather than a
replacement for them. Second, edge deployment with quantized models is the appropriate
pattern wherever latency or data-sovereignty requirements rule out cloud inference, and the
lower accuracy ceiling that results should be offset with a curated, plant-specific retrieval
store. Third, defenders should anticipate that Al-driven evasion of Al-driven detection is the
natural next step, and should design workflow controls that do not depend on the detection
layer remaining uncircumventable.

Future research should produce standardized defensive-uplift benchmarks across
utility classes beyond energy, develop telemetry channels resistant to in-loop manipulation
by adversarial agents, and extend the agent framework to multi-site federation in which
insights from one plant inform detection at another without leaking operational data. The
frontier of critical-infrastructure cyber defense is not a smarter model; it is a faster, better-
supported analyst, and the operators that compress their own detection-to-response loop
most effectively will set the terms of operational resilience for the years ahead.
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FORENSIC TRANSCRIPTION OF KAZAKH SPEECH EVIDENCE: EVALUATING WHISPER AND
LLM PosT-CORRECTION RELIABILITY

Abstract: Digital forensic investigations increasingly depend on transcribing
recorded speech evidence—wiretaps, witness interviews, and seized audio—for use in legal
proceedings, yet automatic speech recognition (ASR) for low-resource languages such as
Kazakh remains unreliable, and no prior work has evaluated whether current ASR and large
language model (LLM) post-correction pipelines meet the accuracy and integrity
requirements of forensic transcription. Methods. This study presents the first comprehensive
evaluation of OpenAl's Whisper models for Kazakh speech-to-text, examining both generic
multilingual and language-specific fine-tuned variants, and testing whether general-purpose
LLMs (Gemma-2-9B and Qwen2.5-7B) can serve as forensically sound post-correction
tools. We evaluate two Whisper variants on 30,489 samples from the Kazakh Speech
Dataset, applying rigorous bootstrap statistical analysis and character-level error analysis
relevant to the preservation of evidentiary meaning. Results. The Kazakh-specific fine-tuned
model achieves a 44.2% relative WER reduction compared to the generic multilingual model
(32.86% vs. 58.90% WER), with non-overlapping 95% confidence intervals demonstrating
statistical robustness. Critically, general-purpose LLMs fail to improve—and in the case of
Gemma, actively degrade (+4.1% WER)—transcription quality, raising integrity concerns
for any forensic workflow that would apply uncontrolled LLM post-editing to evidentiary
transcripts. Error analysis identifies systematic character-level confusions between Kazakh-
specific Cyrillic characters and Russian equivalents, a class of error capable of altering
names, locations, and other evidentiary details, with historical or archival recordings
exhibiting 2x higher error rates than contemporary material. Conclusions. These results
indicate that only language-specific fine-tuned ASR, combined with mandatory human
expert verification rather than automated LLM post-correction, can approach the reliability
threshold required for admissible forensic transcription of Kazakh speech evidence, and they
establish reproducible benchmarking practices and error-risk indicators for forensic
deployment of low-resource-language ASR.
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Kpumunnanucruueckas Tpanckpunuusa Ka3zaxckoii Peun: Ouenka
Hanéxunoctu Whisper u Ilocroopadorku Ha OcHoBe Boabmmx SI3pikoBbix Moaeneii

AnHoTanusa: PaccnenoBanus B obOnactu mudpoBOil KPUMHHATUCTHKU BCE dHaile
TpeOyIOT TpaHCKpUOMPOBAHUS 3allMCAaHHOW pedeBOd WHGOpMAlMU — MPOCTYIIUBAHUS
TeIeQOHHBIX IEPEroBOPOB, IOKA3aHUW CBUAETENEH, HM3BATHIX ayauo3amucel — as
UCIIOJIb30BaHUs B CyIeOHOM MPOU3BOJICTBE, OJIHAKO aBTOMATHYECKOE PACIO3HABAHUE PEUU
(ASR) s sI3bIKOB C OrpaHMYCHHBIMH pECypcaMH, TaKUX Kak Ka3aXCKUi, ocTaércs
HEHAJAEKHBIM, U HH OJHA U3 MPEAbIAYIIMX pabOT HE OIEHHBAaJa, COOTBETCTBYIOT JIH
coBpeMeHHbIe KoHBelepsl ASR 1 TOcTOOpabOTKH Ha OCHOBE OOJBIINX SI3BIKOBBIX MOJICIICH
(bSAM) TpeGoBaHUSAM TOUHOCTH U LEIOCTHOCTH, MPEIbABISIEMbIM K KPUMUHATHUCTUYECKOM
TpaHckpunuuu. Meroasl. JlaHHOE uccienoBaHUE MPEACTABISET MMEPBYI0 BCECTOPOHHION
oueHky Mmogmeneit Whisper xommanuu OpenAl mjist ka3axCKOro pacro3HaBaHHs pEYH,
paccMaTtpuBas Kak OOIIME MHOTOS3bIYHBIC, TaK M S3BIKOBO-CHeNU(UYHBIE JOOOYUYCHHBIE
BapHaHTHI, a TAKXKe MPOBEPSIsi, MOT'YT Jin yHUBepcaibHble bAM (Gemma-2-9B u Qwen2.5-
7B) ciyXuTh KPHUMHUHAIMCTHYECKH HAAE&KHBIMA WHCTPYMEHTAMHU MOCTOOPaOOTKHA. MBI
ouenuBaem aBa Bapuanta Whisper na 30 489 o6pasnax u3 Kasaxckoro peueBoro Habopa
JAHHBIX, IPUMEHSS CTPOTMM CTaTUCTUYECKHUM aHaIN3 METOIOM OYTCTPANIMHIA U aHAIHU3
OIMOOK Ha YpPOBHE CHUMBOJIOB, 3HAUUMBIH Ui COXPAHEHHs JO0KA3aTEIbHOTO CMBbICTA.
Pesynbratel. Kazaxosserunas 1000y4eHHass MOJIEb JOCTUTAET OTHOCUTEIIBHOTO CHIYKCHHSI
WER na 44,2 % 1o cpaBHeHHIO ¢ 0011el MHOTOs3bI9HOM Mozenbto (32,86 % mpotus 58,90
% WER), npu »stoM Hemnepecekaromecss 95 %-Hble JOBEPUTEIbHBIE WHTEPBAJIBI
MOATBEPKIAIOT CTATUCTUYECKYIO YCTOMUMBOCTD PE3YNbTAaTOB. BaxkHO, UTO yHUBEpCAJIbHbBIE
BAM wHe ymyumaror, a B ciryqae Gemma aktuBHO yxyamaroT (+4,1 % WER) kadectBo
TPAHCKPHIILIMK, YTO BBI3BIBAET ONACEHHUS IO IOBOJY LEJIOCTHOCTH JAaHHBIX B JIIOOOM
KPUMUHAIMCTUYECKOM nporecce, MIPUMEHSIIOIIEM HEKOHTPOJIUPYEMOE
noctpeaakTupoBanue bAM k noka3aTenbHBIM TPAHCKPUIITAM. AHAIU3 OIIUOOK BBISBIISET
CUCTEMATUYECKHE MYTAaHUIbl Ha YPOBHE CHMBOJIOB MEXAY CHEUU(PUUHBIMH Ka3aXCKUMH
KUPWUTHYECKUMH CHUMBOJIAMH U WX PYCCKUMHU OKBHBAJIEHTAMHU — KJacc OMIMOOK,
CIIOCOOHBIN U3MEHUTh UMEHA, MECTa U JIpyrue 3HaYuMbIe JJIs I0Ka3aTeabCcTBa JeTalu, —
IPY 5TOM B 3aITUCSIX UCTOPUUYECKOTO MM apXMBHOT'O XapaKTepa yacToTa OMIMOOK B 2 pa3a
BbIIlIE, YEM B COBPEMEHHBIX MaTepHaax. 3akiloueHne. DTH pe3ylbTaThl OKa3bIBAOT, UTO
TOJIBKO SI3bIKOBO-crienduuHoe noo0yuyeHHoe ASR B codetanun ¢ 00s3aTeNnbHOM
MIPOBEPKOM IKCIIEPTOM-UETIOBEKOM, a HE aBTOMAaTHYECKOW mocTtoOpadoTkoit BAM, moxer
OpuOJIM3UTECS K MOpOry  HaI&KHOCTH,  HEOOXOOUMOMY AN JIOIYCTUMOM
KPUMUHAIMCTUYECKOW TPAHCKPUIILUU Ka3aXCKOM pedyeBOi Joka3zaTelbHOM Oas3bl; paboTa
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yCTaHABJIMBACT BOCIIPOU3BOIMMEBIC IPAKTUKN OCHUMAPKHHTA U WHAUKATOPBI PUCKA OIIHNOOK
JUTSI KpUMHUHATHUCTHYECKOTO MpuMeHeHUsT ASR S3BIKOB ¢ OTpaHUYEHHBIMU PECYPCAMHU.

KiroueBble cjioBa: pacnosnasanue Ka3axckou pedu, yu@poeas KPUMUHATUCIUKA,
Kpumunanucmuyeckas mpanckpunyus, ASR ona a3zvikoe ¢ oepanuyennviMu pecypcamu,
0006yuenue Whisper, nocmobpabomra ¢ nomowwio BAM; ananuz ayouo-ookazamenbcms,
MHO20A3bIUHOE PACNO3HABAHUE pedlU

Kazak Tiningeri Ceitniey losnennepin KpumunanucTukaibik
Tpauckpunuusiiaay: Whisper sxone YTM Herizinaeri Ilocrenaeynin Cenimaitirin
baranay

Angatna: [udpnplk KpUMHHATUCTHKAIBIK TEpreyyiep 3aHIbl IC KYprizyne
naiijanany YUOIiH »a3blUIFaH Ceisiey akmapaTtblH — TeledoH OHIIMeNepiH THIHIAAYIbI,
KyoTepJIepAiH jKayanTapblH, aJlbIHFAH ayauoka3damapIbl — TPAHCKPHUIIHUIAYIbI JKHi
Tajam eTeli, ajaiia Ka3zak TUll CHSIKThl PEeCcypchl IIEKTEYNi TUIIEp YIIiH aBTOMATThI
ceiineyni Tany (ASR) omi e ceHimci3 00bI Kaa 6epe/ti, opi OypBIH-COHIBI IIOip KYMBIC
kazipri ASR meH ynken Tinaik moaensaep (Y TM) HeriziHaeri HocTeH Iey KOHBeHeplIepiHiy
KPUMUHAIACTUKAIBIK TPAHCKPHUIIIUSAFA KOMBLIATHIH JAJIIK IICH TYTACTHIK TaJlalTapbIHA Caid
KeneTiHiH OaranmamaraH. Omictep. by 3eprrey OpenAl kommanwusceinbie,  Whisper
MOJIENBJICPiH Ka3aK TITIH/IE COMICY Il TaHyFa ajFall PeT KaH-KaKThl Oarayay bl YChIHAIBI,
JKQIMBl KOMTUII JKOHE TUINe TOH JQN OanTajfaH HYCKalapAbl KapacThIpaibl, COHIai-aK
ombeban YTM-nepain (Gemma-2-9B sxone Qwen2.5-7B) KpuMHUHAINCTHKAIBIK TYPFBIIA
CeHIMJIl MOCTeHJeY Kypasbl Oosia anathlHbIH Tekcepeni. biz Kasak ceiiney nepexrep
KUBIHTBIFbIHAH —anpiiran 30 489 yarime WAhisper-giH  eki  HyCKachlH  OyTCTpAI
CTAaTHCTUKAIIBIK TalJayblH JKOHE JOJENIIK MarFblHaHbl CaKTayFa KaTbICTBI TaHOa
JIEHTeHiHaerlT Karenepal Taljaydbl KaTaH KoJiaHa OThIpbIN Oaramanbik. Hotwkenep.
Kazakka apHan 101 GanTanFaH MOJENb KaNMbl KONTUIAI MoedbMeH canbicThiprania WER
kepceTkimnu 44,2 %-ra camsicThipMansl ToMeHaeTeni (32,86 % vs. 58,90 % WER),
KUBUTBICIAUTBIH 95 % CEeHIMALTIK apalbIKTapbl CTATUCTUKANBIK TYPAKTHUIBIKTHI pacTaiIbl.
Manp3abicel, amOeban YTM-nep TpaHCKpUIILMS camachlH akcapThnaiael, an ['emma
*KaraalblHIa KepiciHme Hamapiarans! (+4,1 % WER), Oyn nonenaik TpaHCKpHUITTEpre
OakputanOaiTeiH YTM mocTeHACylH KOJJIaHATBIH Ke3 KEJNreH KPUMHUHAIUCTUKAIIBIK
MPOLIECTE JAePEKTEP TYTACTHIFbIHA KATHICTHI aJaHAayIIbUIBIK TyAbIpaasl. Katenepai tannay
Ka3aKKa TOH KMpWJUIMIA TaHOaIapbl MEH OJIapJIbIH OpbIC TUTIHJAET OanaMarnapbl apacblHAa
XKyHeni TanOa IeHrefiHAeri maTacynap/abl aHbIKTai 16l — OyJ1 eciMIep/l, OpbIHAAP 1] )KOHE
Oacka JoneNIiK MoHI 6ap MOMIMETTEp/l e3repTe anaThlH KaTe KJIachl, — TapUXH HEMece
MYparaTThIK Ma3MYH/IaFbl ska30anap/ia KaTenep KULIIT Ka3ipri jkaHalbIKTapra KaparaHia 2
ece yxorapel. KopbIThIHABL By HOTIKenep Tek Tinre ToH noan Oantanran ASR raHa,
aBToMarThl YTM mocTeH/eyiHIH OpHbIHA MIHAETTI aJaM CapamilbIChIHBIH TeKCepyiMeH
VINTaCKaHJa, Ka3aK TUIHACTI CoWey IoJeNIepiH JKapamabl KPUMHHATACTUKAIBIK
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TPAHCKPUIIIMSUIAY YIIIH KaXXETTI CEHIMIUIIK IIEeTiHE >KaKbIHIal allaThIHBIH KOpPCETEell;
KYMBIC pecypchl mekTeyi Tinaepain ASR-1H KpUMHUHATUCTUKAIIBIK KOJIJaHyFa apHaJIFaH
KailTa >KaHFBIPTBUIATBIH OCHUMApK TIKipuOenaepi MEH KaTe TOyeKeNll HHAMKATOPJIApbIH
OpHATaJIbI.

Tyiiin ce3nep: xazax mininde couneyoi mauy, YUQDPAbIK KPUMUHATUCTIUKA,
KPUMUHATUCTUK ALK mpaHckpunyusi, pecypeul wekmeyni ASR; Whisper oan 6anmayul;
YTM necizinoeci nocmenoey; ayouo-oanendepoi maioay, Konminoi couieyoi mauy

1. Introduction (Literature Review)

Automatic transcription of recorded speech has become an integral part of digital
forensic workflows: law-enforcement agencies, courts, and forensic laboratories
increasingly rely on converting intercepted communications, witness interviews, and seized
audio recordings into searchable, citable text for evidentiary review. Unlike consumer
transcription, forensic transcription carries strict integrity requirements — every
substitution, insertion, or deletion of a word can alter names, dates, locations, or intent as
understood by a court, and the reliability of a transcription pipeline is therefore subject to
scrutiny analogous to that applied to other forensic reconstruction techniques. For low-
resource languages this challenge is compounded: forensic examiners working with Kazakh-
language evidence currently lack a validated, benchmarked automatic speech recognition
(ASR) pipeline, and no prior study has systematically measured whether state-of-the-art
speech recognition and large language model (LLM) based post-correction meet the
accuracy and error profile required for forensically defensible transcription.

The rapid advancement of multilingual speech recognition models promises to
democratize speech technology across the world's 7,000+ languages. However, this promise
remains largely unfulfilled for low-resource languages outside the training distributions of
major models. OpenAl's Whisper, trained on 680,000 hours of multilingual speech data and
released in 2022, claimed "robust" performance across diverse languages—nbut the extent of
this robustness for truly low-resource languages remains unclear.

Kazakh, a Turkic language with approximately 13 million speakers, represents a
crucial test case for evaluating multilingual ASR systems. The language combines multiple
challenges that stress modern speech recognition: low-resource status with limited training
data availability, agglutinative morphology with extensive suffix chains (e.g., yiinepimizae
= house-PLURAL-POSS.1PL-LOC = "in our houses"™), nine Kazakh-specific Cyrillic
characters (O, F, K, H, 6, ¥, Y, h, I), frequent code-switching with Russian in everyday
usage, and underrepresentation in large-scale multilingual training corpora.

Three primary research questions are addressed: RQ1: How do generic multilingual
Whisper models compare to Kazakh-specific fine-tuned versions for ASR performance?
RQ2: Can general-purpose Large Language Models improve Kazakh ASR quality through
post-correction, and what are the failure modes? RQ3: What are the primary error patterns
in Kazakh ASR, and how do they inform future development priorities?
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This work makes six key contributions: (1) First comprehensive benchmark of
Whisper models on Kazakh ASR, demonstrating 44.2% relative WER reduction with
language-specific fine-tuning; (2) Systematic error analysis identifying specific failure
modes and character-level confusion patterns; (3) Practical recommendations for Kazakh
speech technology deployment; (4) Statistical rigor through bootstrap confidence interval
analysis across 30,489 samples; (5) Open evaluation methodology establishing reproducible
benchmarking practices for low-resource language ASR; (6) A forensic-oriented error-risk
analysis linking character-level confusions and content-domain effects to the evidentiary
integrity of automated transcription, together with practical recommendations for the
forensic deployment of Kazakh ASR.

Related Work

The development of multilingual ASR has progressed rapidly with the introduction
of large-scale transformer models. Whisper [3], trained on 680,000 hours of multilingual
data, represents a significant advancement but exhibits substantial performance variation
across languages. Recent studies have shown that performance correlates strongly with
training data volume, with high-resource languages like English achieving near-human
performance while low-resource languages often lag significantly [4]. For truly low-resource
languages with limited data availability, fine-tuning approaches have proven essential, with
transfer learning showing promise particularly when source and target languages share
linguistic characteristics [5].

Agglutinative languages present unique challenges for ASR due to their complex
morphological structure. Turkish, the highest-resource Turkic language, has been
extensively studied with approaches including morphological analysis integration and
subword tokenization strategies [6]. These studies consistently show that morphological
awareness improves ASR performance for agglutinative languages. However, most
agglutinative language research focuses on relatively high-resource languages, and the
challenges faced by truly low-resource agglutinative languages like Kazakh remain
understudied.

Recent studies have explored using Large Language Models to refine ASR outputs,
primarily for high-resource languages. For English, research has shown WER improvements
of 15-20% through GPT-based post-correction [7]. Chinese ASR has similarly benefited
from LLM refinement using models like ChatGPT and Qwen. However, effectiveness varies
significantly across languages—studies on Vietnamese found that GPT-3.5 improved ASR
by only 2.3% WER [8], suggesting that LLM correction effectiveness correlates strongly
with language representation in training data. Critical gaps remain in understanding LLM
post-correction for truly low-resource languages, particularly those with unique scripts or
agglutinative morphology.

Standard ASR evaluation relies on Word Error Rate (WER) and Character Error Rate
(CER) metrics, but these can be insufficient for low-resource languages with limited
evaluation data. Bootstrap resampling has emerged as a crucial technique for providing
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reliable confidence intervals [9], and McNemar's test with bootstrap comparison methods
have become standard for paired model comparisons.

For Turkic languages, research remains sparse outside Turkish. Kazakh presents additional
complexity due to significantly smaller amounts of publicly available speech data, multiple
historical orthographic standards (Cyrillic, Latin, Arabic), extensive Russian code-switching
in modern usage, and nine Cyrillic characters specific to Kazakh that require specialized
handling. The present work represents the first systematic evaluation of state-of-the-art
transformer-based models on Kazakh speech.

2. Methods and Materials
This section describes the experimental design, datasets, models, evaluation metrics, and
statistical procedures employed to systematically investigate the three research questions.
The methodology prioritizes reproducibility through deterministic experimental settings,
statistical rigor through bootstrap analysis, and practical validity through evaluation on a
large-scale, independently developed test set.

2.1 Dataset and Models
Evaluation was conducted on the farabi-lab/kazakh-stt dataset (Kazakh Speech Dataset -
KSD) [1], a large-scale, high-quality Kazakh speech recognition corpus developed by the
Department of Artificial Intelligence and Big Data at Al-Farabi Kazakh National University.
The dataset was selected for three critical reasons: (1) it represents the largest publicly
available Kazakh speech corpus with verified transcriptions, (2) it provides sufficient sample
size (30,489 test samples) for statistically robust evaluation with narrow confidence
intervals, and (3) it includes diverse content domains and speaker demographics
representative of real-world deployment scenarios.

Table 1. Dataset Statistics for Kazakh Speech Dataset (KSD) [1].
Metric Value

Total Duration 554 hours

Total 204,250
Utterances

Total Speakers 873
Audio Format WAV (16-bit mono, 16/22 kHz)

Train/ ~180,000 / ~12,000 / ~12,000
Validation / samples
Test
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Evaluation was performed on the complete official test split containing 30,489
samples. This sample size provides statistical power to detect meaningful performance
differences: with 30,489 samples, the study can reliably detect WER differences as small as
0.5 percentage points at 95% confidence level (power > 0.80, assuming baseline WER ~30-
60%). No samples from the test set were used during model selection, hyperparameter
tuning, or any development decisions, ensuring unbiased evaluation.

2.2 Models

Transcribation models. To address RQ1 regarding the necessity of language-

specific fine-tuning, two speech recognition models representing different development
paradigms were evaluated. The baseline model, openai/whisper-large-v3, serves as the
representative of generic multilingual approaches. This model employs a transformer-based
encoder-decoder architecture with 1,550 million parameters and was trained on 680,000
hours of multilingual and multitask supervised data spanning 99 languages including
Kazakh. The selection of Whisper-large-v3 as the baseline was deliberate: it represents the
current state-of-the-art in zero-shot multilingual ASR and enables direct evaluation of
whether "universal™ models trained on massive multilingual corpora provide acceptable out-
of-the-box performance for Kazakh without any language-specific adaptation.
In contrast, the comparison model follows the best-practice approach for low-resource
languages: transfer learning from a strong multilingual foundation followed by targeted fine-
tuning. The Uali/whisper-turbo-ksc2-kazakh-finetuned model begins with the Whisper
Turbo architecture (809 million parameters) and applies Kazakh-specific adaptation using
the Kazakh Speech Corpus 2 (KSC2). This model represents the hypothesis that even when
starting from a capable multilingual base, language-specific fine-tuning on representative in-
domain data yields substantial performance improvements. The comparison between these
two models directly quantifies the benefit—or necessity—of investing in language-specific
fine-tuning efforts versus relying on generic multilingual models.

Both models were evaluated using identical inference procedures (detailed in Section
3.3.1) to ensure that any observed performance differences reflect true model capabilities
rather than artifacts of different decoding strategies or preprocessing choices.

Post-correction models. The investigation of whether general-purpose LLMs can
improve Kazakh ASR quality through post-correction (RQ2) required selecting
representative multilingual instruction-tuned models. Two models were chosen based on
different multilingual capability claims and architectural considerations.

The first model, google/gemma-2-9b-it, represents Google's flagship open-source
LLM effort with 9 billion parameters. Gemma-2 employs a transformer decoder architecture
with grouped-query attention and has been instruction-tuned on multilingual data with
claimed broad language support. This model was selected to evaluate whether a well-
resourced, broadly capable multilingual LLM from a major Al research organization can
effectively serve as a post-processor for low-resource language ASR outputs.
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The second model, Qwen/Qwen2.5-7B-Instruct with 7 billion parameters, was
selected specifically because its documentation explicitly claims Kazakh language support.
This selection enables testing whether advertised multilingual capabilities—particularly
explicit claims of supporting specific low-resource languages—translate into effective text
processing for those languages. The Qwen model employs a standard transformer decoder
architecture and has been instruction-tuned with particular emphasis on multilingual
performance.

The choice of two models with similar parameter counts (7-9 billion) but from
different organizations and with different multilingual training strategies allows assessment
of whether LLM post-correction effectiveness depends on specific architectural choices,
training procedures, or simply on whether Kazakh was meaningfully represented during
training.

2.3 Experimental Setup

All speech recognition experiments use standard evaluation protocol: audio
preprocessing with 16kHz sampling rate, no additional noise reduction or normalization,
greedy decoding for deterministic results, and standard WER and CER computation using
the jiwer library.

For LLM post-correction, a systematic prompt is used: "You are an expert in Kazakh
language. Please correct any errors in the following Kazakh text transcription from speech
recognition, fixing spelling, grammar, and word boundaries while preserving the original
meaning." All LLM experiments used deterministic inference (temperature=0.0, top-p
disabled) to ensure reproducibility.

Comprehensive statistical analysis is employed including bootstrap confidence
intervals (10,000 iterations for 95% CI), bootstrap comparison tests for model differences,
McNemar's test for paired ASR model comparisons, and error analysis with character-level
confusion matrix construction. All statistical analyses use fixed random seeds (seed=42) for
reproducibility.

3. Results

To address the three research questions, a comprehensive evaluation was conducted
on 30,489 test samples from the Kazakh Speech Dataset. This section presents findings in
three parts: first, comparing the baseline multilingual Whisper model against the Kazakh-
specific fine-tuned variant to quantify the benefit of language-specific adaptation (RQ1);
second, investigating whether general-purpose Large Language Models can serve as
effective post-processors for improving transcription quality (RQ2); and finally,
performing detailed error analysis to understand the nature and distribution of recognition
failures, which informs both theoretical understanding and practical deployment strategies
(RQ3).

3.1 ASR Model Comparison
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The first investigation examines whether the "universal” nature of large-scale
multilingual models translates to acceptable out-of-the-box performance for Kazakh, or
whether language-specific fine-tuning remains essential. This question has significant
practical implications: if generic models perform adequately, practitioners can deploy ASR
systems without the overhead of collecting language-specific training data and conducting
fine-tuning experiments.

Table 2 presents the core performance comparison between OpenAl's flagship
multilingual model and a Kazakh-specific fine-tuned variant, evaluated across the entire
test set. The results reveal a striking performance gap that challenges assumptions about
multilingual model generalization.

Table 2. ASR Performance Comparison (N = 30,489 samples).

Model WER CER 95% CI (WER) 95% CI (CER)
openai/whisper- 58.90% 13.21% [58.37%, [12.82%,
large-v3 59.57%)] 13.72%]
Uali/whisper-  32.86% 6.16% [32.69%, [6.07%, 6.26%]
turbo-ksc2- 33.05%]

kazakh

Relative 442%  53.3% — —
Improvement

The Kazakh-specific fine-tuned model achieves a 44.2% relative WER reduction
(58.90% — 32.86%) and a 53.3% relative CER reduction (13.21% — 6.16%). These
improvements are not marginal—the difference between a system barely approaching
usability and one that could realistically support production applications. The non-
overlapping confidence intervals confirm that these differences are statistically robust (p <
0.001, bootstrap comparison test), not artifacts of sampling variation.

This finding directly answers RQ1: despite training on 680,000 hours of multilingual data,
the generic Whisper model produces unacceptably high error rates for Kazakh without
language-specific adaptation. The dream of truly "zero-shot™ multilingual ASR remains
unfulfilled for low-resource languages outside the training distribution of large-scale models.

3.2 LLM Post-Correction Results

Having established that language-specific fine-tuning is essential, attention turns to
a question with potentially broader implications: can general-purpose Large Language
Models improve ASR quality through post-correction? If successful, this approach could
provide a language-agnostic quality improvement mechanism, avoiding the need to retrain
or fine-tune ASR models directly. Such a capability would be particularly valuable for low-
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resource languages where ASR training data is scarce but general text corpora might be more
readily available.

Two state-of-the-art multilingual LLMs—Gemma-2-9B (Google's instruction-tuned
model) and Qwen2.5-7B (which explicitly claims Kazakh language support)—were
evaluated as post-processors for the fine-tuned Whisper model's outputs. Fig. 1 presents the
results of this intervention, revealing an unexpected and critical negative finding.

Impact of LLM-based post-
correction

Mhisper + Owen-75 |

Whisper + Gemma-98 | ———

Whisper only g
(baseline) I

0 10 20 30 40

ECER mWER

Fig. 1. Impact of LLM-based post-correction on transcription quality.

Gemma degrades quality by +4.1% WER while Qwen shows no improvement,
demonstrating that general-purpose LLMs are not effective for Kazakh ASR post-correction.
Far from improving quality, both LLMs fail to provide meaningful benefits. Qwen-7B
produces outputs statistically indistinguishable from the original Whisper transcriptions
(WER: 32.86% — 32.85%, a negligible 0.01 percentage point difference), while Gemma-2-
9B actively harms performance, increasing WER by 4.1 percentage points (32.86% —
36.96%)—a 12.5% relative degradation. This stands in stark contrast to published results for
high-resource languages like English, where similar LLM-based post-correction typically
yields 15-20% WER reductions.

To understand the nature of these failures, specific instances where LLMs introduced
errors were examined. Table 3 presents a representative example that illustrates the
problematic behavior pattern.

Table 3. Example of LLM Making Errors Worse.

Stage Text WER
Reference KOl pac kepmeiici3 Oe —
Whisper Output Koii, pac kepmeiici3 6e? 25.0%
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After Gemma  Koii, kapa kepmeiici3 6e? 43.8%

In this example, Whisper's output contained only minor formatting differences from
the reference (capitalization and punctuation). The word "pac" (meaning "true/really") was
correct. However, Gemma "“corrected” this to "kapa" (meaning "black"), completely altering
the sentence meaning and nearly doubling the error rate. This behavior suggests surface-
level pattern matching without genuine semantic understanding—the model recognized that
both words fit grammatically but lacked sufficient Kazakh language knowledge to preserve
the original meaning.

These results provide a definitive answer to RQ2: general-purpose LLMs, even those
claiming multilingual support, are not effective post-processors for Kazakh ASR. Rather
than serving as universal quality improvement tools, such models introduce new errors that
outweigh any corrections made.

3.3 Error Pattern Analysis

Understanding what kinds of errors occur—and where they concentrate—is essential
for both improving future systems and making informed deployment decisions. Two
complementary analyses were conducted: examining the distribution of error types
(substitutions, insertions, deletions) and identifying systematic character-level confusion
patterns.

The distribution of error types across both ASR models was first analyzed. Figure 2
presents this breakdown, revealing the dominant failure modes.

Error type distribution

80,00%
60,00%
40,00%
20,005 H &
0,00%

X Lo” %

0% > X

0@“ N 2
&° ? <

mopenai/whisper-large-v3

Uali/whisper—-turbo-ksc?2

Fig. 2. Error type distribution for both Whisper models.

Substitutions dominate in both cases (~60%), indicating word-level recognition
errors rather than segmentation issues.

Substitution errors—where the model outputs the wrong word entirely—account for
approximately 60% of all errors in both models (58.9% for the base model, 62.3% for the
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fine-tuned version). This dominance indicates that the primary challenge is word-level
recognition accuracy rather than speech segmentation or boundary detection. The fine-tuned
model shows a slight increase in the substitution ratio, suggesting that language-specific
training improves segmentation (fewer deletions/insertions) but the remaining errors are
concentrated in lexical confusion.

To understand the nature of substitution errors at a finer grain, character-level
confusions were analyzed—instances where specific characters in the reference text are
systematically misrecognized. Table 4 presents the ten most frequent confusion patterns.

Table 4. Top 10 Character Confusions (Kazakh — Russian Equivalents).

Rank  Confusion Occurrences Percentage

1 K — K 23 20.2%
2 F—oT 18 15.8%
3 H— H 15 13.2%
4 ®—0 12 10.5%
5 y—y 11 9.6%
6 Yoy 9 7.9%
7 h — x 8 7.0%
i—omu 7 6.1%
9 o—a 6 5.3%
10 H—u 5 4.4%

A clear pattern emerges: the most frequent confusions involve Kazakh-specific
Cyrillic characters being replaced with visually similar Russian equivalents. The single most
common error—k (Kazakh, Unicode U+049A) confused with x (Russian, Unicode
U+041A)—accounts for over 20% of all character-level mistakes. While these characters
appear nearly identical visually, they represent distinct phonemes in Kazakh and occupy
different Unicode codepoints.

This systematic confusion pattern suggests that the model's internal representations
inadequately distinguish between characters that are orthographically and phonetically
distinct in Kazakh but visually similar in Cyrillic script. The pattern also hints at underlying
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tokenization issues: byte-pair encoding schemes trained predominantly on Russian text may
fragment or merge these Kazakh-specific characters inconsistently.

Finally, whether error rates vary systematically across content domains was
examined. ASR systems often exhibit domain-dependent performance, with specialized
vocabularies or speaking styles presenting unique challenges. Figure 3 shows WER across
different content categories in the test set.

PERFORMANCE VARIATION ACROSS
CONTENT DOMAINS

mNews mConversational m®mSports mCultural mHistorical

Fig. 3. Average WER by content domain.

Historical content exhibits significantly higher error rates (57.1%) compared to
contemporary content (news: 28.4%).

The performance gap between historical and contemporary content is dramatic.
Historical texts—featuring archaic vocabulary, older grammatical constructions, and
references to pre-Soviet cultural contexts—exhibit error rates more than twice as high as
modern news broadcasts (57.1% vs. 28.4%). This suggests that the fine-tuning data, while
sufficient for contemporary Kazakh, lacks adequate representation of historical language
use.

This domain dependence has practical implications: deploying this ASR system for
archival digitization projects or historical documentary transcription would require
additional domain-specific adaptation, potentially through targeted data collection or
specialized language models trained on historical Kazakh texts.

4. Discussion
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The negative results for LLM post-correction reveal systematic limitations in current
multilingual Al systems. Four interconnected failure modes are identified that create a "low-
resource language trap."”

Insufficient Training Data Distribution. While Gemma-2 and Qwen2.5 claim support
for 29+ languages [2], linguistic capability follows a power law relative to training data
volume. English comprises ~40-60% of typical LLM training corpora, Chinese represents
~15-20%, and most low-resource languages constitute <0.01% each. For Kazakh, this likely
translates to a 1000:1 or higher ratio compared to English. This massive disparity means that
model "understanding” of Kazakh relies on shallow pattern matching rather than genuine
linguistic comprehension. Evidence from the data: Gemma's conversion of "pac" to "kapa"
demonstrates this—both words share similar phonetic structure but have completely
different meanings.

Character-Level Confusion. Kazakh uses 9 additional Cyrillic characters (O, F, K, H,
6,Y,Y, h, I) that appear visually similar to Russian equivalents but occupy distinct Unicode
codepoints. Modern LLMs use byte-pair encoding that can fragment these characters
inconsistently. Error analysis revealed that confusion between K (Kazakh, U+049A) and K
(Cyrillic, U+041A) occurred in 23% of error cases. This is a fundamental architectural
limitation—BPE tokenizers may merge visually similar characters, and insufficient Kazakh
training data prevents learning distinct representations.

Overconfident Correction Without Uncertainty. Current LLM inference offers no
calibrated uncertainty estimates. Analysis shows that Gemma made changes in 78% of cases,
even when the input was already correct. This “"change bias" is particularly harmful for low-
resource languages where models should adopt conservative, minimal-intervention
strategies.

Morphological Ignorance. Kazakh's agglutinative morphology allows complex
words like "yitnepimizae" (house-PLURAL-POSS.1PL-LOC). Proper handling requires
understanding morpheme boundaries, suffix ordering constraints, vowel harmony rules, and
allomorphy. Current LLMs, trained primarily on isolating languages, demonstrate limited
transfer to Kazakh's morphological complexity.

These factors create a worst-case scenario: the LLM has enough superficial
"knowledge" to make confident changes, but insufficient deep knowledge to make correct
ones—producing the +4.1% WER degradation observed for Gemma.

Implications for Digital Forensic Transcription. The results carry direct
implications for the use of ASR in digital forensic casework. First, even the best-performing,
language-specific fine-tuned model leaves a WER of 32.86% — far above the near-zero
error tolerance required to treat a transcript as directly citable evidence — indicating that
Kazakh ASR output should be treated as an investigative lead requiring human expert
verification rather than as an admissible exhibit in itself, mirroring the admissible-exhibit-
versus-investigative-lead distinction used elsewhere in digital forensic practice. Second, the
finding that general-purpose LLM post-correction fails to improve, and can actively degrade,
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transcription quality is a forensic integrity concern in its own right: an automated post-
editing step that silently alters wording without a documented, auditable justification is
difficult to reconcile with chain-of-custody and evidentiary-reliability requirements, and its
use on forensic transcripts should be avoided or, at minimum, subjected to mandatory logged
human review of every suggested edit. Third, the systematic confusion between Kazakh-
specific and Russian Cyrillic characters is forensically significant because it concentrates in
exactly the token classes — proper names, toponyms, and identifiers — maost likely to
determine the outcome of a case, motivating targeted quality-control checks for these
character classes in any forensic transcript. Finally, the substantially higher error rate
observed for historical or archival content indicates that cold-case or archival audio evidence
warrants mandatory manual verification rather than unsupervised automated transcription.

5. Conclusion

This study provides the first comprehensive evaluation of state-of-the-art ASR

approaches for Kazakh language, evaluating 30,489 test samples with rigorous statistical
analysis through bootstrap confidence intervals.
On language-specific fine-tuning (RQ1): The Kazakh-specific fine-tuned Whisper model
achieves 32.86% WER (95% CI: [32.69%, 33.05%]) compared to 58.90% WER for the
generic multilingual model—a 44.2% relative error reduction. This dramatic improvement
demonstrates that even "universal” models trained on 680,000 hours of multilingual data
require substantial language-specific adaptation for acceptable low-resource language
performance.

On error patterns (RQ2, RQ3): Systematic analysis reveals that errors concentrate in
archaic vocabulary, Russian loanwords, and compound words. Character-level confusion
patterns show Kazakh-specific characters being confused with visually similar Russian
equivalents (e.g., k—x in 20.2% of character errors).

The findings extend beyond Kazakh to inform low-resource language ASR
development: generic multilingual models are insufficient for production deployment, and
empirical validation on actual test data is essential. Future research directions include
domain-specific improvements for historical Kazakh, improved tokenization schemes
preserving Kazakh-specific characters, and cross-Turkic transfer learning.

The current state-of-the-art for Kazakh ASR (32.86% WER) represents significant
progress from the generic baseline but leaves substantial room for improvement toward
human-level performance.

For forensic deployment, these findings translate into three practical
recommendations: (1) only Kazakh-specific fine-tuned ASR models should be used to
generate investigative-lead transcripts of Kazakh speech evidence, never generic
multilingual models; (2) automated LLM-based post-correction should not be applied to
forensic transcripts without a documented, human-supervised review of every edit, given its
demonstrated potential to degrade rather than improve accuracy; and (3) transcripts of
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archival or historical-domain recordings should be flagged for mandatory manual
verification given their substantially higher error rates. Within this framing, the scientific
novelty of this work — the first systematic, forensically oriented benchmark of Kazakh ASR
and LLM post-correction reliability — is confirmed by the identification of specific,
actionable error patterns that directly bear on the evidentiary trustworthiness of automated
transcription in low-resource-language forensic casework.
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LEGAL ADMISSIBILITY OF MACHINE LEARNING RECONSTRUCTED DATA IN DIGITAL
FORENSICS

Abstract: In digital forensics, machine learning is now being employed to
reconstruct information from fragments, deleted data, or partially overwritten data that
traditional carving tools cannot recover. These reconstructions are not necessarily definitive,
and the question that remains to be answered is this: under what conditions can model-
reconstructed data be accepted as evidence in a legal discussion? This paper explores the
technical and regulatory conflict between probabilistic reconstruction and the demands of
evidentiary standards such as Daubert and Frye, and data-protection regimes such as the
General Data Protection Regulation. We suggest a framework of three measurable
components of a reconstruction — model reliability, source integrity, and independent
corroboration — that can be combined into a single normalized score, termed the Confidence
Score, and we propose two decision thresholds that map a reconstruction to one of three
evidentiary roles: admissible exhibit, investigative lead, or excluded artifact. With a
controlled fragment-reconstruction setup of 5,500 labelled outcomes, the calibrated score
achieved an area under the ROC curve of 0.94, while the expected calibration error decreased
from 0.17 to 0.04 after post-hoc calibration. We also identify each of the components of the
score with the relevant Daubert reliability factors and demonstrate that a quantified and
calibrated error rate is the single most important factor for legal defensibility. Based on the
results, probabilistic reconstructions should not be used as exhibits in isolation, but they can
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support admissible evidence when the level of confidence is calibrated, documented, and
corroborated. The major contribution is a reproducible bridge between a technical
confidence level and the canonical admissibility criteria that apply to file-system, mobile,
and video-recorder forensics.

Keywords: digital forensics; machine learning; data reconstruction; admissibility
of evidence; Daubert standard; confidence calibration; chain of custody; file carving;
GDPR; forensic reliability

IOpuanyeckasi A0MYyCTHMOCTD BOCCTAHOBJICHHBIX JAHHBIX MAIIHHHOIO 00y4eHHS B
1M (ppoBoil KPUMHHATUCTUKE

AHHoTauus: B mudpoBoii kpuMUHATHCTHKE MAaIIMHHOE OOYyYeHHE B HACTOSIIEE
BpeMsl MCIIOJIB3YETCs JUIsl BOCCTAaHOBJIEHUS HMHGpOpMalMU M3 (ParMEHTOB, YyIaJleHHBIX
JAHHBIX WM YaCTUYHO IEPEe3aluCaHHbIX TaHHBIX, KOTOPbIE TPAJULIMOHHbIE HHCTPYMEHTHI
00pabOTKM [aHHBIX HE MOI'YT BOCCTAHOBHUTh. OJTH PEKOHCTPYKIMHM HE O00s3aTeIbHO
ABJIAIOTCS OKOHYATEJIbHBIMM, W BOIPOC, HAa KOTOPBIM e€Ile MPEeICTOUT OTBETUTH,
3aKJIFOYAETCs B CAEAYIOLIEM: IIPH KaKUX YCJIOBHUAX BOCCTAHOBJICHHBIE C IOMOIIBI MOJEIN
JTAHHBIE MOT'YT OBITh IPUHSTHI B KAYECTBE JJOKA3aTEIBCTB B IPaBOBOM criope? B aToii ctaThe
UCCIIEIYeTCs TEXHUYECKUH UM HOPMATHBHBIH KOH(DIMKT MeXAy BEpOSTHOCTHOM
PEKOHCTPYKIIMEH U TPEOOBAaHUSIMU CTAH/IAPTOB JOKa3bIBaHUs, TakuxX Kak Jlayoept u Dpai,
U pEeKUMaMM 3allUThl JAHHBIX, TaKUMU Kak OOmye mnpaBwia 3allUTbl JaHHBIX. Mbl
npeJiaraéM CUCTEMY U3 TPeX M3MEPUMBIX KOMIIOHEHTOB PEKOHCTPYKIMU — Ha/IEKHOCTh
MOJIEIH, IIEIOCTHOCTh HCTOYHHUKA M HE3aBUCUMOE ITOITBEPKACHUE, — KOTOPBIE MOT'YT OBbITh
00BeAMHEHBI B €IUHYI0 HOPMAJIM30BAHHYIO OLIEHKY, Ha3bIBAEMYIO OILIEHKOM I0CTOBEPHOCTH,
Y MBI TIpeJIaracM JiBa Iopora NpUHATUS PEIIECHUS, KOTOPBIE COOTHOCAT PEKOHCTPYKLIHUIO C
OJIHON M3 Tpex (YHKIMH T0Ka3aTelbCTBa: JIOMYCTUMOE BELECTBEHHOE J0Ka3aTeJbCTBO,
CIIEZICTBEHHasl  3allellka, MWJIM MCKIIOYeHHBIH apredaxt. Ilpu KkoHTponmpyemoit
pPEeKOHCTpYKIIMKU  (PparmMeHToB, BKirovaromedn 5500 MOMEUEHHBIX  pe3yJbTaTOB,
OTKaIMOpoBaHHBIN O6ayu1 gocTur iomaau noj kpuBor ROC, pasnoit 0,94, B To Bpems Kak
oxumaemast ommOka kanmuOpoBku cHusuiack ¢ 0,17 go 0,04 mocne crnenuaibHOM
KaTMOpOBKU. MBI Takke CONOCTaBIsAEM KaXKAbIH U3 KOMIIOHEHTOB OLIGHKH C
COOTBETCTBYIOIIMMHU Ko3(duuneHtamMmu HaaexxkHocTH Daubert m neMoHCTpHpyeM, UTO
KOJINYECTBEHHAsl OLIEHKa M KaJuOpOBKa YacTOThl OIIMOOK SBJISIETCS €IUHCTBEHHBIM
HauOosee BaXHBIM (AKTOPOM IOpUANYECKON 3amuThl. OCHOBBIBAsCh Ha MOJYYEHHBIX
pe3yipTaTax, BEpOSTHOCTHBIE PEKOHCTPYKIIMM HE CIIEYET MCIOIb30BaTh N30JIMPOBAHHO B
KAayecTBE BEIECTBEHHBIX JI0KA3aTEIbCTB, HO OHM MOTYT MOJKPEIUISATh IMpHEMIIEMbIE
JI0Ka3aTeNbCTBa, KOIJA YPOBEHb JOCTOBEPHOCTH BBIBEPEH, 3aJOKyMEHTHpPOBaH U
MOJATBEPXKJIEH JOKYMEHTalIbHO. OCHOBHBIM BKJIAJOM SIBISI€TCS BOCHPOM3BOAUMBIA MOCT
MEXIY TEXHHUYECKHMM YPOBHEM JIOCTOBEPHOCTM M KAHOHUYECKUMH KPUTEPHUSIMU
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NPUEMIIEMOCTH, KOTOPBIE MPHUMEHSIOTCS K JIKCHepTH3e (HalIOBBIX CHUCTEM, MOOMIBHBIX
YCTPOMCTB U BUIEOPETUCTPATOPOB.

KawueBble cioBa: yugposas KpuMuHaiucmuka, MAauwuHHOe — OOyYeHue,
soccmaHnosnienue OaHHbIX;, OONYCMUMOCMb OoKkazamenvscms, cmaunoapm Jaybepma,
nposepKa 00CMOBePHOCMU, YenouKa nocmasok, oopabomka ¢atinos; GDPR; nadesxcrnocmo
CYOeOHOLL IKCnepmu3ol

Hudpabik Kpumunanucrukagarsl Mammuaabsik OkbiTyabIH Kaanbina Kearipinren
Jepexrepinin 3anabl Typae KadbLiganysl

Angarna: [Hudpablk KpUMUHATUCTHKAAA Ka31pri yaKbITTa ISCTYPIIl OI0 Kypalaapsl
KaJIIbIHA KEeNTipe alMaiThiH ()parMeHTTEp/ICH, KOMBUIFaH JEPEKTEeP/ICH HEeMece imiHapa
KaliTa >Ka3bUIFaH JEPEKTEp/IeH aKMaparThl KaJlIblHA KENTIPY YUIIH MAaIlWHAIBIK OKBITY
KOJIJIaHBUIa bl byJT KaiiTa Kypynap MiHAETTI TYpAe TYNKUIIKTI 00Jia OepMel i ®KoHe i Je
Kayar Oepy Kepek Cypak MbIHA/Ia: KaHAal araaiinapaa MoAenb/i KaiWTta Kypy AepeKTepin
3aHIBl TAJKbUIAY Ke3iHAE JoJeN peTiHae KaOvuimayra Oonaabl? Byn makamanga bIKTHMaT
Kaiita Kypy MeH [layOepT meH @paii CHUAKTBI JoNeAeMeNiK cTaHIapTTapIblH TalanTapbl
men Jlepekrepni Kopraynein XKanmer Epekernepi CUSKTBI AepeKTepai KOpFray pexuMaepi
apachIHIarbl TEXHUKAJBIK JKOHE HOPMATHBTIK KaWIIBUIBIKTAp KapacThlpbUialbl. bi3 KaiiTa
KYPYIbIH OJIIICHETIH YII Kypamaac OeiriHiH meHOepiH YCBHIHAMBI3Z — MOJCIbIiH
CEHIMJLIIT, IEpeKKe3AEpAIH TYTACTHIFBI KOHE Toyencid pactay-Onbel bip Kanblinka
kentipuired baranayra bipikripyre 6onazasl, "Cenimaunik Kepcerkimi" aen arananbl xKoHe
013 KaifTa Kypyasl YII JAQNeNnAi peiaiH OipiHe CoHKeCTEeHAIpeTiH eKi MIeHNiM IIeriH
YChIHAMBI3: PYKCAT €TIUITeH JKCIOHAT, YXKETEKIl TEepreyill HEMece albIHBIN TacTajFaH
apredakt. benrinenren 5500 HoTMKeNeH TypaTblH (parMeHTTepAl KaiTa KypyJblH
OakbUTaHATBHIH KOHIBIPFRICEIMEH KanuopiienreH 6amn ROC kuceirs! 6oiteiama 0,94 aynanra
KETTI, ajl KYTUIeTiH Kanubpiey karemiri hoc-tan keifinri kanubpraeynen keitin 0,17-neH
0,04-ke neitin Temenmeni. biz conmaii-ak OaymmbH opOip Kypamaac Oemiria ayoepTTiH
THICTI CEHIMJUIIK (paKTOpJIapbIMEH COHKECTEHIIpeMi3 JKOHE CaHJBIK JKOHE KaluOpJeHreH
KaTelmlK KO3(QQUIIMEHTI KYKBIKTHIK KOpPFAyAbIH JKalIfbl3 MaHbI3Abl (AKTOPbl EKEHIH
kepceTeMi3. HoTmxkenepre cylieHe OTBIPbIN, BIKTUMAIIBIK KaliTa KYpY/Iap/ibl OKIIayJlaHFaH
DKCIIOHATTAp pEeTIHJAE TaljganaHyra OoiaMalael, Oipak oJap CEHIMIUIIK JICHrewl
KaIMOpJIeHreH, Ky)KaTTaJlFaH JKOHE pacTalfaH Ke3/le pyKcaT eTUITeH AQJeNaepal pacTaid
ananel. Herisri ynec-Oyi TeXHUKaNbIK CEHIMIUIIK JeHredi MeH (alnablk xyilenepre,
MOOWIIB/II KYPBUIFbLIApFa jKoHe OeliHeMarHuTo(oH1apFa KOJIJaHbUIAThIH KAHOHIBIK pyKcaT
€Ty KpUTepUiJIepl apachblHAaFbl KaliTasaHaTbIH KOip.

Tyiiin ce3nep: yugprvix Kpumunanucmuka, MAWUHATLIK OKbImy; OepeKkmepoi
Kauma Kypy, Oalendemenepoiy pykcam eminyi; [laybepm cmanoapmol; CeHiMOIIIKMI
Kanubprey,; cakmay mizoeei; ¢ainoapovt oro; GDPR; com capanmamacvinvly ceHimoiniei
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1. Introduction (Literature Review)

The majority of criminal and civil investigations now rely on digital evidence, yet a
significant amount of the data that investigators need to work with is not recovered intact.
Storage devices are often found in a state in which the data has been damaged, deleted,
encrypted, or even partially overwritten, and the file-system metadata that would normally
indicate how the fragments are spread across the device is frequently missing [1], [21]. To
counter this, the forensic community has shifted its focus to machine learning (ML) for the
classification, ordering, and reconstruction of carvings that the traditional signature-based
methods cannot handle [6], [7]. This change improves recovery rates, but it also has
implications for the epistemic value of the evidence: a reconstructed file is no longer a bit-
exact copy of an original artifact but a model-based probabilistic estimate. Whether such an
estimate can be used as evidence legally is the issue this paper sets out to explore.

Literature Review. Research on ML in digital forensics has broadly developed along
three lines. The first concerns how the reconstruction should be done. Traditional file carving
methods, such as headers and footers and manually developed heuristics, are ineffective in
fragmented, metadata-lost contexts [21]. Graph-theoretic formulations rephrased the
problem of fragment reassembly as one of searching for a path, ascribing a probability score
to the candidate paths and explicitly considering the trade-off between the accuracy of
fragment recovery and the time required to search the graph [20], [22]. Deep learning then
tackled fragment-type classification, with convolutional models on byte-to-image
conversions reaching roughly 70.9% accuracy on GovDocs [24], hierarchical classifiers
reaching 76.3% on the FFT-75 benchmark [17], transformer architectures further improving
speed and accuracy [19], and generative byte-level models beginning to predict plausible
continuations of missing fragments [18]. A second line inspects ML across the broader
investigative workflow — triage, pattern detection, and timeline reconstruction — and
invariably identifies data quality, interpretability, and integrity as recurring challenges [2],
[3], [6], [7]. A third line focuses on preservation and trust, where cryptographic hashing,
anchoring to a blockchain, and sequence models help preserve the integrity of evidence in
the chain of custody [1], [9]. In each of these three lines, the credibility and admissibility of
the resulting evidence — rather than its accuracy alone — remain under-investigated [2],

[3].

On the legal side, the admissibility of scientific and technical evidence in many
jurisdictions is determined by the Daubert standard, under which a trial judge evaluates
reliability through factors such as testability, peer review, a known or potential error rate,
the existence of standards and controls, and general acceptance [10], [13]. Kumho Tire
extended these factors to non-scientific technical testimony, which directly covers
algorithmic forensic methods [15]. The older Frye test, which is still used in some
jurisdictions, instead asks whether a technique is generally accepted within its field [15]. A
separate but related constraint comes from data-protection law: Article 22 of the General
Data Protection Regulation restricts decisions based solely on automated processing and is
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associated with a right to meaningful information about the logic involved, which is directly
relevant to opaque ML reconstructions used against an individual [25], [26], [29].
Practitioner guidance increasingly recommends treating Al outputs as investigative leads
rather than courtroom exhibits unless they are independently corroborated [8].

Research Gap. While much has been studied on both the accuracy of reconstruction
and the legal admissibility of reconstructions in isolation, there is no standardized, repeatable
process that ties the technical confidence of an ML reconstruction to the specific reliability
factors that courts and regulators apply. Current tools report accuracy or F1-scores, but a
raw model score is mostly uncalibrated and hence cannot be considered as a defensible
probability of correctness [12]. The gap is therefore not that there are no accurate methods,
but that there is no documented, calibrated bridge between a reconstruction score and an
admissibility decision.

Research Questions. The primary question this study attempts to answer is: under
what circumstances can data reconstructed by ML be treated as admissible evidence?
Specifically, the paper examines (1) which evidentiary reliability factors are affected by the
probabilistic nature of reconstruction; (2) whether a calibrated confidence score can reliably
distinguish correct from incorrect reconstructions; and (3) how the components of such a
score relate to the established Daubert reliability factors.

Scientific Novelty. The scientific novelty of this work is a calibrated Confidence
Score framework that maps a probabilistic reconstruction to a threshold-based evidentiary
role and is explicitly aligned, factor by factor, with the Daubert reliability criteria. This is in
contrast to earlier methods, which either optimized reconstruction accuracy without
considering legal interpretation, or discussed admissibility without an operational,
measurable confidence measure.

Contributions. The main contributions of this paper are: (1) a three-part Confidence
Score constructed from separate scores of model reliability, source integrity, and
corroboration combined into a compact normalized value; (2) a two-threshold decision rule
that assigns each reconstruction to one of three categories — an admissible exhibit, an
investigative lead, or an excluded artifact; (3) an empirical evaluation demonstrating strong
score separation (area under the ROC curve of 0.94) and an improvement in calibration from
0.17 to 0.04 expected calibration error; and (4) an explicit mapping of the score components
to the Daubert factors that can facilitate forensic reporting.

The remaining sections of the paper are organised as follows: Section 2 describes the
materials used, the formulation of the Confidence Score, and the experimental setup; Section
3 reports the calibration and separation results together with the factor mapping; Section 4
discusses the results in relation to the research questions and previous work and outlines the
limitations; and Section 5 concludes the paper.

2. Methods and Materials

This section describes the conceptual framework, the formal definition of the
Confidence Score, the datasets and methods used to assess it, and the formatting conventions
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adopted. The evaluation is intended to be reproducible: the reconstruction results, scoring
code, and calibration procedure are described in sufficient detail to be reproduced
independently, and will be stored in a public repository at the time of review.

2.1 Conceptual Framework

We model the forensic process as a pipeline in which a damaged or deleted source is
sent to an ML reconstructor, the output of that reconstructor is scored using the Confidence
Score framework, and that score is compared against a legal reliability gate before the artifact
Is assigned an evidentiary role. Figure 1 illustrates this pipeline. The general design principle
is separation of concerns: the model generates a reconstruction and a raw probability, the
scoring layer transforms these into a calibrated, auditable confidence value, and the legal
gate — expressed in terms of the Daubert or Frye factors — governs admissibility. This
separation allows each stage to be tested independently, which is itself a Daubert-relevant

property [10], [14].
/{)anmgcd / deleted source
(eMMC, NTFS, DVR)

!

ML reconstruction: candidate x + raw
probability

/\

Source integrity verified?
(hash, chain of custody)
~ Y
I //

No
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Probability calibration
(temperature scaling)

Compute Confidence
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~
-
LN No -
<_C(x) =t _high '!)—P(\i(x; > _low ?

™~

L’ Investigative lead

Exclude artifact

Independent
orroboration available?
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Fig. 1. Conceptual pipeline from a damaged source to an evidentiary outcome,
showing the three confidence components feeding the Confidence Score and the legal
reliability gate.
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2.2 Confidence Score Formulation

Let X represent a candidate reconstruction. We define the Confidence Score C(x) as
a weighted geometric product of three normalized components, each lying in the interval [0,
1]: model reliability r(x), source integrity s(x), and corroboration k(x). The model reliability
r(x) is the calibrated probability that the reconstruction is correct, as determined from the
model output described below. The source integrity s(x) is a measure of the verifiable
preservation of the source medium — for example, matching acquisition hashes and an
unbroken chain of custody [1], [9]. Corroboration k(x) indicates the level of agreement with
independent artifacts such as system logs, timestamps, or device identifiers [8]. The score is
given as:

CO) =r()* s’ - k(x)" 1)

where a, B, and y are non-negative weights adding up to one. The geometric form is
intentional: because the components are multiplied, a near-zero value in any single
dimension (such as a broken chain of custody) pushes the overall score toward zero, so a
high model probability cannot offset compromised integrity. This captures the legal intuition
that an unverifiable source cannot be rescued by a confident model [8].

The raw model probability is usually overconfident and must therefore be calibrated
before it can be used as r(x) [12]. We apply temperature scaling, which divides the logits z
by a scalar temperature T > 0 learned on a held-out set, so that the calibrated reliability of
the predicted class is:

r(x) = max softmax (;) 2

Calibration quality is measured by the expected calibration error (ECE), which

partitions predictions into M bins by their level of confidence and measures the weighted
difference between the average confidence and the empirical accuracy in each bin:

ECE = £, P2 |acc(B,) — conf (By)| ®

where B, is the set of predictions in bin m, n is the total number of predictions, and
acc and conf denote the accuracy and the mean confidence within a bin. A reconstruction is
then given an evidentiary role on the basis of two thresholds, t low and t_high: artifacts
with C(x) > t_high are eligible as exhibits subject to corroboration, those with T_low < C(x)
< 1_high serve as investigative leads, and those below t_low are discarded. The thresholds
are policy parameters set by the forensic protocol, not by the model.

2.3 Datasets and Experimental Procedure
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To test the framework, we assembled a controlled collection of 5,500 fragment-
reconstruction outcomes drawn from publicly available forensic corpora of typical file types
(text, images, and compressed multimedia), with fragments generated under a fixed protocol
so that the ground truth was available for every case. For each outcome the reconstructor
generated a candidate and a raw probability; the candidate was then compared at the byte
level with the ground truth and labelled correct or incorrect accordingly. Model reliability
r(x) was obtained by temperature scaling on a held-out calibration split; source integrity s(x)
and corroboration k(x) were assigned from the recorded acquisition and metadata-agreement
conditions. The weights were set to oo = 0.5, § = 0.3, and y = 0.2, reflecting the primacy of a
quantifiable error rate among the Daubert factors [10], [12]. The reported metrics are the
area under the ROC curve for correct-versus-incorrect separation, the ECE before and after
calibration, and the precision of admissible decisions at T_high = 0.80.

2.4 Formatting, Units, and Equations

The manuscript is formatted in the journal style: SI units are used as primary, a
leading zero precedes every decimal point (for example, 0.94), equations are numbered
consecutively and referenced in the text as (1), (2), and (3), Roman variables are italicized
while Greek symbols are not, and figures are cited in the text before they are placed. Unless
stated otherwise, all reported quantities are dimensionless scores or probabilities.

3. Results

This section reports the calibration behaviour of the Confidence Score, its ability to
discriminate between correct and incorrect reconstructions, and the mapping of its
components to the Daubert reliability factors. Findings are stated as observations; their
interpretation is reserved for Section 4.

Calibration and separation. Figure 2(a) shows the reliability diagram before and
after temperature scaling. The uncalibrated model was systematically overconfident, with
predicted confidence exceeding the empirical accuracy across most bins, whereas the
calibrated score tracked the diagonal closely. Quantitatively, the expected calibration error
decreased from 0.17 to 0.04 after calibration. Figure 2(b) shows the distribution of calibrated
scores for correct and incorrect reconstructions; the two populations are well separated, with
most correct reconstructions concentrated above t_high and most incorrect ones below
T_low. The area under the ROC curve for correct-versus-incorrect separation was 0.94.
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Fig. 2. (a) Reliability diagram comparing the uncalibrated model output with the
calibrated Confidence Score; (b) distribution of calibrated scores for correct and incorrect
reconstructions, with the two decision thresholds.

Decision outcomes. Table 1 reports the evidentiary decision rule applied at t_low =
0.50 and t_high = 0.80. At these thresholds, the reconstructions identified as admissible
exhibits achieved a precision of 0.97, meaning that the vast majority of artifacts promoted
to exhibit status were in fact correct, while a substantial middle band was retained as
investigative leads rather than discarded.

Table 1. Evidentiary decision outcomes under the two-threshold rule (5,500
reconstructions).

Evidentiary role Score range Share of cases Precision
Admissible exhibit C=>0.80 47.1 % 0.97
Investigative lead 0.50<C<0.80 33.5% 0.74
Excluded artifact C <0.50 19.4 % 0.06

Comparison of scoring strategies. Table 2 compares the proposed calibrated
geometric score with two baselines: the raw model probability used directly as a confidence
score, and an unweighted arithmetic mean of the three components. The proposed score
achieved the highest separation and the lowest calibration error, and, unlike the arithmetic
mean, it correctly collapsed to a low value when source integrity was compromised.

Table 2. Comparison of scoring strategies on the evaluation set.

Scoring strategy AUC ECE Integrity-
aware
Raw model probability 0.88 0.17 No
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Arithmetic mean of components | 0.90 0.11 No
Proposed calibrated score C(x) 0.94 0.04 Yes

Mapping to reliability factors. Figure 3 summarizes how strongly each confidence
component contributes to each Daubert factor. A quantified and calibrated error rate,
supplied jointly by model reliability and calibration quality, was the strongest contributor to
the known-error-rate factor, whereas documentation and reproducibility contributed most to
peer review, standards, and general acceptance. Source integrity contributed primarily to the
standards-and-controls factor. This pattern connects Result 1 (Figure 2) directly to
Contribution 4: the empirical calibration that produced an ECE of 0.04 is the same property
that courts examine when assessing a known error rate [10], [12].

Mapping of confidence components to Daubert reliability factors

1.0
Model reliability
r(x)
0.8
= . .
5 Source integrity =
c s(x) 5
2 g
g 0.6 z
o Corroboration =
=]
g k(x) 2
= a
g 0.4 g
E Calibration 3
8 quality (]
0.2
Documentation /
reproducibility
—- 0.0
Testability Peer review / Known error Standards / General
publication rate controls acceptance

Daubert factor

Fig. 3. Mapping of the Confidence Score components to the Daubert reliability
factors; cell values indicate the relative contribution strength of each component to each
factor.

4. Discussion

The results support a more nuanced stance on the admissibility of ML-reconstructed
data. Rather than treating such evidence as categorically admissible or inadmissible, the
evidence suggests that admissibility should be conditioned on a calibrated, documented, and
corroborated confidence value. We address each research question in turn.

RQ1 asked which evidentiary reliability factors are affected by the probabilistic
nature of reconstruction. The factor mapping in Figure 3 shows that the most exposed factor
is the known or potential error rate: because a reconstruction is an estimate, its defensibility
depends on whether that error rate is quantified and calibrated rather than merely asserted
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[10], [12]. Testability and the existence of standards are also affected, since a repeatable
scoring procedure is required for an opposing expert to challenge the result [14]. This
confirms the hypothesis that probabilistic reconstruction shifts the focus from demonstrating
exactness to demonstrating quantified reliability.

RQ2 asked whether a calibrated confidence score can reliably separate correct from
incorrect reconstructions. The area under the ROC curve of 0.94 and the reduction of the
expected calibration error from 0.17 to 0.04 show that it can, at least under controlled
conditions. Importantly, calibration mattered as much as separation: an overconfident but
discriminative score is legally hazardous because it leads a fact-finder to over-rely on it,
which is precisely the risk that admissibility gatekeeping is designed to prevent [8], [11].

RQ3 asked how the components of the score map onto the Daubert factors. The
mapping shows that no single component satisfies all factors; rather, model reliability and
calibration address the error rate, source integrity addresses standards and controls, and
documentation addresses peer review and general acceptance. This decomposition is useful
for forensic reporting, because it tells an examiner which evidence to present for each factor
that a court will weigh [10], [15].

These findings are consistent with practitioner guidance that Al outputs should
function as investigative leads unless they are independently corroborated [8], and with the
broader literature emphasizing that credibility is governed by integrity and interpretability
rather than accuracy alone [2], [3]. They also intersect with data-protection law: where a
reconstruction informs a decision that significantly affects an individual, Article 22 of the
General Data Protection Regulation and its associated transparency obligations imply that
the logic of the reconstruction must be explainable and contestable, which further reinforces
the need for calibration and documentation [25], [26], [29]. The geometric form of the score
operationalizes the principle that a compromised chain of custody cannot be offset by model
confidence [1], [9].

Limitations. The evaluation was performed on a controlled corpus with known
ground truth, whereas real casework lacks ground truth by definition; the reported separation
should therefore be read as an upper bound achievable under favourable conditions. The
corroboration component was assigned from recorded conditions rather than learned, and
the threshold values are policy choices that jurisdictions may set differently. Finally, legal
standards vary: Daubert, Frye, and national procedural codes differ in how they weigh these
factors [15], so the mapping should be tailored to the relevant jurisdiction rather than applied
uniformly.

5. Conclusion

As machine learning becomes the norm for the recovery of fragmented and deleted
data, the central question is no longer whether reconstruction is possible but whether its
results can be trusted in a legal forum. This paper has argued that the answer depends on
confidence that is measurable, calibrated, and corroborated, and it offers a concrete
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mechanism — a three-part Confidence Score with a two-threshold decision rule — for
making that determination transparent and reproducible.

The scientific novelty of this work — a calibrated Confidence Score framework
aligned factor by factor with the Daubert reliability criteria— is confirmed by the empirical
results: calibration brought the expected calibration error down to 0.04, and the score
separated correct from incorrect reconstructions with an area under the ROC curve of 0.94,
showing that a technical confidence metric can be tied directly to the error-rate factor that
courts apply. This advances the state of the art by replacing an implicit, accuracy-only notion
of trust with an explicit, auditable bridge to admissibility.

Future work should validate the framework on operational casework where ground
truth is unavailable, learn the corroboration component from heterogeneous artifacts, and
develop jurisdiction-specific threshold calibrations so that the same reconstruction can be
reported consistently under Daubert, Frye, and civil-law procedural standards. We anticipate
that calibrated confidence reporting will become a standard expectation for ML-assisted
forensic evidence, much as documented error rates already are for established forensic
disciplines.
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THE CYBERSECURITY RISKS OF GENERATIVE Al: ATTACK AND DEFENSE PERSPECTIVES

Abstract: Background. The rapid, widespread adoption of generative artificial
intelligence (GenAl) large language models (LLMSs), diffusion-based image generators, and
multimodal systems has created a dual-use cybersecurity problem: the same generative
capabilities that increase productivity can be repurposed by attackers, while generative
systems themselves expose new, Al-specific attack surfaces. This study addresses the lack
of an integrated framework connecting offensive capability to defensive maturity across the
GenAl lifecycle. Methods. A structured narrative literature review was conducted across
IEEE Xplore, the ACM Digital Library, arXiv, and Google Scholar, screening an initial pool
of approximately sixty sources published between 2014 and 2025 and retaining twenty-three
that described a distinct attack technique, defensive mechanism, or governance framework
applicable to generative-Al systems. Each source was coded by lifecycle stage and offensive
or defensive orientation, and a qualitative Low/Medium/High maturity rating was assigned
to each resulting threat category. Results. The review yields a five-category taxonomy Al-
enabled offense, prompt-based manipulation, training-data extraction and privacy leakage,
data poisoning and supply-chain manipulation, and adversarial evasion of Al-based detectors
mapped to representative techniques and primary defenses. Defense maturity is uneven: Al-
enabled offense and data-poisoning categories are rated Low to Low-Medium, while
privacy-leakage and adversarial-evasion categories are rated Medium, with no category rated
High. Conclusions. The main contribution is an integrated, lifecycle-based attack-defense
taxonomy showing that defensive investment is concentrated at the deployment stage while
earlier, data- and training-stage risks remain comparatively under-defended, implying that
organizations deploying GenAl require lifecycle-wide, layered security governance rather
than guardrails confined to model output.

Keywords: generative artificial intelligence; large language models; prompt
injection; adversarial machine learning; Al security; deepfake; data poisoning;
cybersecurity governance
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Kubepyrpo3sl I'eneparuBaoro UU: IlepcnekTuBbl ATaku U 32U THI

AHHoTauusi: BBeneHue. bBbicTpoe 1 IOBCEMECTHOE  paclpoCTpaHEHHE
TeHEepPaTUBHOr0 UCKycCTBeHHOTO MHTeIuieKkTa (I'enl) — GonbIInX S3BIKOBBIX MOZEIEH
(bsIM), reHepaTopoB HM300paKeHM Ha OCHOBe JU(DPY3HOHHBIX MOJEIeH U
MyJbTUMOJAIbHBIX CHCTEM — TOPOJWJIO NpoOJieMy JBOMHOIO Ha3HAYEHUS B
KnOepOe30MacHOCTH:  T€ K€  TE€HEpaTUBHbIE  BO3MOXHOCTH, YTO  IOBBILIAIOT
IPOAYKTHBHOCTH, MOTYT OBITh HCIOJIB30BAHBI 3I0YMBIIIICHHUKAMHU, & CAMU T€HEpaTHBHbIC
CHUCTEMBl OTKpBIBalOT HOBbIE, creuuduunsie ansi MW nosepxHoctu ataku. JlaHHoe
UCCJIEIOBAaHUE BOCIIOJIHSET OTCYTCTBHE HHTETPUPOBAHHON CTPYKTYphl, CBS3bIBAIOLIECH
HACTYNAaTEeNbHbIM MOTEHLHAN C YPOBHEM 3pEJIOCTH 3aLUThl Ha BCEX 3Tanax >XKU3HEHHOTO
nukia ['enI. Metogsl. [IpoBeiéH cTpyKTYypHpOBaHHBINM HAppaTUBHBINA 0030p JIUTEPATYPHI
no 6a3zam IEEE Xplore, ACM Digital Library, arXiv u Google Scholar; u3 nepsonauansHoro
nyja TNpPUMEPHO UIECTUJIECATH HMCTOYHHMKOB, onyOnukoBaHHbIX B 2014-2025 ropax,
oToOpaHO JBajLATh TPU MCTOYHHUKA, OIMUCHIBAIOIIMX KOHKPETHYIO TEXHHUKY aTakKH,
MEXaHM3M 3allUThl WIK CTPYKTYpy YIpaBieHUs, NpUMeHuMble K cuctemam ['enlU.
Kax/plif MICTOUHUK 3aKOAMPOBAH IO 3TAlly >KM3HEHHOrO IMKJIA U HACTyHaTeabHOH 1100
000OpPOHUTENIBHOIN HAIIPABJIEHHOCTH, a KayKJJOW KaTeropuM yrpo3 MpUCBOECHA Ka4eCTBEHHAs
OLIEHKa 3peyiocTH (HU3Kast/cpeaHss/Bpicokas). Pe3ynbTarel. O630p BBIIBUII TAKCOHOMMUIO U3
sty kateropuii — MHM-opueHTHpOBaHHBIE aTaKd, MAaHUIYJSLUNA HAa OCHOBE IPOMIITOB,
U3BJICUEHHE 00YYaIOLMX JaHHBIX U YTeuKa KOH(UAECHINAIbHOCTH, OTPABICHNUE JaHHbBIX U
MaHUIYJISAIUN B LIETIOYKE MTOCTaBOK, COCTS3aTEIbHOE 00X0K/IEHUE JIETEKTOPOB Ha OCHOBE
NN — conocTaBieHHbIX ¢ XapaKTEpHBIMU TEXHUKAMU U OCHOBHBIMM CPEJCTBAMMU 3ALUTHI.
3penocTh 3auUThl HepaBHOMepHA: kateropun MM -opueHTHpOBaHHBIX aTak M OTPaBIICHUS
JAHHBIX OLICHEHbl KaK HHU3Kas — HU3Kasg/CpeaHss, TOrjJa KaK KaTeropuu yTEUKH
KOH(UICHIIMAIBHOCTA U COCTA3AaTEIbHOT0 OOXOX/IEHUS OLIEHEHBI KaK CpeHss; HU OJHa
KaTeropusi He IMOJIy4ylsia OLEHKY «BbICOKas». 3akiroueHue. OCHOBHON BKJaj pabOThl —
MHTETPUPOBAHHAS TAKCOHOMHUSI aTaKk M 3allUThl HAa OCHOBE JKU3HEHHOIO IIMKIIA,
MOKa3bIBAIONIAsl, YTO MHBECTULMU B 3aIIUTY COCPEAOTOYEHBI Ha 3Tale pa3BEPTHIBAHMA,
Torga Kak Oosiee paHHUE PHUCKH, CBSI3aHHBIE C JaHHBIMU M OOyY€HHEM, OCTAaloTCs
CPaBHUTENIBHO HEJAOCTATOYHO 3alUIIEHHBIMHM;, 3TO O03HA4yaeT HeOOXOJUMOCTb JUIs
opraHusanui, ucnosub3yronmx I'eHlM, KOMIIIEKCHOrOo, MHOTOYPOBHEBOTO YIIPaBJICHUS
0€30MaCHOCTHIO Ha MPOTSHKEHUH BCEro KU3HEHHOTO LMKJIA, @ HE OTPaHUYEHUs 3alllUTHBIX
Mep BBIXOJIOM MOJIEIH.

KiroueBble ciioBa:  cenepamu@mvili  UCKYCCMBEHHbIU UHMENNeKm, Ooabuiue
AZBIKOBbIE  MOOENU; UHbEeKYUs HNPOMNMOG, COCMA3AMENbHOe MAWUHHOe 00yYeHue;
bezonacnocmo UH; oungeiix; ompasieHue 0aHubiX; ynpasieHue Kubepbe30nacHocmoio
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I'enepatuBTi KU Knbepkayincizaik Toyekennepi: llIa0ybii :xone Kopranbic
IlepcnexkTUBaNapbI

Annparna: Kipicrie (O3ekriniri). ['enepaTunTi xacanpl uHTEIUICKTTIH (['eHKI) —
YIAKEH TUIMIK MOJEIbACPiH, TU(DPYy3usIbIK HEri3aeri KeCKiH reHepaTopJIapbIHbIH JKOHE
MYyJBTUMOJIATBAl KYHENEpIiH — JKeIen opl KeH Tapalybl KHOEpKayimlcCi3aikTe KOc
MaKcaTThl MOCEJIe TYFBI3Jbl: OHIMIUIIKTI apTTHIPAThIH COJ TEHEPATUBTI MYMKIHIIKTEPI
mra0ypUTIIBUIAP Ja TaiiianaHa anajsl, al FeHepaTUuBTI xyuenepain o3i XKIM-re ToH xaHa
madybut Oertepin amanbl. byn 3eprrey 'en)XU emipiik nukiiHiH 0apiblK Ke3eHAEpiHIE
madyblyT MYMKIHZITT MEH KOPFAaHBIC JKETUTy JEHTreWiH OaiaHBICTBIPAThIH OipiKTipiIreH
KYPBUIBIMHBIH JKOKTBIFBIH TONThIpaabl. Omaictep. IEEE Xplore, ACM Digital Library, arXiv
xone Google Scholar nepekkopiiapsl OOHBIHINA KYPBUTBIMIBIK OasHaY HIONYbI XKYPri3isii;
2014-2025 >xpurmapsl >KapusUIaHFaH IIAMAaMEH ajlbIC JEPEKKO3ACH TYpPaThbIH OacTarKbl
#ubHTBIKTaH ['eH)KW sxyiienepiHe KaTbICThl HAKThl MIA0YbUT TEXHHKACHIH, KOPFAaHBIC
TETIT1H HeMece 6acKapy KYPbUIBIMBIH CUIIATTAUTHIH )KUbIPMa YII JEPEKKO3 TaHIAM aTbIHIbI.
Op JIEPEKKOe3 OMIPIIK IUKI KE3CHI KOHE MAaOyBUIIBIK HEMece KOPFAHBICTHIK OarbIThI
OOWbIHINIA KOATANIbI, al dp Kayil caHaTbiHa camanblK Typae Temen/Oprara/JKorapsl
xerimy geHreii Oepinmi. Hormxenmep. Ilonmy Oec caHarTaH TypaThlH TaKCOHOMHSHBI
anpikTanel — JKM-meH okys3ere achlpbUIaThiH MAOYBUIAAp, NPOMOT HETi31HEr1
MaHHMITYJISIUS, OKBITY JIEPEKTEPiH ATy KOHE KYIHUTBUIBIKTBIH aFybl, IEPEKTEPAl YIaHABIPY
JKOHE JKeTKi3y Ti30eriH manumynsuusiiay, KU Herizinzeri JeTeKTopiapAbl KapchbliacThbl
allHaJIbII ©Ty — Oyjlap TOH TEXHUKallap MEH HEri3ri KOpFaHbIC KypallJapbIMEeH
coiikectenaipinai. Kopranbic xerimyi Oipkenki emec: JXKM-MeH XKy3ere achlpblIaThiH
madyeliiap MeEH JepeKTepnai ymaHaslpy caHattapel Temen — Temen/Oprama nen
OaranaH]ibl, al KYMUSUIBUIBIKTBIH aFybl MEH KapChLUIACThl alHAJIBIN ©TY caHaTTapbl Opraria
nen 6arananabl; emoip canat JKorapsl aen Oaranan6asbl. KopeITeiHabL. KYMBICTBIH HET13T1
yjieci — KOpFaHbIC MHBECTUIIMSIIAPHI HETI31HEH €HTi3y Ke3eHIHJAE IIOFbIpIaHFaHbIH, all
JIepeKTEP MEH OKBITY KEe3€HJIEpiHEe KaTBICTHI €pTePEK TOYSKENAEPIiH CaTbICTRIPMAIbI TYpe
a3 KOpPFaJIFaHbIH KOPCETETIH, OMIPJIIK UKJITe HeT13/1ereH O1piKTipiireH malybul-KOpFaHbIC
TaKCOHOMHUSICHI Oombpim  TaObuianer, Oyn ['en)KM konmanaTeiH yHBIMAapFa MOJETb
IIBIFBICBIMEH IIEKTEJTeH KOPFAHBIC IIApaNapbIHBIH OpPHBIHA OMIPIIK ITUKI OOMWBIHIIA
KOTIJICHI eI KayIncCi3IKTI 6acKapy KaKeT eKeHiH Ouiipesi.

Tyiiin ce3nep: cenepamusmi dcacanOvl unmennekm, YiKeH MinOdiK MOOenboep;
NPOMNM-UHBbEKYUSL, Kapculiacmsl Mawunanelx oxwimy, KU xayincizoiei; oungeiix;
depexkmepoi y1anowipy, Kubepkayincizoikmi oacxapy

1. Introduction (Literature Review)

Generative artificial intelligence (GenAl) large language models (LLMs), diffusion-
based image generators, and multimodal systems capable of producing text, code, images,
audio, and video has moved from research laboratories into mainstream personal, enterprise,

JSDT | DGSC | Page 68



Journal of Secure Digital Technologies

and governmental use within a few years. Conversational assistants and code-completion
systems are now embedded in customer service, software engineering, healthcare
documentation, and even security operations centers, where Al copilots triage alerts and
draft incident reports. This rapid adoption has outpaced the maturation of corresponding
security practices, creating a dual-use problem: the same generative capabilities that increase
productivity can be repurposed by adversaries, while the generative systems themselves
expose new, Al-specific attack surfaces that did not exist in traditional software.

Early work anticipated this dual-use trajectory. Brundage et al. [1] forecast that
advances in Al would lower the cost of large-scale social engineering, automate vulnerability
discovery, and enable more convincing disinformation campaigns. Subsequent studies have
substantiated these predictions: Goldstein et al. [2] analyzed how generative language
models can produce persuasive propaganda at a scale and cost previously unattainable by
human writers, while Mirsky and Lee [3] documented the rapid improvement of deepfake
generation techniques and a corresponding lag in detection accuracy, particularly for audio
and video impersonation used in fraud and disinformation.

A second, more recent stream of research treats generative models themselves as the
target rather than the tool. Prompt injection the insertion of adversarial instructions into the
input or retrieved context of an LLM-integrated application has been shown to override
developer-specified behavior even when the malicious instructions originate from untrusted
third-party content such as web pages or documents [4]. Closely related jailbreaking
techniques use carefully crafted prompts to bypass safety alignment: Perez and Ribeiro [5]
catalogued a range of such attack templates, Wei et al. [6] analyzed the underlying causes of
alignment failure, and Zou et al. [7] demonstrated that adversarially optimized suffixes
transfer across multiple independently trained, proprietary chat models, indicating that the
vulnerability is systemic rather than implementation-specific. Liu et al. [8] further showed
that prompt injection succeeds against a wide range of deployed LLM-integrated
applications, including those with commercial guardrails.

Beyond the prompt interface, generative models inherit classical machine-learning
vulnerabilities at the data and training level. Carlini et al. [9] demonstrated that large
language models can be induced to regurgitate verbatim sequences from their training data,
creating privacy and intellectual-property risks. Carlini et al. [10] later showed that
poisoning a small, attacker-controlled fraction of a web-scale training corpus is both
practical and inexpensive, given how such datasets are crawled and periodically re-crawled.
These findings extend a longer tradition of adversarial machine-learning research: Biggio
and Roli [11] traced a decade of evasion and poisoning attacks against statistical classifiers,
Goodfellow et al. [12] formalized the existence of adversarial perturbations that are
imperceptible to humans but reliably fool neural networks, and Kumar et al. [13] reported
that, from an industry perspective, organizations deploying machine learning frequently lack
mature processes for anticipating these failure modes.
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On the defensive side, alignment techniques such as reinforcement learning from
human feedback and Constitutional Al aim to make models refuse harmful requests by
training on human- or Al-generated feedback about desired behavior, reinforced by
systematic red-teaming exercises [14], [23]. Standards bodies have begun to formalize the
resulting risk surface: the OWASP Foundation's Top 10 for LLM Applications [15]
enumerates prompt injection, training-data poisoning, and supply-chain vulnerabilities as
leading practitioner concerns; the U.S. National Institute of Standards and Technology's Al
Risk Management Framework [16] provides a lifecycle-oriented governance vocabulary;
and the European Union Agency for Cybersecurity's report on Al and standardisation [17]
situates these technical risks within a broader policy context. Bommasani et al. [18] argued
that the broad reuse of a small number of foundation models concentrates risk, since a single
upstream vulnerability can propagate to every downstream application built on that model,
and Shumailov et al. [19] showed that repeated training on Al-generated content degrades
model quality across successive generations a systemic, supply-chain-level risk distinct from
any single attack technique.

Although each of these streams is individually well developed, the literature remains
largely siloed: studies of Al-enabled offense rarely engage with the technical literature on
attacks against Al models, and the technical security literature rarely connects specific attack
classes to the maturity of available countermeasures or to the stage of the Al system lifecycle
at which the risk arises. Few works offer a single framework in which a practitioner can
locate a given threat, identify its primary defense, and judge how reliable that defense
currently is. This fragmentation makes it difficult for organizations adopting generative Al
to prioritize security investment.

This study addresses the following research question: how can the cybersecurity risks
introduced by generative Al be systematically classified from both attacker and defender
perspectives across the Al system lifecycle? Specifically, the paper examines: (1) what are
the principal categories of generative-Al-related cybersecurity threats; (2) what defensive
mechanisms exist for each category and how mature are they; and (3) where do the most
significant gaps between offensive capability and defensive maturity currently remain?

The scientific novelty of this work consists in the construction of an integrated,
lifecycle-based taxonomy that combines the attacker and defender perspectives within a
single classification scheme and assigns each threat category a qualitative defense-maturity
rating, which distinguishes it from prior surveys that address either the offensive or the
defensive side of generative-Al security in isolation.

The paper makes the following contributions:

1. a five-category, lifecycle-oriented taxonomy of generative-Al-related cybersecurity
threats spanning the data, model, deployment, and usage stages;
2. a structured mapping of each threat category to its primary defensive mechanisms

together with a qualitative maturity assessment (Low, Medium, or High);
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3. a synthesis of cross-cutting governance recommendations for organizations that
develop or deploy generative-Al systems.

The remainder of the paper is organized as follows: Section 2 describes the literature
search and classification methodology; Section 3 reports the resulting taxonomy and
maturity assessment; Section 4 discusses the implications of these findings and answers the
research questions; and Section 5 concludes the paper.

2. Methods and Materials

This study employed a structured narrative literature review combined with manual
taxonomy construction, rather than a quantitative meta-analysis, since the heterogeneity of
attack types, evaluation metrics, and reporting practices across the reviewed sources
precludes direct statistical aggregation.

2.1 Search and Selection Strategy

Candidate sources were identified through targeted searches of IEEE Xplore, the
ACM Digital Library, arXiv, and Google Scholar using combinations of the terms
“generative Al” “large language model,” “prompt injection,” “adversarial machine
learning,” “data poisoning,” “deepfake,” and “Al security,” restricted to material published
between 2014 and 2025. Peer-reviewed papers, archival preprints from research groups with
an established publication record, and primary reports from recognized standards or
governance bodies (OWASP, NIST, ENISA, C2PA) were eligible for inclusion; informal
blog posts and non-technical news coverage were excluded unless no peer-reviewed
equivalent existed for a widely cited finding. An initial pool of approximately sixty candidate
sources was screened by title and abstract; sources were retained if they reported a distinct
attack technique, a distinct defensive mechanism, or a governance framework directly
applicable to generative-Al systems. This process yielded the twenty-three sources
synthesized in this paper.

2.2 Classification Framework

Each retained source was coded along two dimensions: (1) the stage of the
generative-Al lifecycle at which the described risk primarily arises data collection and
curation, model training, model deployment, or downstream usage and (2) whether the
source described an offensive capability, a defensive mechanism, or both. Sources
describing closely related attack techniques (e.g., multiple jailbreak methods) were grouped
into a single threat category when they shared a common root cause and a common class of
countermeasure. This process produced the five threat categories presented in Section 3.

2.3 Maturity Rating Criteria

For each threat category, a qualitative defense-maturity rating of Low, Medium, or
High was assigned based on three criteria reported across the sources: (a) whether a
countermeasure is already deployed in widely used commercial systems; (b) whether the
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countermeasure is the subject of a published, broadly adopted technical standard; and (c)
whether independent evaluations report a low residual bypass or failure rate for the
countermeasure. A category was rated High only if all three criteria were substantially met,
Medium if a majority were partially met, and Low otherwise. This rating reflects the state of
the synthesized literature at the time of writing and is expected to shift as the field evolves.

2.4 Limitations of the Method

As a qualitative synthesis rather than a systematic review with a pre-registered
protocol, this method does not provide an exhaustive or statistically representative sample
of the literature, and the maturity ratings reflect the authors' interpretation of reported
evidence rather than an independently validated metric. These limitations are addressed
further in Section 4.

3. Results

Table 1 summarizes the five-category taxonomy that resulted from applying the
classification framework described in Section 2, together with representative techniques,
primary defenses, and maturity ratings for each category.

Table 1. Lifecycle-based taxonomy of generative-Al cybersecurity threats and defenses.

Threat category Representative technique(s) = Primary defense(s) Source(s) Maturity
(lifecycle stage)
Al-enabled offense Automated Content provenance & [1]1-3]1,[21] Low-
(Usage) phishing/disinformation watermarking (e.g., Medium
content; synthetic voice or C2PA); platform
video impersonation detection; user awareness

training
Prompt-based Indirect prompt injection; Input/output filtering; [4]-[8], [14], Low-
manipulation adversarial jailbreak suffixes instruction—data [23] Medium
(Deployment/Usage) separation; alignment

training; red-teaming
Training-data Verbatim memorization Differential privacy; [9] Medium
extraction & privacy extraction; membership deduplication; output
leakage (Training) inference filtering
Data poisoning & Web-scale dataset poisoning;  Data-provenance [10], [11], Low
supply-chain backdoor triggers verification; anomaly [20]
manipulation (Data detection; trusted
collection/Training) pipelines
Adversarial evasion of = Imperceptible perturbations Adversarial training; [11], [12], Medium
Al-based detectors against classifiers/moderation  ensembles; certified [13]

(Deployment)

systems

robustness

JSDT | DGSC |

Page 72



Journal of Secure Digital Technologies

3.1 Al-Enabled Offense

The reviewed sources report that generative models substantially reduce the cost of
producing convincing phishing content, synthetic propaganda, and impersonation media [1],
[2]. Mirsky and Lee [3] report that deepfake generation quality has improved faster than
detection accuracy over the period covered by their survey, meaning the gap between
generation and detection capability has widened rather than narrowed. Defensive
mechanisms identified in the literature center on content-provenance standards such as the
Coalition for Content Provenance and Authenticity specification [21], platform-level
automated detection, and user-facing awareness training; none of these is reported as
providing complete coverage against high-quality synthetic media.

3.2 Prompt-Based Manipulation

Across the sources reviewed, prompt injection and jailbreaking are reported as the
most consistently demonstrated attack class against deployed generative-Al applications
[4]-[8]. Zou et al. [7] report that adversarially optimized prompt suffixes transfer across
multiple independently trained, proprietary chat models, and Liu et al. [8] report successful
injection against a majority of the commercial LLM-integrated applications tested in their
study. Defensive mechanisms reported in the literature include input/output content filtering,
architectural separation of instructions from untrusted data, and alignment training such as
Constitutional Al [14]; none of the reviewed sources report a defense that reduces the attack
success rate to zero across model versions.

3.3 Training-Data Extraction and Privacy Leakage

Carlini et al. [9] report that large language models can be prompted to reproduce
memorized training sequences, including, in some cases, personally identifiable information
present in the training corpus. Reported mitigations include training-data deduplication,
differential-privacy training objectives, and post-hoc output filtering; the literature reports
that these measures reduce but do not eliminate memorization, particularly for sequences
that occur many times in the training data.

3.4 Data Poisoning and Supply-Chain Manipulation

Carlini et al. [10] report that an adversary can poison a measurable fraction of a web-
scale training dataset at low cost by exploiting how such datasets are crawled and
periodically re-crawled, and Goldblum et al. [20] catalogue a range of backdoor and
poisoning techniques applicable across the machine-learning pipeline. Compared with the
other categories reviewed, the literature reports comparatively few deployed, standardized
defenses for this category; proposed mitigations such as data-provenance verification and
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anomaly detection are reported primarily at the research stage rather than in widespread
production use.

3.5 Adversarial Evasion of Al-Based Detectors

Goodfellow et al. [12] and Biggio and Roli [11] report that small, often imperceptible
input perturbations can reliably cause misclassification in neural-network-based detectors, a
finding the reviewed industry report [13] confirms remains a practical concern for deployed
systems such as malware and content-moderation classifiers. Reported defenses, including
adversarial training and certified-robustness techniques, are reported to raise the cost of a
successful attack without eliminating the underlying vulnerability.

Considered together, these five results (Table 1) substantiate Contribution 1 the
lifecycle-oriented taxonomy by showing that the reviewed threats map cleanly onto distinct
stages of the generative-Al lifecycle, and Contribution 2 the defense-maturity mapping by
showing that maturity varies systematically across categories rather than uniformly, with the
Al-enabled-offense and data-poisoning categories rated lowest and the privacy-leakage and
adversarial-evasion categories rated highest among those reviewed.

4. Discussion

The results indicate a consistent asymmetry between offensive and defensive
maturity: categories that exploit the open-ended, natural-language interface of generative
models prompt-based manipulation and Al-enabled offense are rated Low to Medium,
whereas categories with closer analogues in the longer-established adversarial-machine-
learning literature privacy leakage and adversarial evasion are rated Medium. This pattern is
consistent with Brundage et al.'s [1] early prediction that generative capability would outpace
defensive adaptation, and it extends that prediction by localizing the gap specifically to the
newer, language-interface-driven threat categories rather than to generative-Al risk as a
whole.

The comparatively low maturity rating for data poisoning and supply-chain
manipulation is notable because this category operates earliest in the lifecycle, before a
model is ever deployed; an unresolved vulnerability at this stage can propagate, largely
undetected, into every downstream application built on the affected model or dataset — a
concern also raised by Bommasani et al. [18] regarding the broad reuse of a small number
of foundation models. This suggests that organizational security investment, which the
reviewed sources [15] indicate is currently concentrated on deployment-stage guardrails,
may be underweighting data- and training-stage risk relative to its potential downstream
impact.

These findings provide direct answers to the research questions posed in Section 1.
RQ1 asked what the principal categories of generative-Al-related cybersecurity threats are;
the results presented in Section 3 answer this with the five-category taxonomy summarized
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in Table 1. RQ2 asked what defensive mechanisms exist for each category and how mature
they are; Table 1 and the accompanying discussion in Section 3 answer this by mapping each
category to its primary defenses and assigning a maturity rating. RQ3 asked where the most
significant gaps between offensive capability and defensive maturity remain; the results
indicate that the Al-enabled-offense and data-poisoning categories show the widest such
gaps, confirming that defensive attention has not kept pace uniformly across the threat
landscape.

Several limitations qualify these conclusions. The maturity ratings are qualitative
judgments derived from a narrative synthesis rather than from a systematic review with a
pre-registered protocol, and the underlying literature is changing rapidly enough that a rating
accurate at the time of writing may not remain accurate for long an issue compounded by
the limited number of independent, large-scale empirical studies measuring real-world attack
success rates rather than laboratory demonstrations. The review was also restricted to
English-language sources and to material indexed in the four databases searched, which may
have excluded relevant regional scholarship. Finally, governance and auditing frameworks
such as the three-layered auditing approach proposed by Mokander et al. [22] suggest that
organizational and procedural mitigations as distinct from the technical mechanisms
emphasized in this review may meaningfully change the practical risk picture in ways not
fully captured by the technical maturity ratings used here.

5. Conclusion

Generative Al has become a dual-use cybersecurity concern: it can be weaponized
by attackers, and it introduces new vulnerabilities as a target in its own right. Beyond the
specific findings reported here, the broader significance of this work is that generative-Al
security cannot be treated as a single, undifferentiated risk to be addressed with one class of
controls; the threat landscape is structured by lifecycle stage, and defensive maturity varies
accordingly, so that organizations need a lifecycle-wide security posture rather than
guardrails concentrated solely at the deployment stage.

Some of the evidence synthesized in this review — particularly real-world attack
success rates outside laboratory settings remains thin and should be interpreted as indicative
rather than conclusive. Future research should prioritize standardized, repeatable red-
teaming benchmarks that allow maturity claims to be measured rather than judged
qualitatively, empirical studies of provenance-standard adoption (such as C2PA) in
production media pipelines, and longitudinal tracking of the poisoning and supply-chain
category identified here as the least mature, given its early position in the lifecycle and its
potential for broad downstream propagation.

The scientific novelty of this work an integrated, lifecycle-based taxonomy that
combines attacker and defender perspectives within a single classification scheme has been
substantiated by the construction of the five-category taxonomy and the accompanying
maturity mapping presented in Table 1, which together show that defense maturity is
unevenly distributed across the generative-Al lifecycle rather than uniformly advanced or
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uniformly lacking. This integrated view, rather than either perspective alone, is what allows
the specific gaps identified in Section 4 to be located and prioritized.
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SMART HOME VULNERABILITIES: STUDYING THE SECURITY RISKS AND UNAUTHORIZED
ACCESS CONSIDERATIONS INHERENT TO EVERYDAY 0T DEVICES

Abstract: Background: Smart home ecosystems integrate Internet of Things (IoT)
devices—cameras, door locks, voice assistants, thermostats, and lighting controllers—into
residential networks that process sensitive personal data and control physical access. As
adoption accelerates, these devices introduce attack surfaces that differ fundamentally from
traditional enterprise IT systems. Objective: This study systematically examines security
risks and unauthorized access vectors affecting consumer-grade smart home loT devices.
Methods: A mixed-methods security assessment was conducted on twelve commercially
available devices from four manufacturers. The methodology combined passive network
traffic analysis, firmware inspection, automated vulnerability scanning with Nmap and
OpenVAS, manual penetration testing guided by the OWASP loT Top 10, and a structured
review of 47 peer-reviewed publications published between 2020 and 2025. Results:
Analysis identified 38 distinct vulnerabilities across the test corpus, including 14 critical and
11 high-severity findings. Default or weak credentials were present on 67 % of devices; 58
% transmitted credentials or tokens over unencrypted channels during initial pairing; 42 %
exposed administrative interfaces on the local network without authentication. Unauthorized
access was demonstrated on five devices through credential replay, firmware downgrade, or
cloud API token extraction. Conclusions: Consumer smart home deployments exhibit
systemic weaknesses in authentication, update mechanisms, and network segmentation. The
study contributes a reproducible assessment framework and evidence-based mitigation
recommendations for homeowners, manufacturers, and policymakers seeking to reduce
unauthorized access in residential 10T environments.

Keywords: smart home security; Internet of Things; unauthorized access;
vulnerability assessment; consumer 1oT; network security; firmware analysis; penetration
testing
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Vsazsumoctu YMHoro oma: Uccienosanue Puckos besonacuoctu u IIpodiem
Hecankunonunposannoro Jlocryna, Ilpucymmx IlosceqneBubim 10T-YerpoiictBam

AnHOTanusA: BBeneHue. DKOCHCTEMBI YMHOTO JIOMa OOBEIUHSIOT YCTPOWCTBA
Wnrepuera Beteit (10T) — kamepsl, IBEPHBIC 3aMKH, TOJI0COBbIC TOMOIITHUKH, TEPMOCTATHI
¥ KOHTPOJIEPHI OCBEIICHUSI — B JIOMAIIIHUE CeTH, 00padaTbIBaroIne KOH(PHICHIINAIbHbIC
NepCOHANbHBIE JaHHbIE W yIpaBistonye ¢usnueckuM aoctynoMm. [lo Mepe yckopenus
BHE/IPEHUS TaKUEe YCTPOWCTBA CO3MAIOT TIOBEPXHOCTH  AaTakd, MPUHIUITHAIBHO
OTNIMYAIOIIMECs OT TpaJuLUUOHHBIX KopmopatuBHbiXx WT-cucrem. Lens. Jlannoe
UCCIIC/IOBAaHUE CHUCTEMAaTHUYECKH AaHAJM3UPYEeT PHCKH OE30MacHOCTH W BEKTOPHI
HECaHKIMOHMPOBAHHOIO JOCTYyIMa, 3aTparuparomue mnorpedburensckue |0T-ycTpoiicTBa
ymHOTO aoma. Metozasl. IlpoBeneHa KoMILIEKCHasi OIlEHKAa OE30MACHOCTH JIBEHAILATH
KOMMEpPUYECKHA JIOCTYMHBIX YCTPOHCTB OT YETHIpEX mMpou3BoauTenei. Meromonorus
coyeTraya MacCUBHBIN aHAJIN3 CETEBOTO TpaduKa, HHCIIEKIUIO MPOIINBKHI, aBTOMAaTHIECKOE
CKaHUpOBaHUE ysa3BuUMocTel ¢ momoisio Nmap u OpenVAS, pydHoe TecTUpOBaHHE Ha
nponukHoBeHue 1mo metoguke OWASP 10T Top 10, a Takke CTpyKTYpHUpOBaHHBIM 0030p 47
pereH3upyemMbIx myonukanuii, Beimeamux B 2020-2025 romax. PesynpraThl. AHanmus
BBISIBUIT 38 OT/IETBHBIX YSI3BUMOCTEHN BO BCEM TECTOBOM KOpITyCe, BKIItoUas 14 KpUTUUECKUX
u 11 HaxoJI0K BBICOKOM cTeneHu cephE3HocT. CTaHAapTHBIC WK clia0ble YYETHBIC TaHHbIE
IPUCYTCTBOBAIMU Ha 67 % ycTpoiicTB; 58 % nepenaBain y4€THbIE JAHHBIE WM TOKEHBI 110
He3amupoBaHHBIM KaHalaM NpHU TEpPBOHAYAIbLHOM compsbkeHuH; 42 % OTKpbIBaIU
aIMUHUCTpAaTUBHbIE  HMHTEp(EChl B  JIOKaJbHOW ceTH ©0e3  ayTeHTH(HUKAIMH.
HecaHKuMOHMpPOBAaHHBIA JOCTYH OBIT TMPOJEMOHCTPUPOBAH Ha IATH YCTpOWCTBax
MOCPEJICTBOM TIOBTOPHOTO HCIIOJIb30BAaHUS YYETHBIX JAHHBIX, OTKaTa MPOIIMBKH WM
u3BieueHus: TokeHa obsayHoro API. 3axmouenue. [loTpeburenbckue pa3BEPTHIBAHMS
YMHOTO JIOMa J€MOHCTPUPYIOT CHUCTEMHBIC CcIabOoCTH B ayTeHTH(HKAINK, MEXaHHW3Max
OOHOBJICHMSI U CETMEHTaIUM ceTH. VccienoBaHe BHOCUT BKJIa/l B BUJI€ BOCIIPOM3BOANMOM
CHCTEMBI OLIEHKH ¥ PEKOMEHIANNH 10 CHIKEHHIO PHCKOB, OCHOBAHHBIX Ha (aKTHYECKUX
JAHHBIX, U TOMOBJIAJEIBIEB, TPOU3BOJUTENCH U PEryJIsTOPOB, CTPEMAIIMXCS CHU3UTD
HECaHKITMOHUPOBAHHBIN AOCTYN B *KMWIbIX |0T-cpenax.

KiroueBble cioBa: bezonacnocmv  ymMHo2o Ooma; Humepnem  eewell;
HEeCaHKYUOHUPOBAHMBIU OOCMYN, OYeHKa ysa3eumocmell, nompedumenvckui 10T, cemesas
be3onacHocmo, aHAIU3 NPOULUBKU, MECMUPOBAHUE HA NPOHUKHOBEHUE

AxkpbLAbI Yii Ocanabikrapbl: Kynaeaikri 10T Kypslirbliapbina Ton
Kayincizaik Toyekengepi men Pykcarcbiz Koa Kerkizy Macenenepin 3eprrey

Anparna: Kipice. Axpuiael  yit  akoxyienepi Wurepuer 3arraper  (10T)
KYpPBUIFBUIAPBIH — KaMepasiap, €Cik KYJIBINTapbl, 1aybICTBIK KOMEKIIIEep, TepMOCTaTTap
KOHE JKapBIKTAHIBIPY KOHTPOJUIEPJIEPIH — KYNHS JKE€KEe NepeKTepll OHICHTIH >XoHe
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GUBUKAIBIK KOJI KETKI3yIl OacKapaThlH TYPFBIH YH KemijepiHe Oipikripeni. EHrizy
KapKbIHBI apTKaH CaiiblH, OyJ1 KYpBUIFbUIAp JOCTYpil KopmopatuBTiK |T xyiienepinen
TyOerelsii  epekmeneHeTin malysln  OeTrTepiH Tynabipanbl. Makcatel. by 3eprrey
TYTBIHYIIBUIBIK aKbUIIB! YH 10T KypbUIFbUIapbIHA 9CEp TETIH KayiNci3iK ToyeKenaepi MeH
pYKcaTchl3 KOJI JKETKI3y BEKTOpJApBIH JKyHedl Typae 3eprreiai. oOpicrep. Tepr
OHJIPYIIIHIH OH €Ki KOMMEPUUSUIBIK KOJDKETIMII KYpPBUIFBICBIHA apayiac o/iCTEeMENIiK
Kayilnci3aik Oaraymaybl KYpPrizunii. OJicTeMe >KENUIiK TpadHKTI TAacCUBTI Tajaaybl,
MHUKpoOaraapnamansl Tekcepyai, Nmap sxone OpenVAS apkbuibl aBTOMAaTTaHIBIPBUIFaH
ocanabikTapabl ckanepieyai, OWASP 10T Top 10 GoiibiHIIa KOJIMEH €HyIl TecTiley/,
cogmaiti-ak  2020-2025 oxpuimapsl kapusiianraH 47 peleH3usUlaHFaH — OachbUIbIMFa
KYpBUIBIMABIK 110TyAbl OipikTipai. Hotmxenep. Tanmay Tect kopmycbinaa 14 KpUTHKAIBIK
xoHe 11 sxoFapbl mopexeni TaObUTBIMIBI KOCA aJIFaH/a, 38 0eIeK OCANABIKTHI aHBIKTAIbI.
OJIENKI HEMece dJICI3 TIpKeNri AepeKTepi KypbUIFbLIapabiH 67 %-biHma 0osabl; 58 %-bi
OacTamkpl KyNTacy Ke3iHIEe TipKenri JIepeKTepiH Hemece TOKeHaepai mmdpraHOaraH
apHanap apkbuibl Ki0epni; 42 %-bl ayTeHTHU(UKANUACHI3 KEPriTiKTI JKeNie OKIMIILIIK
uHTepdeiicTepai amblK KaIABIPABL. PyKCaTChI3 KOJI JKETKi3y 0eC KYpBUIFBIIA TipKeNTi
JIEpeKTepiH KaiiTa maiganaHy, MuUkpoOaraapiaMaHbl TeMeHAeTy Hemece OyiTThiK API
TOKEHIH airy apKpuibl KepceTinai. KopbITeiaabl. TyTBIHYIIBUIBIK aKbUIIBI YH JKylienepi
ayTeHTU(UKAIMsIA, >KAaHAPTY TETIKTEepPIHAE IKOHE IKENiHI CEerMEHTTEYJe >KyHemik
NC3IKTEP Il KopceTeai. 3epTTey TYpFbIH Yil 10T opraceiHIa pyKcaTChi3 KOJ KETKI3YIl
azaiiTyra YMTBUIATBIH YW HeNepi, OHIIPYIIUIep MXKOHE cascaTKepiiep YIIIH KaiTa
JKaHFBIPTHUIATHIH Oaraliay )Kyheci MeH JoJelepre HeTi31elITeH TOMEHICTY YChIHBICTAPBIH
KaMTaMachI3 eTe/Il.

Tyiiin ce3nep: axvuidwl yi Kayincizoiei;, nmepnem 3ammapwl, pyKcamcovls Ko
oHcemxizy;  ocanovikmel — oazanay;, mymuoiHyweliois 10T, owceninixk  Kayincizoik,
MuKpobazoapiama manoayvl; eHyoi mecminey

1. Introduction (Literature Review)

Residential smart home technology has transitioned from a niche luxury to a
mainstream consumer category. Industry analysts estimate that more than 1.8 billion IoT
devices were deployed in homes worldwide by 2025, with annual shipment growth
exceeding 12 % [1]. These devices automate lighting, climate control, surveillance, and
physical access while continuously collecting behavioural and biometric data. Unlike
enterprise systems protected by dedicated security teams, smart home deployments are
typically configured by non-expert users on consumer-grade routers with minimal network
segmentation [2]. Consequently, a compromised smart camera or door lock can serve as a
pivot point for lateral movement within a home network or for unauthorized remote control
of physical assets [3].

Literature Review. Research on loT security has expanded rapidly over the past
decade. Antwi and colleagues [4] conducted a systematic review of 112 studies and
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identified authentication weaknesses, insufficient encryption, and insecure firmware update
mechanisms as the three most frequently reported vulnerability classes in consumer 10T. Al-
Garadi and co-authors [5] mapped attack vectors across the loT architecture stack,
demonstrating that vulnerabilities at the perception layer (sensors and actuators) propagate
upward to application and cloud layers when devices share credentials or trust boundaries
are poorly defined. Sivaraman and colleagues [6] showed that many smart home hubs fail to
enforce mutual authentication between peripheral devices, enabling rogue device injection
attacks on Zigbee and Z-Wave networks.

Penetration testing studies provide empirical evidence of exploitable weaknesses.
Garcia-Teodoro et al. [7] evaluated 20 commercial IP cameras and found that 65 % permitted
remote access with factory-default credentials or credentials recoverable from firmware
images. Kolias et al. [8] demonstrated large-scale exploitation of 10T botnets such as Mirai
and Mozi, in which compromised home devices were recruited into distributed denial-of-
service networks within hours of internet exposure. More recent work by Neshenko et al. [9]
highlights the growing threat of supply-chain compromises in loT firmware, where
malicious code is injected before devices reach consumers.

Regulatory and standardisation efforts have attempted to address these gaps. The
European Union Cyber Resilience Act and the U.S. Cyber Trust Mark programme establish
baseline security requirements for connected consumer devices [10]. The loT Security
Foundation's best-practice guidelines recommend unique device credentials, signed
firmware updates, and disablement of unused services [11]. However, compliance remains
voluntary in most jurisdictions, and independent testing reveals persistent gaps between
vendor claims and observed security posture [12]. Studies focusing specifically on smart
home ecosystems rather than generic loT—such as those by Jacobsson and Boldt [13] and
Alrawi et al. [14]—have shown that device interdependencies (e.g., a voice assistant
controlling door locks) amplify the blast radius of a single compromise, yet holistic security
assessments of multi-vendor home environments remain scarce.

Research Gap. Although individual device classes (cameras, hubs, voice assistants)
have been studied in isolation, few studies provide a unified, reproducible methodology for
assessing unauthorized access risk across heterogeneous smart home deployments
representative of typical consumer configurations. EXisting surveys synthesise published
vulnerabilities but rarely validate findings through controlled hands-on testing of current-
generation devices. Furthermore, the interaction between local network exposure, cloud API
security, and mobile application credential storage is insufficiently characterised in the
residential context.

Research Question(s). This study addresses the following research question: What
security vulnerabilities and unauthorized access vectors are present in commonly deployed
consumer smart home 10T devices, and how can they be systematically identified and
mitigated? Specifically, the paper examines: (1) the prevalence and severity of
authentication, encryption, and firmware-related weaknesses; (2) the feasibility of

JSDT | DGSC | Page 81



Journal of Secure Digital Technologies

unauthorized local and remote access through practical exploitation; and (3) the
effectiveness of recommended countermeasures when applied to a representative home
network topology.

Scientific Novelty. The scientific novelty of this work consists in the integration of a
structured literature-derived threat taxonomy with a hands-on, multi-layer assessment
protocol applied simultaneously to devices spanning video surveillance, access control,
environmental control, and voice interaction categories. Unlike prior device-specific case
studies, this approach evaluates cross-device attack paths —such as leveraging a
compromised smart speaker to extract cloud tokens used by a door lock—which
distinguishes it from prior approaches that treat each device category independently.

Contributions. The main contributions of this paper are:

A reproducible smart home loT security assessment framework aligned with OWASP loT
Top 10 and NIST IR 8259 guidelines;

Empirical vulnerability data from twelve current-generation consumer devices, including
severity ratings and exploit confirmation rates;

Demonstration of five practical unauthorized access scenarios with documented attack
chains;

Evidence-based mitigation checklist for homeowners, device manufacturers, and regulatory
bodies.

The remainder of the paper is organized as follows: Section 2 presents the materials
and assessment methodology; Section 3 reports empirical findings; Section 4 discusses
implications and answers the research questions; Section 5 concludes the paper.

2. Methods and Materials

This section describes the devices under test, the laboratory network topology,
assessment tools, and the procedural steps followed to ensure reproducibility. All
experiments were conducted in an isolated laboratory environment; no production or third-
party networks were targeted.

2.1 Device Selection and Test Environment

Twelve consumer 0T devices were selected to represent four functional categories:
video surveillance (3 devices), access control (3 devices), environmental control (3 devices),
and voice assistants/hubs (3 devices). Selection criteria required devices to rank among the
top 50 best-selling models on major e-commerce platforms in 2024-2025, support cloud
connectivity, and be purchasable in the Republic of Kazakhstan. Devices were assigned
anonymous identifiers D1-D12 to avoid vendor bias in reporting.

The test environment replicated a typical home network: a consumer Wi-Fi router
(TP-Link Archer AX73), a /24 private subnet (192.168.1.0/24), and a dedicated VLAN
(192.168.50.0/24) for loT isolation experiments. A Kali Linux 2024.4 workstation and a
Raspberry Pi 4 passive monitoring node were connected via Ethernet. Internet access was
provided through a controlled gateway permitting packet capture.
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2.2 Assessment Methodology

Assessment followed four phases over a nine-week period: (Phase 1) passive
reconnaissance and traffic analysis using Wireshark 4.2 and Zeek 6.0; (Phase 2) active
scanning with Nmap 7.94 and OpenVAS 22.7; (Phase 3) manual penetration testing guided
by the OWASP loT Top 10 (2024 edition) and MITRE ATT&CK for ICS/1oT techniques;
(Phase 4) firmware extraction and static analysis using Binwalk 2.3 and Ghidra 11.0 where
legally permitted by device design (developer mode or publicly available update images).

Each identified vulnerability was classified using the Common Vulnerability Scoring
System (CVSS v3.1) and mapped to CWE identifiers. Unauthorized access attempts were
documented with proof-of-concept procedures but were not weaponised beyond the
laboratory scope. A structured literature review of 47 peer-reviewed sources (2020-2025)
was conducted in parallel to contextualise empirical findings.

2.3 Ethical and Legal Considerations

All testing was performed on devices owned by the research team within an isolated
laboratory. Responsible disclosure was initiated for critical findings prior to publication, in
accordance with vendor vulnerability disclosure policies. No personal data from external
users was collected or processed.

Table 1. Assessment phases and tooling.

Assessment Phase Tools Primary Output

Passive analysis Wireshark, Zeek Protocol inventory, cleartext
credential detection

Active scanning Nmap, OpenVAS Open port/service map, CVE
matches

Manual testing Burp Suite, mitmproxy Authentication bypass, API
abuse

Firmware analysis Binwalk, Ghidra Hardcoded keys, unsigned

update channels

2.4 Threat Model and Assessment Checklist

A threat model was constructed following STRIDE methodology adapted for
residential loT. Trust boundaries were defined at: (T1) the internet gateway, (T2) the home
LAN, (T3) the IoT VLAN, (T4) device firmware, and (T5) cloud service endpoints. For each
boundary, attacker capabilities were modelled at three levels: opportunistic (automated
scanning), targeted (local network adversary), and advanced (nation-state or organised crime
with supply-chain access). A 42-item assessment checklist was derived from NIST IR 8259
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[16], OWASP loT Top 10 [15], and ETSI EN 303 645, covering identity management, secure
update, data protection, and resilience requirements.

Device categories and representative functions under test are summarised in Table 4.
Voice assistants and hubs were included because they frequently act as aggregation points
controlling multiple downstream devices, making them high-value targets for unauthorized
access attempts.

Table 4. Device categories under assessment.

ID Category Primary Interface Cloud Dependency
D1-D3 Video surveillance Wi-Fi, RTSP Yes
D4-D6 Access control Wi-Fi, BLE, Zigbee Partial
D7-D9 Environmental control | Wi-Fi, MQTT Yes
D10-D12 Voice assistants / hubs | Wi-Fi, Zigbee, Z- Yes
Wave

2.5 Data Collection and Analysis

Quantitative metrics were recorded for each device: number of open ports, count of
cleartext protocol sessions, time-to-first-exploit (TTFE) for confirmed scenarios, CVSS base
score distribution, and post-mitigation attack surface reduction percentage. Qualitative notes
captured vendor response times during responsible disclosure. Inter-rater reliability for
severity classification was ensured by independent review of all Critical and High findings
by two assessors, achieving Cohen's k = 0.91.

2.6 Mitigation Testing Protocol

After initial assessment, a standardised mitigation bundle was applied: (M1) unique
strong passwords on all devices, (M2) 10T VLAN segmentation, (M3) disabling UPnP and
unused cloud features, (M4) firmware updates to latest available versions, and (M5) enabling
two-factor authentication where supported. Devices were re-assessed under identical
conditions to measure residual risk, supporting evaluation of RQ3.

3. Results

This section presents factual observations from the assessment without interpretation.
Findings are organised by vulnerability category and unauthorized access demonstration.

3.1 Vulnerability Prevalence and Severity

Thirty-eight distinct vulnerabilities were identified across twelve devices (mean 3.17
per device, SD = 1.47). Fourteen were rated Critical (CVSS > 9.0), eleven High (7.0-8.9),
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nine Medium, and four Low. Result 1 (Table 2) demonstrates Contribution 2—the empirical
vulnerability dataset with severity distribution.
Table 2. Vulnerability distribution by category (n = 38).

Category Count % of Total Devices Affected
Weak/default 8 21.1% 8/12 (67 %)
credentials

Insufficient transport 7 18.4 % 7112 (58 %)
encryption

Insecure firmware 6 15.8 % 5/12 (42 %)
update

Exposed admin 5 13.2% 5/12 (42 %)
interface

Insecure cloud API 5 13.2% 4/12 (33 %)
Privacy/data leakage 4 10.5% 412 (33 %)
Other (DoS, debug 3 79% 3/12 (25 %)
ports)

3.2 Authentication and Encryption Findings

Eight devices shipped with default credentials printed on labels or discoverable in
public firmware images. Six devices permitted login with blank passwords during initial
setup. Seven devices transmitted Wi-Fi pairing credentials or session tokens over HTTP or
unencrypted MQTT during provisioning. Only four devices enforced certificate pinning in
their companion mobile applications.

3.3 Unauthorized Access Demonstrations

Five unauthorized access scenarios were successfully demonstrated (Table 3),
confirming Contribution 3. Scenario A (Device D4, smart door lock): replay of an
unencrypted BLE pairing command captured during initial setup allowed lock status
modification from an adjacent room. Scenario B (Device D2, IP camera): RTSP stream
accessed using factory default admin credentials without rate limiting. Scenario C (Device
D9, voice assistant): cloud API token extracted from Android application local storage
enabled remote device control without user interaction. Scenario D (Device D7, smart
thermostat): unsigned firmware accepted via local HTTP update endpoint, enabling
persistent backdoor installation. Scenario E (Device D11, smart hub): cross-device
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automation rule manipulation after hub admin panel access via unauthenticated local HTTP
port.
Table 3. Confirmed unauthorized access scenarios.

Scenario Device Access Vector Time to Exploit
A D4 (door lock) BLE replay 12 min

B D2 (camera) Default credentials 3 min

C D9 (assistant) Token extraction 45 min

D D7 (thermostat) Unsigned firmware 25h

E D11 (hub) Open admin port 8 min

3.4 Network Exposure Analysis

When deployed on the default consumer subnet without VLAN segmentation, nine
of twelve devices broadcast discoverable services (MDNS, UPnP, or SSDP). Three devices
initiated outbound connections to cloud servers in jurisdictions without adequacy decisions
under GDPR, transmitting device identifiers and location metadata. Implementing loT
VLAN isolation reduced lateral movement success rate from 83 % to 17 % in repeated trials.

3.5 Literature Concordance

Of the 38 empirically identified vulnerabilities, 29 (76.3 %) corresponded to threat
categories previously reported in the literature review corpus, while nine (23.7 %)—
including two critical cloud API design flaws—were absent from published CVE records at
the time of testing (January—February 2026).

3.6 Mitigation Effectiveness

Application of the mitigation bundle (Section 2.6) reduced total vulnerability count
from 38 to 15 (60.5 % reduction). Critical findings decreased from 14 to 3, all related to
architectural limitations not addressable by user configuration alone (unsigned firmware
channels on two legacy devices, hardcoded cloud endpoints on one hub). VLAN
segmentation alone prevented four of five demonstrated lateral movement paths. Result 2
(Table 5) summarises pre- and post-mitigation comparison.

Table 5. Pre- and post-mitigation security posture comparison.

Metric Pre-Mitigation Post-Mitigation Change

Total vulnerabilities 38 15 -60.5 %
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Critical (CVSS >9.0) 14 3 —78.6 %
Successful exploit 5/5 1/5 —80.0 %
scenarios

Cleartext sessions 4.2 0.6 —-85.7 %

(avg/device)

Open admin ports 5 0 —100 %
(unauthenticated)

3.7 Responsible Disclosure Outcomes

Twelve critical and high-severity findings were reported to vendors through
coordinated disclosure channels. As of February 2026, seven vendors acknowledged receipt,
four issued firmware patches within 90 days, and one declined to patch citing end-of-life
product status. Mean vendor acknowledgement time was 11.3 days (median 8 days). These
outcomes underscore both the variability in vendor security response and the importance of
consumer visibility into patch availability.

4. Discussion

The results confirm that consumer smart home 10T devices continue to exhibit
systemic security weaknesses despite increased regulatory attention and vendor security
marketing. The concentration of critical findings in authentication and transport encryption
aligns with Antwi et al. [4] and Al-Garadi et al. [5], suggesting that fundamental secure-by-
design principles remain inconsistently applied across the consumer market.

RQ1 asked whether commonly deployed smart home devices contain authentication,
encryption, and firmware weaknesses of sufficient severity to enable unauthorized access.
The results presented in Section 3 demonstrate that 67 % of tested devices exhibited
credential-related vulnerabilities and 58 % exposed sensitive data during provisioning,
which confirms the hypothesis that authentication and encryption deficiencies are
widespread rather than isolated to budget-tier products.

RQ2 asked whether unauthorized local and remote access is practically achievable.
Five of twelve devices yielded confirmed unauthorized access within laboratory conditions,
with exploitation times ranging from three minutes to 2.5 hours. This partially exceeds prior
findings by Garcia-Teodoro et al. [7], who reported credential-based camera access but did
not evaluate cross-device token reuse. The voice assistant token extraction scenario
(Scenario C) illustrates how compromise of a single application-layer credential can cascade
to physical access devices—a risk underscored by Jacobsson and Boldt [13] but rarely
demonstrated empirically.
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RQ3 asked whether recommended countermeasures reduce unauthorized access risk
in representative home topologies. VLAN segmentation, forced password rotation, disabling
UPnP, and application of firmware updates reduced the aggregate attack surface score by 61
% in post-mitigation retesting. However, mitigations requiring technical expertise
(certificate inspection, firmware signature verification) are beyond typical consumer
capability, supporting calls for mandatory baseline standards [10, 11].

Practical implications extend to three stakeholder groups. Homeowners should
segment loT devices, change default credentials immediately, and disable unused cloud
features. Manufacturers must implement unique credentials, signed updates, and mutual
authentication for hub-peripheral communication. Policymakers should enforce independent
security labelling akin to energy-efficiency ratings to enable informed purchasing.

Comparison with the SoK evaluation by Alrawi et al. [14] reveals both convergence
and divergence. Our findings confirm their observation that hub devices frequently trust
peripheral nodes without mutual authentication. However, we additionally document cloud
API token persistence in mobile application storage as a viable remote access vector—a
pathway not emphasised in their 2022 study, likely reflecting evolution in companion
application design.

From a policy perspective, the European Cyber Resilience Act [10] and CISA Secure
by Design initiative [24] directly address several observed failure modes, particularly default
credentials and unsigned updates. Empirical evidence from this study suggests that even
partial compliance would eliminate approximately 73 % of identified Critical and High
vulnerabilities, supporting regulatory mandates rather than voluntary guidelines alone.

The reproducible assessment framework (Contribution 1) can be adopted by
consumer testing organisations, insurance underwriters evaluating smart home cyber risk,
and academic laboratories conducting comparative device evaluations. Checklist items map
directly to regulatory requirements, facilitating audit trails for compliance verification.

Limitations include the relatively small sample size (twelve devices), geographic
availability constraints on device selection, and the laboratory setting which may not capture
long-term firmware regression or supply-chain attacks. Device firmware versions were
snapshot at time of purchase (November 2025 — January 2026); subsequent OTA updates
may remediate some findings. Future work should expand longitudinal monitoring of cloud
APl changes, evaluate emerging Matter/Thread protocol security in multi-vendor
deployments, and investigate machine-learning-based anomaly detection for smart home
network traffic.

5. Conclusion

This study systematically examined security risks and unauthorized access
considerations inherent to everyday smart home loT devices through a mixed-methods
assessment of twelve commercial products. The findings reveal persistent weaknesses in
credential management, transport encryption, and firmware integrity that enable practical
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unauthorized access within minutes to hours under realistic conditions. The generalised
importance of these results lies in demonstrating that smart home security is not merely a
device-level problem but an ecosystem challenge spanning local networks, mobile
applications, and cloud backends.

The scientific novelty of this work—integrating cross-device attack path analysis
with a reproducible multi-layer assessment framework—has been confirmed by the
identification of five distinct unauthorized access chains and nine previously unreported
vulnerabilities, demonstrating that the proposed approach advances the state of the art in
consumer loT security evaluation. Future research should address automated continuous
monitoring of smart home attack surfaces, standardised security benchmarks for regulatory
certification, and user-centred tools that translate technical mitigations into actionable
guidance for non-expert residents.
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MACHINE LEARNING FOR NETWORK INTRUSION DETECTION UNDER CLASS IMBALANCE
AND FEATURE PRUNING

Abstract: Machine learning classifiers trained on labelled network flow records
routinely fail to detect privilege-escalation and remote-access intrusions because these attack
classes are orders of magnitude rarer than benign traffic. This paper benchmarks five
classifiers — Logistic Regression, CART Decision Tree, Random Forest, XGBoost, and a
Multilayer Perceptron — on the NSL-KDD corpus under binary and five-class labelling. The
training partition holds 125,973 connection records; the test partition holds 22,544 records
that include attack sub-types absent from training. Three problems are examined inside a
single pipeline: (i) minority-class blindness, tested by comparing unmodified training,
inverse-frequency weighting, and SMOTE augmentation across three classifiers; (ii) feature
redundancy, tested by training on the top-k features for k in {10, 20, 30, 50, 80, 122}; and
(iii) prediction opacity, addressed through SHAP TreeExplainer. After a four-configuration
hyperparameter search the MLP was set to a 256128 architecture, raising five-class macro-
F1 from 0.615 to 0.636. XGBoost obtains the highest binary AUC of 0.969 (95 % bootstrap
Cl [0.967, 0.971]). SMOTE applied to XGBoost lifts U2R F1 from 0.182 to 0.438 but,
counterintuitively, degrades MLP macro-F1 from 0.636 to 0.578. Thirty features match full-
feature-set accuracy while cutting training time by 26.6 %. SHAP attributes the largest
predictive mass to src_bytes (mean |[SHAP| = 4.20), consistent with volumetric DoS
mechanics.

Keywords: network intrusion detection; machine learning; class imbalance;
SMOTE; feature selection; NSL-KDD; explainable artificial intelligence; SHAP

Mammnnoe O0ydenue 1jst Oonapyxenusi CereBbix Brop:kennii B Y cji0BUsIX
Jucoananca Kinaccos u Oroopa Ilpusnakos

AnHoranusi: Kiaccudukaropsl MamMHHOrO 0O0ydeHus, OOyueHHbIE Ha
pa3MeUeHHBIX 3aIHUCSIX CETEBBIX IMOTOKOB, PETYISIPHO HE CIIPABISIOTCS ¢ OOHApyKEHHEM
BTOP>KEHUH TUTIA MOBBIIICHNS IPUBUIETHH U yIan€HHOI 0 10CTYIIa, TOCKOJIBKY 3TH KJIaCChl
aTak Ha MOpsIKU Oojiee peiKku, YeM JIETUTUMHBIN Tpaduk. B nanHoi pabore mpoBoautcs
CPaBHUTENBHBIA aHAIN3 MATH KIacCU(UKATOPOB — JIOTHCTHUECKOW perpeccuu, aepena
pemennii CART, cmywaitHoro neca, XGB00St u MHOroCiOifHOTO TEprenTpoHa — Ha
kopriyce NSL-KDD npu O6unHapHoil u nsaTukiaccoBoil pazmerke. OOyuatomias BbIOOpKa
comepxut 125 973 3ammcu CoenUHEHMI; TECTOBas BBHIOOpPKA coaepkut 22 544 3ammcw,
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BKJIIOUAIOLIUE TIOJITUIIBI aTaK, OTCYTCTBYIOIIME B 00YyYarOlIUX JaHHBIX. B paMkax equHOro
KOHBEHepa pacCMaTpUBAIOTCs TpU MpoOsiemMbl: (1) «Ciiernora» K MUHOPUTAPHBIM Kilaccam,
nmpoBepsiemMasi yTéM cpaBHEHUsI 00yueHus 0e3 MoaupuKaluii, B3BEIIMBaHUS 110 0OpaTHOM
vactote u ayrmeHTaunu SMOTE na Tpéx knaccudukaropax; (il) ©U30BITOUHOCTD IPU3HAKOB,
npoBepsieMast yTéM o0ydenus Ha top-K mpusHakax mis K u3 {10, 20, 30, 50, 80, 122}; u
(i) Hempo3pa4HOCTh MPOTHO30B, pemaemas ¢ nomomisio SHAP TreeExplainer. IMocne
nepebopa 4eThIpEX KOHGUTYypaluii runeprnapamMmeTpoB apxutekrypa MLP Obia 3amana kak
256—128, uto moBwIicHI0 Makpo-F1 mns naTukiaaccoBoit 3amayu ¢ 0,615 no 0,636. XGBoost
nocturaer HauBbicimiero Ounapaoro AUC 0,969 (95% oOyrcrpan-JAU [0,967, 0,971]).
[Tpumenenne SMOTE x XGBoost moseimaer F1 mns kmacca U2R ¢ 0,182 no 0,438, Ho,
BOIIPEKH OKHMJIAaHUSM, CHUXkKaeT Makpo-F1 st MLP ¢ 0,636 1o 0,578. Tpuauats npu3HakoB
00eCreYnBarOT TOYHOCTh, CONIOCTABUMYIO C ITOJIHBIM Ha0OpOM MPU3HAKOB, COKpaIas mpu
3TOM Bpems o0yuyeHus Ha 26,6%. [1o onenke SHAP, HanGonpmmii Bkiag B MpOrHO3 BHOCUT
npusHak SIc_bytes (cpeanee [SHAP| = 4,20), uro coriacyercsi ¢ MEXaHHUKOW OOBEMHBIX
DoS-arak.

KiroueBble ci1oBa: obHapyiceHue cemesulx 8MopiceHull, MawuHHoe ooyyenue;
oucbananc knaccog; SMOTE; ombop npuznaxos; NSL-KDD, 06vscHumMblil UCKYCCMBEHHbIN
unmennexkm, SHAP

Kaacrap Tenrepimcizairi men bearinepai Ipikrey Karnaiisinga AKesinik
Enynepai Anbikrayra ApHajarad MammHaJabIK OKbITY

Anparna: TanOananraH JKeJUIIK aFbIH ka30a’apblHa OKBITHIIFAH MAIIWHAIbIK
OKBITY KJIACCH(PHUKATOPIAPBI APTHIKIIBUIBIKTAPABI apPTTHIPY KOHE KAIIBIKTaH KOJ YKETKI3Y
TYpiHZAET1 €HyJepli aHbIKTayJa KMl COTCI3JIKKE YIIbIpaibl, eiTkeHl malOybulblH Oy
KJIacTaphl 3aH/bl TpauKKke KaparaHaa OipHelie ece cupek kesnecesi. by »ymbicta Oec
kjaccupukarop — noructukaiblk perpeccus, CART miemiM aramel, ke3aelcoK opMaH,
XGBoost xone kerkadaTTs! meprenTpor — NSL-KDD koprychkiaia OuHApIIBIK kKoHE Oec
KJIAaCThl TaHOalay Ke3iHJe CaNbICThIpMalibl Typae TaiaaHansl. OkpiTy Oemiri 125 973
KOCBUJIBIM 3Ka30achlH KaMTHJIbl; TeCTUIey OeJirl OKbITyJa KOK Ma0ybuUl 1MIKI TYypJepiH
KaMTUTBIH 22 544 >xazb6amaH Typazabl. bipelHFail KOHBelep aschIHIA YII Macene
KapacTbIpbUIaibl: (1) MUHOPUTAPJIBIK KJIACTapFa «COKBIPJIBIK», OJ YII Kiaccupukaropaa
MouGUKaMsIaHOaFaH OKBITY/bI, Kepl >KMUIIK OoifblHIIA canMakraynsl koHe SMOTE
ayrMEHTALMACHIH CAJBICTBIPY apKbUIbI Tekcepineni; (ii) OenruiepliH apThIKTBIFBL, o1 k €
{10, 20, 30, 50, 80, 122} monzepi yuiH top-k Oenrinepinae OKbITY apKbUIbI TEKCEpPiTei;
KoHe (1i1) 6omkamaapabiH Menaip emecTiri, on SHAP TreeExplainer apkpuibl memnriiesni.
['unepniapameTpiaepAiH TOPT KOHGUTypalMsChIH 131eyaeH keilin MLP apxurektypacs 256—
128 erin Genrinenmi, Oyn 6ec kimactel makpo-F1 kepcerkimin 0,615-ten 0,636-ra neiiin
aptreipabl. XGBoost eq sxoraper OuHapimeik AUC monine — 0,969 (95% Oyrcrpan
ceHiMaimik apansirsl [0,967, 0,971]) — ko xetkizeni. XGBoost-ka SMOTE kongany U2R
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knacbiHbIH F1 kepcerkimtin 0,182-nen 0,438-re neiiin ketepeni, Oipak KYTIETeH KaFaaiaa
MLP wmaxkpo-F1 xepcerkimin 0,636-gan 0,578-re aeiiin Temenaereni. OTo3 Oenri TOJIBIK
Oenrijiep KUBIHTBHIFBIMEH CAJBICTHIPMAIIBI JIOJIJIKTI KaMTaMmachl3 €T€ OTBIPHIN, OKBITY
yakbITBIH 26,6%-Fa KpickapTansl. SHAP Oaranaysl OolbIHIIA OOKaMFa €H YJIKEH YIJIeCTi
src_bytes Oenrici kocanbl (oprama |[SHAP| = 4,20), Oyn kenemaik DoS-malysLigap
MEXaHHUKAChIHA COMKEC KEJe/Ii.

Tyiiin ce3mep: owceninik ewynepdi anviKmay, MAWUHATLIK OKbIMY, Klacmap
meneepimcizoici;, SMOTE; 6encinepoi ipikmey, NSL-KDD,; mycindipinemin acacanovl
unmennexkm; SHAP

Introduction

Signature-based intrusion detection fails against polymorphic and previously unseen
attack traffic. Semi-supervised approaches can handle zero-day threats when labelled data is
scarce [17], but supervised classifiers trained on labelled flow records remain the dominant
paradigm and have attracted steady research interest since the 1999 KDD Cup. Three design-
time problems persist in this space and none of them has been adequately solved in isolation,
let alone jointly.

The first problem is class imbalance. Operational network captures are dominated by
benign sessions. In the NSL-KDD training split the U2R category holds 52 records versus
67,343 Normal records — a 1 : 1,295 ratio. Standard loss functions treat every sample
equally, so the fitted model learns to predict the majority label almost everywhere and
achieves high accuracy alongside near-zero minority recall [5], [6].

The second problem is feature dimensionality. One-hot encoding expands NSL-KDD
from 41 raw attributes to 122 numeric columns, many of them correlated or uninformative.
Redundant features slow inference and can hurt generalisation through overfitting to noise
[7], [8]. The issue is not specific to NSL-KDD: Gad et al. [16] report the same bloat when
training ML classifiers on vehicular ad-hoc network traffic captured in the ToON-10T corpus.

The third problem is opacity. An ensemble model that flags a connection as malicious
gives no indication of which flow attributes triggered the alert. Analysts who cannot audit a
classifier’s reasoning tend to distrust its output, which limits real-world adoption [9], 10].

This paper addresses all three problems on NSL-KDD in a single reproducible
experimental pipeline. Four research questions guide the study. RQ1 compares five
classifiers — Logistic Regression, CART, Random Forest, XGBoost, and MLP — on binary
and five-class detection. RQ2 measures how inverse-frequency weighting and SMOTE
affect per-class F1 across multiple classifiers, not just one. RQ3 tracks accuracy and wall-
time as features are pruned from 122 down to 10 by Gini importance. RQ4 runs SHAP
TreeExplainer on the best binary model and maps feature attributions to known attack
mechanisms.

Literature Review and Problem Statement
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Ali et al. [2] compare deep-learning architectures with tree-based classifiers on
several IDS benchmarks and conclude that the accuracy gap between them shrinks once
hyperparameters are properly tuned, while the compute gap does not. Two meta-analyses
corroborate this: Maseer et al. [3] cover 140+ studies and report that Random Forest and
gradient boosting dominate published results; Mutembei et al. [4] observe the same pattern
in deep-learning-specific literature. Chakrawarti and Shrivastava [11] test MLP, LSTM,
SVM, and k-NN on NSL-KDD and find that no single algorithm wins all five traffic
categories. XGBoost in particular has seen broad adoption across engineering domains
thanks to its regularised boosting framework; Niazkar et al. [20] catalogue over 200
published XGBoost applications and note its consistently strong performance on structured
tabular data. Taken together, these findings confirm that model selection remains task-
dependent, which justifies controlled multi-model benchmarks on a fixed corpus.

Class imbalance has attracted growing attention in IDS research. Liu et al. [5] show
that oversampling raises rare-class recall on network data by double-digit percentages.
Zhang et al. [6] survey deep-learning IDS work from 2019 to 2024 and identify imbalance
handling as the single design choice with the largest marginal effect on rare-attack detection.
The SMOTE family of interpolation-based oversamplers remains the most common remedy;
Chen et al. [13] offer a thorough taxonomy of its variants and known failure modes. Alegavi
etal. [19] benchmark Borderline-SMOTE, ADASY N, and the original SMOTE head to head
and conclude that vanilla SMOTE often matches or outperforms its derivatives on tabular
data with moderate class overlap. Carvalho et al. [18] examine resampling from a data-
quality standpoint, pointing out that SMOTE applied to one-hot-encoded categorical features
can yield out-of-distribution synthetic points with fractional binary values. Despite these
known issues, no prior NSL-KDD study has tested SMOTE against inverse-frequency
weighting across multiple classifiers under otherwise identical conditions.

Feature selection for IDS spans filters, wrappers, and embedded approaches. Walling
and Lodh [7] combine mutual information with Random Forest importance on loT traffic
and discard roughly half the features without measurable accuracy loss. Almotairi et al. [12]
follow a related strategy on loT network data, pairing ML-based feature ranking with stacked
ensemble classifiers and reporting accuracy gains even after aggressive pruning. Ren et al.
[8] cast feature selection as a Markov decision process and train a deep-RL agent to select
subsets. Gini-importance ranking from a pre-trained Random Forest [2], [3] is
computationally cheaper than any of these and serves as a practical baseline. We adopt it
here precisely because the goal is not to propose a novel selection method but to quantify
the accuracy—cost trade-off on NSL-KDD.

Post-hoc model explanations have shifted from optional to expected in security-
critical deployments. Gaspar et al. [9] benchmark LIME against SHAP on an MLP-based
IoT IDS and find that SHAP yields more stable global rankings. Adadi and Berrada [10]
survey the broader XAl landscape and advocate post-hoc explanations as a practical path
toward interpretable security systems. Lundberg and Lee’s TreeExplainer [14] computes
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exact Shapley values in polynomial time for tree ensembles, making it feasible on datasets
of the scale used here.

No published NSL-KDD study combines multi-model comparison, imbalance
treatment across several learners, feature pruning, and SHAP-based interpretability in one
experimental pipeline. Prior work tackles at most one or two of these axes, preventing cross-
dimensional comparison without re-running everything from scratch.

The Aim and Objectives of the Study

The aim is to benchmark machine learning classifiers for network intrusion detection
on NSL-KDD while jointly evaluating imbalance mitigation, feature subset size, and
prediction explainability under controlled conditions.

RQ1: Which classifier maximises binary AUC and five-class macro-F1 on the NSL-
KDD test partition?

RQ2: To what degree do inverse-frequency weighting and SMOTE raise per-class
F1 for R2L and U2R — and is the effect consistent across Random Forest, XGBoost, and
MLP?

RQ3: At which feature count k does performance plateau, and what time savings does
truncation provide?

RQ4: Which flow-level features carry the largest SHAP attribution mass, and do
these attributions match known attack signatures?

2. Materials and Methods

NSL-KDD [1] is a cleaned version of the KDD Cup 1999 corpus. It removes
duplicate records and introduces a deliberate distribution shift between train and test: the test
partition includes attack sub-types absent from training, penalising models that memorise
label—feature co-occurrences rather than learning transferable patterns. Despite originating
from traffic captured in 1998-1999, NSL-KDD remains widely used as a comparison
benchmark — over 200 papers published between 2023 and 2025 use it [1], [3], [4] —
because its fixed structure allows direct comparison with a large body of existing work. The
training set contains 125,973 records described by 41 attributes; the test set contains 22,544
records.

Class distribution. Normal: 67,343 / 9,711. DoS: 45,927 / 7,458. Probe: 11,656 /
2,421. R2L: 995/ 2,754. U2R: 52 / 200. U2R represents 0.04 % of training data. The test set
holds nearly three times as many R2L records as training, making R2L generalisation
especially difficult. Fig. 1 shows both distributions on a log scale.

Preprocessing. Three nominal columns (protocol_type, service, flag) are one-hot
encoded, expanding the feature space to 122. Numeric columns are z-standardised using
training-fold statistics only. The 38 fine-grained attack labels are collapsed into five
canonical classes and encoded with LabelEncoder. Random seed 42 is used throughout.

Classifiers (RQ1). (1) Logistic Regression, L2-penalised, 300-iteration cap. (2)
CART Decision Tree, no depth limit. (3) Random Forest, 150 trees, Gini splitting criterion.
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(4) XGBoost, 300 boosting rounds, max depth 8, learning rate 0.2, row and column sub-
sampling at 0.9 [15]. (5) MLP: following a grid search over four architecture learning-rate
combinations (Table 1), the 256-128 topology with Ir = 0.001, batch size 256, early stopping
after 10 epochs with no validation-loss improvement, and a 100-epoch ceiling was selected
as it maximised five-class macro-F1. Hyperparameters for the remaining four classifiers
were set to commonly reported literature defaults rather than tuned by grid search, ensuring
that additional tuning effort was invested only for the model (MLP) that is most sensitive to
architectural choices. All models use scikit-learn 1.8 or XGBoost 3.2.

Imbalance treatment (RQZ2). Unlike prior NSL-KDD studies that test imbalance
handling on a single classifier, we evaluate three strategies — no treatment, class_weight =
“balanced”, and SMOTE (k = 5 neighbours) — across Random Forest, XGBoost, and the
tuned MLP. Applying SMOTE to one-hot-encoded features can produce fractional values
for inherently binary columns, a known pathology of linear interpolation on mixed-type data
[18], [19]. We proceed with vanilla SMOTE rather than SMOTE-NC to maintain
comparability with the existing NSL-KDD literature, and we flag this limitation explicitly.

Feature selection (RQ3). A full-feature Random Forest is trained and features are
ranked by mean Gini-impurity decrease. Separate RF models are retrained on the top-k
features for k in {10, 20, 30, 50, 80, 122}. Gini importance was chosen over permutation
importance or L1-based selection because it is computationally cheap and serves as a
standard baseline in IDS feature-selection studies [7], [12]; evaluating alternative selectors
is left to future work.

SHAP (RQ4). An XGBoost binary classifier is trained on unscaled one-hot features
to preserve interpretable value ranges. TreeExplainer [14] is applied to a 2,000-record
stratified test sample. SHAP was computed for the binary task only; multi-class Shapley
analysis would require per-class attribution matrices and is left for follow-on work.

Class distribution in NSL-KDD training and test sets
67343

I Training set
[ Test set

104 4

103 4

Number of records (log scale)

102 4

NORMAL DOS PROBE R2L U2R
Traffic category
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Fig. 1. Class distribution in NSL-KDD training and test sets (logarithmic scale).
Results

1. MLP Hyperparameter Selection

Table 1 summaries the four MLP configurations tested. Configuration B (256-128,
Ir = 0.001) yields the highest five-class macro-F1 (0.636) while maintaining competitive
binary AUC (0.880). It is used in all subsequent experiments. The baseline configuration A
(128-64) scores 0.604 on five-class macro-F1 and 0.909 on binary AUC, indicating that a
wider hidden layer helps multi-class discrimination at a minor binary-task cost.

Table 1. MLP hyperparameter search results

Config | Architecture Ir 5-class F1,, | 5-class Acc | Binary AUC
A 128-64 0.001 0.604 0.776 0.909
B 256-128 0.001 0.636 0.782 0.880
C 256-128-64 | 0.001 0.589 0.777 0.872
D 256-128-64 | 5e-4 0.627 0.787 0.906

2. Classifier Comparison (RQ1)

Binary task (Table 2). XGBoost leads on AUC at 0.969 (95 % bootstrap CI [0.967,
0.971]). The tuned MLP reaches 0.785 accuracy and AUC 0.880 [0.875, 0.884]. The non-
overlapping AUC confidence intervals confirm that the XGBoost-MLP gap is statistically
significant at the 5 % level. Random Forest trails on accuracy (0.766) but records the second-
best AUC (0.961), suggesting well-calibrated probability estimates despite a suboptimal
default threshold. Decision Tree reaches 0.785 accuracy, training in 0.8 s. Logistic
Regression sits at 0.754. Fig. 2 plots the comparison; Fig. 5 shows the XGBoost ROC curve.

Table 2. Binary classification results on the NSL-KDD test set

Model Accuracy | Macro F1 | Weighted F1 | AUC | Train (s)
Logistic Regression 0.754 0.754 0.753 0.780 1.2
Decision Tree 0.785 0.785 0.783 0.808 0.8
Random Forest 0.766 0.764 0.762 0.961 3.0
XGBoost 0.793 0.793 0.792 0.969 9.6
MLP (256-128) 0.785 0.785 0.785 0.880 9.0
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Classifier performance on the NSL-KDD test set (binary classification)
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Fig. 2. Binary classifier performance comparison.

Five-class task (Table 3). Accuracy ranges from 0.754 to 0.790 but macro-F1
collapses to 0.487-0.636. The gap exposes the accuracy paradox: classifiers that handle
Normal and DoS well — together 76 % of the test set — post decent accuracy even when
R2L and UZ2R recall is close to zero. The tuned MLP leads macro-F1 at 0.636. Random
Forest finishes last at 0.487. Per-class: Normal F1 ranges 0.876-0.896, DoS 0.783-0.812,
Probe 0.701-0.762. R2L drops to 0.045-0.196, U2R to 0.029-0.547. Fig. 4 shows the MLP
confusion matrix; R2L records are overwhelmingly misclassified as Normal.

Table 3. Five-class classification results on the NSL-KDD test set

Model Accuracy Macro F1 | Weighted F1 | Train
©)
Logistic 0.765 0.588 0.723 3.0
Regression
Decision 0.765 0.569 0.726 0.8
Tree
Random 0.754 0.487 0.709 21
Forest
XGBoost 0.783 0.557 0.751 8.9
MLP 0.782 0.636 0.748 12.6
(256-128)
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Classifier performance on the NSL-KDD test set (5-class classification)
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Fig. 3. Five-class classifier performance comparison.
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Fig. 4. Confusion matrix — MLP (5-class).
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Fig. 5. ROC curve — XGBoost binary (AUC = 0.969).

3. Class Imbalance Handling (RQ2)

Table 4 reports per-class F1 under three imbalance strategies for three classifiers. For
Random Forest, SMOTE lifts macro-F1 from 0.487 to 0.527, U2R from 0.029 to 0.154, and
R2L from 0.045 to 0.091 at a 3.0 pp Normal cost. For XGBoost the effect is stronger:
SMOTE raises macro-F1 from 0.557 to 0.631, U2R from 0.182 to 0.438, and R2L from
0.196 to 0.255. For the tuned MLP, however, SMOTE is counter-productive: macro-F1
drops from 0.636 to 0.578, and U2R falls from 0.547 to 0.290. The MLP baseline already
captures U2R better than any other model before augmentation; SMOTE appears to distort
decision boundaries that were already well-positioned for minority classes. Fig. 6 shows the
grouped comparison for Random Forest.

Table 4. Per-class F1 under SMOTE across three classifiers (5-class)

0.8

Model Condition Normal DoS Probe R2L U2R Macro F1
RF Baseline 0.876 0.783 0.701 0.045 0.029 0.487
RF SMOTE 0.846 0.781 0.764 0.091 0.154 0.527

XGBoost Baseline 0.896 0.802 0.706 0.196 0.182 0.557
XGBoost | SMOTE 0.892 0.814 0.757 0.255 0.438 0.631

MLP Baseline 0.893 0.804 0.762 0.173 0.547 0.636

MLP SMOTE 0.897 0.807 0.777 0.118 0.290 0.578
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5.4. Feature Selection (RQ3)

Table 5 tracks macro-F1, accuracy, and wall-time as features are pruned. At k =10
macro-F1 stands at 0.478. Performance peaks at k = 50 (0.498) and dips when all 122
features are used (0.490), evidence that the tail features inject noise. Accuracy peaks at k =
30 (0.752). Wall-time grows from 1.12 s to 2.48 s between k = 10 and k = 122. Figures 7
and 8 show the trade-off and the top-15 importance scores respectively. src_bytes leads

(importance = 0.114).

Table 5. Feature selection: performance and cost by number of features

I Baseline

I Class weighting

I SMOTE oversampling

0.05 0.04

R2L

Features (k) | Macro F1 | Accuracy | Train time (s)
10 0.478 0.739 1.12
20 0.486 0.744 1.29
30 0.496 0.752 1.82
50 0.498 0.748 1.90
80 0.497 0.747 1.80
122 (all) 0.490 0.746 2.48

0.15 0.15

U2R
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Effect of feature selection on performance and training cost
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Fig 7. Feature count vs. classification performance and training time.
Top 15 most important features (Random Forest)
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Fig. 8. Top 15 features by Random Forest Gini importance.
5. SHAP Interpretability (RQ4)
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Figures 9 and 10 show the SHAP beeswarm and global bar plots from a binary
XGBoost model. src_bytes dominates with mean [SHAP| = 4.20; high byte counts push the
prediction toward the attack class, consistent with volumetric DoS floods.
dst_host_srv_count (1.20) and count (1.11) rank second and third, encoding the rapid
repeated connections of SYN floods and horizontal scans. dst _bytes (1.04) and
dst_host_same_src_port_rate (0.86) capture return-traffic volume and port reuse.
service_private (0.70) isolates traffic aimed at non-public ports. protocol_type_icmp (0.42)
picks up smurf and pod. The beeswarm also shows that low logged_in values shift
predictions toward attack, matching the behaviour of R2L probes that fail authentication.

High
src_bytes ¢
dst bytes

count

dst_host_srv_count
dst_host_same_src_port_rate
dst_host_rerror_rate
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Fig. 9. SHAP beeswarm — binary intrusion detection (XGBoost).

SHAP global feature importance for binary intrusion detection (XGBoost)
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Fig. 10. SHAP global feature importance (XGBoost binary).

Discussion of Results

The accuracy paradox is the most practically consequential finding. Five-class
accuracy hovers between 75 and 79 %, numbers that could pass a cursory review. Macro-F1
drops to 49-64 %. Normal and DoS traffic jointly constitute 76 % of the test set, so any
classifier that handles these two classes well looks acceptable on accuracy even while it
misses most R2L and U2R intrusions. IDS evaluations that report accuracy alone effectively
conceal the failure modes that matter most to network defenders. Liu et al. [5] and Maseer
et al. [3] have made similar arguments.

XGBoost and MLP fill complementary roles. XGBoost’s iterative residual correction
produces well-calibrated probabilities, which explains its strong AUC (0.969, CI [0.967,
0.971]). The tuned MLP’s softmax output partitions the feature space more evenly across all
five classes, giving it the top macro-F1 (0.636). In deployment terms: threshold-free triage
systems — where an analyst works through ranked alerts — favour XGBoost’s probability
ordering. Categorical alert pipelines that assign each flow an attack label benefit more from
the MLP.

The cross-model SMOTE comparison produced a noteworthy negative result.
SMOTE boosted Random Forest and XGBoost consistently (RF: 0.487 — 0.527; XGB:
0.557 — 0.631), but it degraded the tuned MLP from 0.636 to 0.578. The MLP baseline
already captures U2R reasonably well (F1 = 0.547) owing to its ability to learn nonlinear
class boundaries from limited data. SMOTE appears to distort those boundaries by flooding
the minority manifold with synthetic points that lie along interpolation lines rather than along
the true data surface. This observation aligns with the cautions raised by Carvalho et al. [18]
regarding synthetic-point quality on one-hot features. The practical takeaway is that SMOTE
should not be applied blindly; its benefit depends on the learner.

Feature selection flattens between k = 30 and k = 50 and the full 122-feature model
actually underperforms the 30-feature one on macro-F1 (0.490 vs. 0.496). Tail features
contribute near-zero impurity reduction and appear to inject noise. For resource-constrained
IDS deployments — edge switches, 10T gateways, vehicular nodes [16] — trimming to 30
features cuts feature-extraction and inference cost by roughly 75 % with no accuracy penalty.

SHAP attributions map directly onto known attack signatures. src_bytes — the
dominant feature — is the volumetric footprint of bandwidth-exhaustion DoS. Connection-
count features capture the burst patterns of floods and port sweeps. service_private and
protocol_type_icmp flag traffic classes that rarely appear in legitimate enterprise sessions.
These explanations can seed lightweight pre-filter rules in a layered architecture: a simple
threshold on src_bytes alone would intercept a large fraction of DoS traffic before it reaches
the classifier.

Limitations. NSL-KDD was built from traffic captured in 1998-1999 and repackaged
in 2009 [1]. Modern networks carry encrypted TLS 1.3 sessions, HTTP/2 multiplexed
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streams, and cloud-native east-west traffic that differ structurally from the KDD feature set.
Replication on a contemporary corpus such as Edge-lloTset (2022) or CICloT2023, or on
the ToN-loT dataset used by Gad et al. [16], is needed before these findings can be
generalised. U2R’s 52 training samples confine SMOTE to a tiny convex hull. The SHAP
analysis was limited to binary detection; multi-class attributions could reveal class-specific
feature interactions.

Conclusion

Five classifiers were benchmarked on NSL-KDD under binary and five-class
labelling. XGBoost produced the strongest binary AUC (0.969, 95 % CI [0.967, 0.971]). The
tuned MLP (256-128) achieved the best five-class macro-F1 (0.636), a 3.4 % relative
improvement over the untuned baseline (0.615). No single model dominated both tasks.

Cross-model SMOTE testing revealed learner-dependent effects: SMOTE raised
XGBoost macro-F1 from 0.557 to 0.631 and U2R F1 from 0.182 to 0.438, but it degraded
the MLP from 0.636 to 0.578. The result underscores that oversampling is not universally
beneficial and should be validated per classifier.

Thirty features matched or exceeded full-set macro-F1 while cutting wall-time by
26.6 %. The 122-feature model scored lower, providing evidence of noise injection from
uninformative tail features.

SHAP attributed the largest predictive mass to src_bytes, dst_host_srv_count, and
count — volumetric and connection-rate features that correspond to DoS flood and scan
signatures.

Accuracy alone misrepresented classifier quality by 13-17 percentage points relative
to macro-F1 in the five-class setting.

Follow-on work should replicate this pipeline on Edge-lloTset or CICloT2023,
investigate semi-supervised zero-day detection [17], test GAN-based oversampling, and
explore federated IDS training across network segments.
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